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Agenda

• How to attack a hybrid identity 
infrastructure

• Use Entra Private Access to protect your 
Active Directory environment

• Use Entra Internet Access to prevent 
Token Replay

• Are there any logs?



How I would attack a hybrid identity 
infrastructure

VPN compromise
• CVEs at VPN Appliances
• Weak Authentication Methods
• No Managed Device / PAW 

Enforcement
• Weak Detection/Response 

Capabilities
• No Network Segmentation
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Conditional Access bypass
• Trusted Network Exclusions
• Weak Authentication Methods
• No Managed Device / PAW 

Enforcement

2AD compromise
• Missing AD Tiering / 

Hardening
• Weak Detection / 

Response Capabilities
• Old Protocols
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Conditional 
Access
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4 Entra ID compromise
• Seamless SSO / ADFS
• Synced Admins
• Missing Entra Tiering / Hardening
• Missing Monitoring





The OnPrem access control gap

Conditional 

Access



Microsoft’s Identity-centric SSE solution

Use least privilegeVerify explicitly Assume breach

Microsoft Entra Internet Access

Secure access to all internet, SaaS, 

and Microsoft 365 apps and protect 

against malicious internet traffic 

with an identity-centric Secure 

Web Gateway (SWG).

Microsoft Entra Private Access

Secure access to all private apps 

and resources, for users anywhere, 

with an identity-centric Zero 

Trust Network Access (ZTNA).

Endpoints Remote networksIdentities

Microsoft’s Identity-centric Security Service Edge (SSE) solution

Private AccessInternet Access

SaaS

Internet

HQ/Datacenter IaaS / PaaSInternetMicrosoft 365



Entra Private Access



Overview Entra Private Access
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Entra Private Access App – Portal View



DEMO

Using Privileged 
Identity Management 
in Entra Private 
Access



Combi
ne 
Private 
Access  
with 
PIM



Entra Private Access App – Portal View



EPA Conditional Access Integration



Conditional Access Integration for VPN



EPA Conditional Access Integration



DEMO

Step-up auth for 
specific app 
segments



Step-up auth for specific app segments



Kerberos 



Using Kerberos in Private Access
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Private Access for Domain Controllers
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DEMO

Private Access for 
Domain Controllers





Using the KDC Proxy in Private Access
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A comparison…

KDC proxy
•Windows Hello / Cert-based Authentication

•No direct connection to a domain controller

•No Timeouts because of Negative DC locator 
caching

Entra Private Access for Domain 
Controllers
•Full Conditional Access Support

•Blocking of Kerberos TGS Requests for specific 
combinations of users/SPNs/IPs



Private Access for Domain Controllers
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Combine KDC proxy and EPA4DC

GRPC

GRPC

EntraDatacenter

gkfelucia.net
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Sensor

Global Secure Access Apps
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Universal Continuous 
Access Evaluation



Universal Continuous Access Evaluation

Global 

Secure 

Access

Entra ID

GSA 

Client



Universal Continuous Access Evaluation

Trigger events for Universal CAE:

• User Account is deleted or 

disabled

• Password for a user is changed 

or reset

• Multifactor authentication is 

enabled for the user

• Administrator explicitly revokes 

all refresh tokens for a user

• High user risk detected by 

Microsoft Entra ID Protection



DEMO

Universal 
Continuous Access 
Evaluation



Universal Continuous Access Evaluation

Trigger events for Universal 

CAE:

• User Account is deleted or 

disabled

• Password for a user is changed 

or reset

• Multifactor authentication is 

enabled for the user

• Administrator explicitly revokes 

all refresh tokens for a user

• High user risk detected by 

Microsoft Entra ID Protection



Entra Internet Access



Overview Entra Internet Access

GRPC

Universal

CAE

SSO with PRT

All internet resources with 

Global Secure Access

Device Compliance and 

MFA Enforcement

Global Secure Access Apps

Restricted

Internet Access

TLS 

inspection

Granular Security 

Profiles

Internet Resources

Microsoft Traffic

All Internet & SaaS

Microsoft

Traffic Policies

Internet

Traffic Policies

Threat Intelligence 

policies

Included in Entra 

P1 licence

Needs additional 

Entra Internet 

Access license



The Compliant Network Condition

Examples for additional 
exclusions:

Azure Windows VM Sign-In 

Azure Virtual Desktop
Windows 365
Microsoft Remote Desktop
Windows Cloud Login



DEMO

The Compliant 
Network Condition





Logging



Easy Sentinel ingest 
via Entra Diagnostic Settings 

+ Defender XDR with Unified 
Security Operations Platform 



Entra Internet Access - Log Integration

NetworkAccessTraffic

UniqueTokenId

DeviceOperatingSystem

ConnectionId

UnifiedSignInLogs

UniqueTokenIdentifier

ClientAppUsed

ConditionalAccessStatus

RiskState

OfficeActivity
(SharePoint)

UniqueTokenId

Operation

ClientIP

ListItemUniqueId

NetworkAccessConnect
ionEvents

ConnectionId

SourcePrivateIp

EventType



Entra Private Access - Log Integration

NetworkAccessTraffic

UniqueTokenId

DestinationIp

DestinationPort

ConnectorDeviceName

UnifiedSignInLogs

UniqueTokenIdentifier

deviceId

DeviceInfo
(Client)

AadDeviceId

deviceIdDeviceNetworkEvents
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deviceId

RemoteIP

RemotePort

DeviceNetworkInfo
(Target)

TargetMDEId
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DeviceNetworkInfo
(Connector)

deviceId
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Putting it all together



Questions?
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