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Agenda

* How to attack a hybrid identity
infrastructure

* Use Entra Private Access to protect your
Active Directory environment

* Use Entra Internet Access to prevent
Token Replay

* Are there any logs?
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infrastructure

‘ VPN compromise ‘ AD compromise
* CVEs at VPN Appliances « Missing AD Tiering /
* Weak Authentication Methods Hardening W
* No Managed Device / PAW « Weak Detection / Active Directory
Enforcement Response Capabilities
« Weak Detection/Response « 0Old Protocols
Capabilities

No Network Segmentation

‘ Conditional Access bypass ‘ Entra ID compromise

* Trusted Network Exclusions * Seamless SSO / ADFS
* Weak Authentication Methods * Synced Admins
* No Managed Device / PAW * Missing Entra Tiering / Hardening

Enforcement * Missing Monitoring
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GlobalProtect
(Palo Alto
~ Mandiant CVE-2024-3400 Secure VPN

M-Trends -

2025 Report

Initial Infection Vector, 2024 Phishing Declines as an Initial Infection Vector, 2022-2024

: Stolen Com N
Exploit Credentials

% . 2022 2023 | 2024
I 60

of Investigations

o, . N
7%  Email Phishing ®
oz
%
%
Email Phishing Stolen Credentials Web Compromise Exploits
Vector
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5. The OnPrem access control gap
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Microsoft Entra Internet Access

Secure access to all internet, SaaS,
and Microsoft 365 apps and protect
against malicious internet traffic
with an identity-centric Secure
Web Gateway (SWG).

Saas
Internet

Microsoft 365

Internet HQ/Datacenter laaS / PaaS

Internet Access ‘. Private Access

Microsoft’s Identity-centric Security Service Edge (SSE) solution

Identities

Verify explicitly

!

Endpoints Remote networks

e Use least privilege e Assume breach

Microsoft Entra Private Access

Secure access to all private apps
and resources, for users anywhere,
with an identity-centric Zero
Trust Network Access (ZTNA).
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5 === Overview Entra Private Access
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per-app tunnel

built-in DNS

Device Compllance forwarder

Unlversal and MFA Enforcement
. 1

H &SSO with PRT
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+ Add user/group

@ The application will not appear for assigned users within My Apps. Set 'visible to users?" to yes in p| E,II_ Private Access - Ad min Access | NetWO rk access properties
" Global secure access application

Assign users and groups to app-roles for your application here. To create new app-roles for this a

registration 24 Got feedback?

& Overview
£ First 200 shown, search all users & groups
9 Global Secure Access is now generally available. Licensing requirements have been updated. Learn more [2

Manage
Display name Object type

Il Properties

PY PIM_OnPremAdminAccess Group Name @ * Private Access - Admin Access

Owners

Roles and administrators Connector Group ZTNA - Europe

Users and groups

Role Setting details - Member - Single sign-on (i) We recommend at least two active connectors in selected group 'ZTNA". Click here to download a connector or manage your
F tity M nent I connector groups.

Network access properties

7 Edit
| Custom security attributes Enable access with Global Secure Access client
Activation

Setting State Securlty

Activation maximum duration (hours) 8 hour(s) L Conditional Access Application Segment

On activation, require Authentication context: FIDO2

Require justification on activation Yes ACTIVIty

—+ Add application segment

Require ticket information on activation No S\gn—in |OgS

Require approval to activate Yes

. . . o Usage & insights

e  Memberie, 0 Grovpt Destination type Destination Ports Protocol Status Delete

Audit logs

Assignment
Setti Provisioning logs IP address range (CIDR) 192.168.0.0/24 22,3389,59855..  TCP @ Success mj
etting

Allow permanent eligible assignment v Access reviews
Expire eligible assignments after
Allow permanent active assignment No

Expire active assignments after 6 month(s)
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LOISIDIGLUTE
(A Overview Health check Traffic

&

Microsoft
Edge

’ , Network traffic

%3 CookieConnections - Remote Desktop Connection Manager - Sysinternals: www.sysinternals.com Collect and_ analyze this device's network traffic. Learn more
about Traffic page
File Edit Session View Remote Desktops Tools Help

] DC1 [> start collecting
-~ gkfelucia-t0-cookie
B pC1

X Process name != GlobalSecureAccessClient.exe
Disconnected
X Action == Tunnel

Timestamp Connection status

No data was collected yet.

Friday, 1 August 2025

Fri 10:47 (Local time)

APC8 B i 3 P I A . 10:47
-3,08% mm Q Search ® : : 01/08/2025
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Select what this policy applies to
Resources (formerly cloud apps) e

Include Exclude

None

All internet resources with Global Secure

Access

O OO

All resources (formerly 'All cloud apps?

) Select resources

Edit filter

Mone

Select

QuickAccess a

MName *

EPA 1 - Require Yubikey for Admin Access

Assignments

Users or workload identities (0

oo

pecific users included and specific users
u

xcluded

Target resources (0

1 resource included
e eem e sem s sem mmm mmm

Metwork | NEW

Mot configured

Conditions @

0 conditions selected

Access controls

Grant O

1 control selected

Session (D

Sign-in frequency - Every time

Global secure access application
07 Got feedback?
= Overview
Q Global Secure Access is now generally available. Licensing requirements have been up
Manage
I|I .
Properties
Mame (1) Private Access - GKFelucia File Serv...
2 Owners
Foles and administrators Connector Group (0 TTNA
2 Users and groups
D Single sign-on We recommend at least two active connectors in selected group ZTNA", C
con r groug

=% MNetwork access properties
I Custom security attributes Enable access with Global Secure Access client

Security

Application Segment

& Conditional Access

Activity . L
I~ Add application segment

2 Sign-inlogs

a
dated. Learn more &

=
IS

i
|

il Usage & insights

B Auditlogs

Provisioning legs

Protocol

TCR, UDP

Status

@ Success

Delete

= Access reviews
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Session

Conditional
Access

(

N

Conditional Access
Policy #1

Multiple CA Policies per

-~

Conditional Access
Policy #2

.

Conditional Access
Policy #3

Global Secure
Access App

App
Segments

EPA Conditional Access Integration

Connector
Groups

)

\

GSAApp #1

App Segment #1 ?

s
dan
\ug

App Segment #2

N'3Y

Connector
Group Red

-

Conditional Access
Policy #3

Session possible

Multiple Apps per CA Policy

possible

App Segment #3 ?ﬂ

App Segment #4 ?i

Connector
Group Blue

€« | |

N| GSAApp#3 J

L]
I~ GSAApp #2 J

\
A.‘

App Segment #5‘?

App Segment #6 a

Connector
Group Green

Multiple Ressources per App

possible - no duplicates!

IP(-range) + Protocol

+ Port-(range)

Assignment of Apps
to Connector Groups
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Session el o] Enterprise App Target App
Access groups in Segments

VPN

(

Conditional Access
Policy #1 App Segment #1 B

\
App Segment #2 ?-
=

Conditional Access
Policy #2

o
App Segment #3 ?
- VPN gateway PP >¢9 L

» (usually SAML) i
Conditional Access App Segment#4 EN
Policy #3

o

l“

4 App Segment #5‘\r‘

Conditional Access =
Policy #3 App Segment #6 a

Multiple CA Policies per Multiple Apps per CA Policy One Enterprise App to Grouping of ressources in IP(-range) + Protocol
Session possible possible represent the solution VPN + Port-(range)
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Session

Conditional
Access

(

N

Conditional Access
Policy #1

Multiple CA Policies per

-~

Conditional Access
Policy #2

.

Conditional Access
Policy #3

Global Secure
Access App

App
Segments

EPA Conditional Access Integration

Connector
Groups

)

\

GSAApp #1

App Segment #1 ?

s
dan
\ug

App Segment #2

N'3Y

Connector
Group Red

-

Conditional Access
Policy #3

Session possible

Multiple Apps per CA Policy

possible

App Segment #3 ?ﬂ

App Segment #4 ?i

Connector
Group Blue

€« | |

N| GSAApp#3 J

L]
I~ GSAApp #2 J

\
A.‘

App Segment #5‘?

App Segment #6 a

Connector
Group Green

Multiple Ressources per App

possible - no duplicates!

IP(-range) + Protocol

+ Port-(range)

Assignment of Apps
to Connector Groups
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R

|EPA1

fional Access | Policies Grant
equire YubiKey for Admin Access I

Control access enforcement to block or

gf&ll"t acoess, Learn moreg

Require multifactor ( /Nr Sort iew - r—_n Details
authentication
MName

- Require YubiKey for Admin Access % Home

Assignments tifactor aut MNew folder

A Gallery

workload identities

Minja!

OneDrive - Personal
quire authentication ! Mew Text Document
gth

Target resources ( N test
YubiKey Only

13 d Gl Desktop

Metwork | NEW
Downloads

Conditions ( B r Documents

P9 Pictures

Access controls .
- Music

Grant (D

i Videos

- share

@ OneDrive

4 items Thursday, 29 August 2024

15:20
& Fb 29/08,/2024 o
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Global Secure Access Apps

\ /VI\ Device Compliance
Universal and MFA Enforcement
CAE
N

H &SSO with PRT
—J

—— . g = =

AU

per-app tunnel

built-in DNS
forwarder

|
1
1
1
I
|
I
I
1
\
|
1
|
I
|
|
1
I
|
|
1
|
1
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Entra
Private
Access

— o o T T MR o o e e e o mm e e e o e .

SPN Publishing
ﬂ

Kerberos  TCP EPA-DC EPA-Blog Quick Access
HTTP/gkfeluciaapp1.gkfelucia.net

UDP+TCP

— o

HTTP/blog.gkfelucia.net
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A -
& windows PowerShell X
PS C:\Users\Bert>

) Home | Microsoft 365  § Chris Brumm's Blog.

@ Global Secure Access

Connections
| @ Connections

Status

¢~ Troubleshooting

@A Private access disabled

Private Access is disabled by user

Organization:

Channels

X  Private ° Entra ° M365

Disabled Connected Connected

Enable

Additional details

Account: B ki net
Tenant id: 0f642f1e-8030-465d-91cf-5252c6ca581b

Show more details

Bert

Settings
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Global Secure Access Apps

\ /VI\ Device Compliance
Universal and MFA Enforcement
CAE
N

H &SSO with PRT
—J

—— . g = =

per-app tunnel

built-in DNS
forwarder

|
1
1
1
I
|
I
I
1

\
|
1
|
I
|
|
1
I
|
|
1
|
1

Session
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KDC proxy
*\Windows Hello / Cert-based Authentication
*No direct connection to a domain controller

*No Timeouts because of Negative DC locator
caching

Entra Private Access for Domain
Controllers

* Full Conditional Access Support

*Blocking of Kerberos TGS Requests for specific
combinations of users/SPNs/IPs
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Entra
Private
Access

— o o T T MR o o e e e o mm e e e o e .

SPN Publishing
ﬂ

Kerberos  TCP EPA-DC EPA-Blog Quick Access
HTTP/gkfeluciaapp1.gkfelucia.net

UDP+TCP

— o

HTTP/blog.gkfelucia.net
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Datacenter  Bothonthe same

»" server

Entra
Private

— o e O e e e e e

Global Secure Access Apps

—
=N
IV
P
==

KDC-Proxy TCP EPA-KDC EPA-Blog Quick Access

— o

HTTP/gkfeluciaapp1.gkfelucia.net

HTTP/blog.gkfelucia.net
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ldentity
Provider Camsssssssssss Entra ID
GSA Global
: — PR smmmm Secure
Client  w
CAE-capable client Resource ACCESS

provider
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Trigger events for Universal CAE:

ldentity
* User Account is deleted or Provider
disabled
« Password for a user is changed
or reset

« Multifactor authentication is
enabled for the user

» Administrator explicitly revokes
all refresh tokens for a user

* High user risk detected by
Microsoft Entra ID Protection

CAE- capab!e client Resource
provider
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@ Global Secure Access anced diagnostics

Overview Health check Forwarding profile

Trigger events for Universal NS Sl B -
CAE: - SR = S ey : . 5 ‘ . : 5 Health check

Mic;osoft

Edge, alth of the Global Secure Access client. Learn more

e User Account is deleted or
disabled

« Password for a user is changed il | TR e :
or reset S | ;

@ All checks are successful

( Refresh

Tunneling service running o True

Engine service running o True

« Multifactor authentication is Fan g 8 e ol o
enabled for the user o, e S IR A- .

Client tray application running o True

» Administrator explicitly revokes
all refresh tokens Tor a user

Policy service hostname resolved by DNS o True

* High user risk detected by
Microsoft Entra ID Protection
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Global Secure Access Apps

@ —
(© !

All internet resources with Device Compliance and
Global Secure Access MFA Enforcement

Included in Entra
P1 licence

Universal

CAE
[
~

N Granular Security Restricted
Profiles Internet Access

H &SSO with PRT

TLS Threat Intelligence

Needs additional
Entra Internet
Access license
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nclude Exclude

nclude  Exclude t Intune Enrollment and 1 more

Examples for additional
exclusions:

Azure Windows VM Sign-In

Azure Virtual Desktop
Windows 365

Microsoft Remote Desktop
Windows Cloud Login




DEMO

The Compliant
Network Condition

J

*l
HYBRID
@ N - A IDENTITY
x - PROTECTION
. conf25

CHARLESTON




3 WaldorfWin11

Recycle

B windows PowerShell X 4 [~

Windows PowerShell
|4 Copyright (C) Microsoft Corporation. All rights reserved.
L]

MIEC‘;OE Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
g¢

N PS C:\Users\waldorf> cd C:\intune\BAADTokenBroker-main‘

£ PS C:\intune\BAADTokenBroker-main> import-module .\BAADTokenBrnker.psl
=% Ps C:\intune\BAADTokenBroker-main> \

GlabalSe

'

Win11Unmanag

Edit 1 Tabs Help

+ Win1lUnmanaged

" & iwpiate [ [@ NewloPrivate tab x +
< @] Q rch or enter web address < 8

£ Import favorites [ loginmicrosoftoniin... |m hitps//portaloffice....

G InPrivate browsing

1 m a
this pic

+' What InPrivate browsing does 3 What InPrivate browsing doesn’t do
r, or internet service proy

m tracking efault

able in normal

Always use "Strict™ tracking prevention when browsing InPrivate

If use the same tracking pi g as a normal browsing wi

loose ruleset ( + Compliance
ruleset (MFA + Complia
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= Microsoft Entr... JON 7y copilot [EEE &

settings | General

Easy Sentinel ingest

via Entra Diagnostic Settings

+ Defender XDR with Unified
Security Operations Platform

figure the co

rents

ninLogs
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OfficeActivity
(SharePoint)

UniqueTokenld
Operation

ClientlIP

ListitemUniqueld

NetworkAccessTraffic
UnigueTokenld

DeviceOperatingSystem

Connectionld

UnifiedSigninLogs

UniqueTokenldentifier

ClientAppUsed
ConditionalAccessStatus

RiskState

NetworkAccessConnect
ionEvents

Connectionld

SourcePrivatelp

EventType

Entra Internet Access - Log Integration

Inspect record

Process tree

All details

Operation

Network

Throug

Session
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DeviceNetworkInfo
(Target)

TargetMDEId

IPAddresses

DeviceNetworkInfo
(Connector)

deviceld

DeviceName

Entra Private Access - Log Integration

NetworkAccessTraffic

UniqueTokenld

Destinationlp
DestinationPort

ConnectorDeviceName

UnifiedSigninLogs

UniqueTokenldentifier

deviceld

Devicelnfo
(Client)

AadDeviceld

deviceld

DeviceNetworkEvents
(Client)

deviceld

RemotelP

RemotePort

Inspect record

Assets
Process tree

All details

TimeGenerated

ap,

ConditionalAccessStatus

ingProcessName

TrafficType

Appld

Destinationlp

19

TransportProtocol

Tcp

DestinationPort

ConnectorinternallP

SubnetPrefix
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Entra Connect/Cloud Sync
+ Cloud Kerberos Trust

Entra ID B85 Datacenter Frankfurt

Assignment ; T T Earer AN

Microsoft Apps Global Secure Access Apps

: Connector E
== ax ax - i Group AZ-WEU
Azure EPA-SAP- EPA-KDC-Quick Access 1 EPA-WEB- EPA-SAP- E
Virtual e = : FRA ¢ FRA -

Desktop ax [
= EPA-Web1  EPA-DC-
All Internet
o Ressources s
Admin Portals ith GSA e

App Zone

Services =
Entra

H
Internet i Private “ ® | connsctor
ES Access \I \;’ Access : 7 Group AZ-WE

Region West Europe

. = ; “ 7 Datacenter
| — = Charleston

Universal CAE S : P F " Server LAN
Universal CAE ) g ] H P

i \ Europe
Managed Clients P Connector Zone

Internal DNS

Admin & = W_[:s

Interfaces : = %, North America [ App Zone [ :
Admin Workstations ' 5 E

1 1 EPA-SAP-
EPA-Web1 EPA-DB1 ‘-‘ ’ H CHA -

Client LAN

BYOD or Supplier
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