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Introduction to
Token Theft and Post-
Authentication Attacks



Overview of Token Artifacts

Famil

y of Client IDs

Primary Refresh 
Token (PRT)

• Long-lived and 
Microsoft-specific artifact 
for SSO on a device

• Used to acquire token 
artifacts for any 
client/app

• Combines user and 
device identity, bounded 
to device

Refresh
Tokens (RT)

• Long-lived artifacts to 
keep user logged-in

• Used on a scope of 
specific Client or “Family 
of Client IDs”

• Incl. authorization 
(groups, claims), device 
and user attributes

Access
Tokens (AT)

• Shorter-lived artifacts for 
accessing resource

• Scope of Client ID and 
API permissions, 
restricted on client and 
resource (workload) 
combination

• Phishing-resistant 
authentication

• Device-Bounded
or Cross-Device

• Device Identity 
proven by private 
key of certificate

Token issuance (security and policy flow)
including Conditional Access and Identity Risk

Evaluation, User Assignment, User Consent Policy

https://github.com/secureworks/family-of-client-ids-research
https://github.com/secureworks/family-of-client-ids-research


Session Cookies

Source: Microsoft Learn | Web browser cookies used in Microsoft Entra authentication, Details about “Pass-the-cookie” attacks

Session cookies

• Long-lived artifacts used 
for browser-based SSO 
after authentication

• Issued by IdP and 
service (resource owner)

https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-web-browser-cookies
https://www.microsoft.com/en-us/security/blog/2022/11/16/token-tactics-how-to-prevent-detect-and-respond-to-cloud-token-theft/
https://www.microsoft.com/en-us/security/blog/2022/11/16/token-tactics-how-to-prevent-detect-and-respond-to-cloud-token-theft/
https://www.microsoft.com/en-us/security/blog/2022/11/16/token-tactics-how-to-prevent-detect-and-respond-to-cloud-token-theft/
https://www.microsoft.com/en-us/security/blog/2022/11/16/token-tactics-how-to-prevent-detect-and-respond-to-cloud-token-theft/
https://www.microsoft.com/en-us/security/blog/2022/11/16/token-tactics-how-to-prevent-detect-and-respond-to-cloud-token-theft/


Primary Refresh Token

Refresh Token

Access Token

Interception of traffic (transport/connectivity)

Malware, code execution,

or memory dump

Interception of transport, 

compromised code or

storage/cache of token

Compromised OAuth app with delegated permissions

Token-Related Attack Techniques



Token-Related Attack Techniques

Compliant 
Network 
(GSA)

Compliant Network

CAE-capable 
tokens

Using PRT 
(Device 

Compliance)

Issued by 
WAM and 

Protected by 
Session Key

PRT and Session 
Cookies on Vulnerable or 

Exposed Devices

Exposed 
Tokens

Require Step-
up for 

sensitive 
actions

Require Re-Auth on 
Risk Detections by ID 

Protection

Attestation of 
Artifacts in 

TPM
Token 

Protection / 
Binding

Primary Refresh Token

Refresh Token

Access Token

Sensitive 
Delegated 
Permission 

Scope



Advanced Insights of 
Microsoft Entra ID
Sign-in Logs



Types of Sign-in Identifiers

• Correlation ID

Groups sign-ins from the same sign-in session, generated by client (not IdP)

• (Original) Request ID

An identifier that corresponds to an issued token

The request identifier of the first request in the authentication sequence



Types of Sign-in Identifiers

• Unique token identifier

Used to correlate the sign-in with the token request (passed during the sign-in)

Tracks tokens issued by Microsoft Entra ID as they're redeemed at resource providers



Types of Sign-in Identifiers

• SessionId

Identifies and matches the session (cookie) that was generated during the sign-in

between the client and the IdP



SessionId vs CorrelationId



Other Token-Related Properties

•  Incoming token types

Token type that were presented to Microsoft Entra ID to authenticate the actor in the sign in

For example:

PrimaryRefreshToken, RefreshToken, SAML or

None (= Browser SSO / Direct Auth. via Creds)

• Token Protection - Sign In Session

Indicator if sign-in token (PRT/RT) was cryptographically bound to the device (or not)

• AuthenticationProcessingDetails

- Is CAE Token

- OAuth Scope Info



Graph, Diagnostic, & XDR Logs (2025-01)

Entra Portal (Sign-in events) Microsoft Graph Beta Diagnostic Logs AADSignInEventsBeta

Date createdDateTime CreatedDateTime Timestamp

Correlation ID correlationId CorrelationId CorrelationId ( = ReportId)

Request ID id (beta-Endpoint with empty 

OriginalRequestId)

id, OriginalRequestId RequestId

Unique token identifier uniqueTokenIdentifier UniqueTokenIdentifier N/A

Session ID sessionId N/A SessionId

Token Protection Status signInTokenProtectionStatus N/A N/A

Incoming token type incomingTokenType N/A N/A

GlobalSecureAccessIpAddress GlobalSecureAccessIpAddress N/A N/A

Through Global Secure Access isThroughGlobalSecureAccess N/A N/A

Is CAE Token Is CAE Token Is CAE Token N/A

Oauth Scope Info Oauth Scope Info Oauth Scope Info N/A



Graph, Diagnostic, & XDR Logs (>2025-03)

Entra Portal (Sign-in events) Microsoft Graph Beta Diagnostic Logs AADSignInEventsBeta

Date createdDateTime CreatedDateTime Timestamp

Correlation ID correlationId CorrelationId CorrelationId ( = ReportId)

Request ID id (beta-Endpoint with empty 

OriginalRequestId)

id, OriginalRequestId RequestId

Unique token identifier uniqueTokenIdentifier UniqueTokenIdentifier N/A

Session ID sessionId SessionId SessionId

Token Protection Status signInTokenProtectionStatus signInTokenProtectionStatus N/A

Incoming token type incomingTokenType incomingTokenType N/A

GlobalSecureAccessIpAddress GlobalSecureAccessIpAddress GlobalSecureAccessIpAddress N/A

Through Global Secure Access isThroughGlobalSecureAccess isThroughGlobalSecureAccess N/A

Is CAE Token Is CAE Token Is CAE Token N/A

Oauth Scope Info Oauth Scope Info Oauth Scope Info N/A



Advanced 
Insights of 
Microsoft Entra 
ID Sign-in Logs

Enrichment of sign-in data 
with mitigation capabilities 
for token theft and detection 
of unusual token issuance

Demo



Correlation of Sign-in 
Events to XDR Alert or 
Anomalies



Risk Detection in Entra ID Protection

Risk Detections in relation to sign-in/token:

— Anomalous token (offline detection)

— Attempted access of PRT (by MDE)

— Unfamiliar sign-in properties

— Unfamiliar sign-in

Risk Detections by post-auth. activity:

— Mass Access to Sensitive Files

— Suspicious API traffic

— ...



Suspicious Session Cookie



Defender XDR Incident Evidence



Samples of Behavior-Based Detections

— Behaviors in Microsoft Defender XDR

Mass download (OneDrive), Unusual addition of credentials to an OAuth app,...

— User Entity Behavior Analytics (UEBA) in Microsoft Sentinel

ML-based anomalies on activities but also sign-ins

Suspicious number of protected documents accessed

— Alerts in Microsoft Defender for Cloud (e.g., Resource Manager)

Suspicious management session using Azure Portal/PowerShell detected,...

— ...



Correlation of 
Sign-in Events to 
XDR Alert or 
Anomalies

Enrichment of sign-in data 
with related alerts from 
Microsoft Defender XDR

Demo



Correlation of User
Sign-in, Alert, and Cloud 
App Activity Logs



Sign-in, Alert, and Activity Log Mapping

Correlation of token/session to activity

User/DeviceId
URL,
UniqueTokenId/
Token3PUniqueId*

Correlation XDR/SIEM Incident to suspicious sign-in

SignInLogs
AADNonInteractiveU

serSignInLogs

SecurityAlert
cloud-logon-request

cloud-logon-session
UniqueToken
Identifier

NetworkAccessTraffic

SessionId

AzureActivity

MicrosoftGraphActivityLogs

OfficeActivity

API or Cloud 
App Activity 

Logs

Mapping to sign-in event by
Time window join & other entities

Time, IP, Actor and
TargetObject

* limited to traffic for Entra ID token endpoint and Private Access Traffic

** limited to specific ActionTypes of M365 workloads

Microsoft Azure
 

    Microsoft Exchange Online

CloudAppEvents

Microsoft SharePoint, OneDrive & Teams**

AADUserRiskE
vent

RequestId

https://learn.microsoft.com/en-us/kusto/query/join-time-window?view=microsoft-fabric


Linkable Token Identifier

— GA “feature” since July 2025, identifier “SessionId” across log sources

— Microsoft Entra sign-in logs

— Microsoft Exchange Online audit logs

— Microsoft Graph activity logs

— Microsoft Teams audit logs

— Microsoft SharePoint Online audit logs

— “Limitation”: Device Code Flow shares same session ID



Linkable Token Identifier in Claims

Claim Description

oid Immutable identifier identity of the user or service principal

tid Tenant ID that the user is signing in to

sid
Identifier for entire session which has been generated when a user does interactive 

authentication. ID links all authentication artifacts

deviceid Unique identifier for the device

uti Token identifier

iat Timestamp when the authentication for this token occurred.

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-track-linkable-identifiers#log-availability-for-linkable-identifiers


Azure Activity Log



Azure Activity Log



Enrichment of Sensitive Actions/Scope

Sensitive scopeSensitive actions

XSPM Critical 
Assets

Privileged
Operations

ARM and Graph API 
Operations

Exposure
GraphNodes

CSV with
Role Actions of 
sensitive roles

Unusual action or scope

CloudAppEvents
UncommonForUser

Action/
Parsed Uri

OperationId/UniqueTokenId

Object/
ResourceId



Correlation of 
User Sign-in, 
Alert, and Cloud 
App Activity Logs

Tracking sign-in events and 
issued tokens, correlated to 
cloud app access (post-
authentication events)

Demo



Discover Exposed Token 
Artifacts with Exposure 
Management



Vulnerable Device and MDE Alerts



But What About Session...?



Smart Analysis of Browser Artifacts



Maester Check



Get hunting 
queries
from my demos

Questions?

This is not 
a phishing 
link 
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