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Ildentity is (still) under attack...

600 million

identity attacks
per day...

Microsoft Entra data,
Microsoft Digital Defense Report
2024

99%

are password
attacks.

Microsoft Entra data,
Microsoft Digital Defense Report

2024

111%

Increase In token
replay attacks.

Microsoft Entra data, How to
break the token theft cyber attack

146%

rise in AiITM
phishing attacks.

Microsoft Entra data,
Microsoft Digital Defense Report

chain, 2024

2024


https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftechcommunity.microsoft.com%2Ft5%2Fmicrosoft-entra-blog%2Fhow-to-break-the-token-theft-cyber-attack-chain%2Fba-p%2F4062700&data=05%7C02%7Cnichole.peterson%40microsoft.com%7C26304618c9a04da3b50108dcc3d0e3db%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638600549143332743%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=VTGCEPf0I3eAKWBew1CppISL28NlHyeWeOMJSvQoJZw%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftechcommunity.microsoft.com%2Ft5%2Fmicrosoft-entra-blog%2Fhow-to-break-the-token-theft-cyber-attack-chain%2Fba-p%2F4062700&data=05%7C02%7Cnichole.peterson%40microsoft.com%7C26304618c9a04da3b50108dcc3d0e3db%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638600549143332743%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=VTGCEPf0I3eAKWBew1CppISL28NlHyeWeOMJSvQoJZw%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftechcommunity.microsoft.com%2Ft5%2Fmicrosoft-entra-blog%2Fhow-to-break-the-token-theft-cyber-attack-chain%2Fba-p%2F4062700&data=05%7C02%7Cnichole.peterson%40microsoft.com%7C26304618c9a04da3b50108dcc3d0e3db%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638600549143332743%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=VTGCEPf0I3eAKWBew1CppISL28NlHyeWeOMJSvQoJZw%3D&reserved=0
https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
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Agenda

» Password-based attacks

» Token theft & replay

* Abusing privileges of OAuth2 applications
» Mitigation
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Password-based
attacks
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Overview of password spray attacks

Entra ID

T@ylorSw1ft4EVR

HIPConf2025!

— HIPConf2025! o— My passphrase is my password.

GuidOGr1llI3nm3!eR

COO0k!eMOnst3r




> PowerShell X S PR — o X

PS C:\Repo\Spray365> |

Password spray attack
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Always MFA? Find your single factor auth...

» Exclusion for (trusted) locations
» Service accounts and service principals

» SaaS applications

| _ocal user accounts

* Multiple identity providers
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Are password spray attacks still a risk?

Over 80,000 Microsoft Entra ID Accounts Targeted Using Open-Source

TeamFiltration Tool

M Jun 12,2025 & Ravie Lakshmanan

DEHASHED

The UNK_SneakyStrike activity has been described as "large-scale user enumeration and password
spraying attempts,” with the unauthorized access efforts occurring in "highly concentrated bursts” ® hunter
targeting several users within a single cloud environment. This is followed by a lull that lasts for four to =

q Google

five days.

Linked [}

ENUMERATION

Source: HackerNews, Image Source: Proofpoint

SPRAVING

EXFILTRATION



https://thehackernews.com/2025/06/over-80000-microsoft-entra-id-accounts.html
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Password spray in Entra ID Protection
January 2025 Risk Detection Details
Gene ral Ava ila bi I ity _ Rea I _ti me Pa SSWO rd S pray s User's risk report 2 User's sign-ins =) User's risky sign-ins =) Linked risky sign-in &\ User's risk detections
Detection in Microsoft Entra ID Protection etection ype. - Password spray
Risk state Confirmed compromised
Risk level High
Risk detail M365D admin dismissed detection
Attack type(s) Brute Force: Password Spraying, Brute Force: Password Guessing
e Calculated in real-time or offline Source Identity Protection
e License requirement: Microsoft Entra ID P2 Detection timing  Offline

¢ Tips for investigating password spray detections.
Activity Sign-in

Detection time 9/4/2025, 10:26 AM

Detection last updated 9/5/2025, 4:14 PM

Token issuer type Microsoft Entra ID
Sign-in time 9/3/2025, 3:17 AM

IP address _

Sign-in location Washington, Virginia, US

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/139.0.0.0

Sign-in client Safari/537.36 Edg/139.0.0.0 05/10.0.26100

Sign-in request id 564a6409-6ad5-4215-8308-19f928731b00

Sign-in correlation id 01990d26-0289-7ebd-a587-a4a419f5f57d
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Token theft & replay
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1 User opens malicious email

with link to phishing site
—

2 User enters password into

phishing site
—

5 Phishing site proxies MFA
request screen

I ——————————————————————————————————
6 User inputs MFA response

—

9 Phishing site proxies user
traffic or redirects to different
site

Malicious proxy
server

gﬂl\
\Z/

e

ew of attacker-in-the-middle (AITM)

————— )
3 Phishing site proxies request
to Entra ID

G ————————
4 Entra ID prompts for MFA

/ Phishing site proxies MFA to
Entra ID

8 Entra ID returns tokens @

10 Threat actor has tokens
necessary to impersonate user

Entra ID




2 Administrator: PowerShell X -+ v

PS C:\dev\evilginx2> .\build\evilginx.exe ./phishlets ./redirectors

Attacker-in-the-middle (AiTM)
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AiTM attack disruption in Microsoft Defender XDR

mmm High @ Resolved 2 ul01@a.alpineskihouse.co IS el EEGERIENE N WAL ERC S WA Nl AlpineSkiHouse ~ SAPClient

e Attention! Attack disruption initiated multiple response actions. For more details, go to the Action center.

Attack story  Alerts (16)  Assets (5)  Investigations (0) Evidence and Response (20) Recommended actions (22)  Summary  Similar incidents (0)

[> Play attack story Unpin all Showall < Incident graph 3o Layout o Group similar nodes v >
;{' l&\
o @ Attack disruption
@ Mar102025228PM @ Resolved A -
Risky sign-in after clicking a a @ Automated response took place. X
possible AiTM phishing URL (=) Miepot 36 —
2 Cameron V PN o 3 Disruption incident summary and impact
. Mar 10. 2025 2:29 PM @ Resolved . @ Attacker leveraged 1 compromised accounts.
Activity from a Tor IP address oginicrs deme.antcin Microsoft 365
Q¢ y e _ Accounts
ameron camerenv
;? N @ i “\ Contained @)
vnevado-winTif ,' Moy
: \‘ o P 1
@ Mar102025229PM @ Resolved . N
Compromised user account in a H -
. Microsoft Exchange Onli . . . .
recognized attack pattern @ G:D/ : View actions in action center v
KR Cameron V 2R e e
containerapps.io
@ Mar10,2025231PM @ Resolved
Suspicious Outlook rules @
RECOMMENDATIONS
R Cameron V - camero::ﬁ;z;r;:oxlpine
2R Proposal for Colaborat Phishing Incident response playbook
. Mar 10. 2025 2:31 PM @ Resolved s View phishing investigation and response
BEC financial fraud recommended steps for this incident
=
R Cameron V Re: Follow up - Here is

PN @ et . Open phishing playbook

he101851181.purplecoast nestorw@mevado_alpines
-7d1700f6 pastus? azure kihouse.co
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Exfiltrate token from Entra ID-joined device

Malware, code execution,
- or memory dump

Primary Refresh Token

@ Refresh Token

@ Access Token
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> Play attack story

Mar 31, 2025 4:04 PM In progress "729962319893)

Suspicious sequence of exploration

activities o

= Q P NzA_L. : " "yeGCpMQGROIFaWitrumjZoy -

qWQy5ykF o

. Mar 31, 2025 4:04 PM © In progress
Possible theft of passwords and other
sensitive web browser information None None None

#* Nitro: ~ Badges: “¥* Billing:

| Q D i
' " 35 MFA: Email: ¥ Phone:

-~

False =

t.me/akiraundetector

# Infected WIN-""
192. 7 (United States)

Browser Data:

/> Passwords: ©
@ Cookies: 202

Bookmarks: 1

Source: Inside Akira Stealer: A full technical analysis of a modular stealer



https://www.glueckkanja.com/en/posts/2025-06-16-quiet-breach

J

Me

N
FEL
~ PROTECTION

A BN
N !- conf25
CHARLESTON

Mitigation by token binding (proof-of-possession)

1. Client presents public key and proof of possession to Entra

3. Entra returns Sender Constrained Access and Refresh Token :l 2. Entra binds client owned

cryptographic keys to token

Entra ID
Identity
Provider

4. Client generates

fresh proofs Client

B

5. Client presents fresh proof of possession

/. Resource access granted

6. Validate token
- for proof of possession

Resource
Provider
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Mitigation by token binding (proof-of-possession)

* Client o
Entra ID

| Identity
l 1. Exfiltrate token Provider

g Attacker

2. Attacker replays token and presents token without PoP ~ |CElB 3 \/jliqate token [X
4. Resource access blocked - for proof of possession

Resource
Provider
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... did you say cookies?




-] CAWINDOWS\system32\cmd. X + v

Microsoft Windows [Version 10.0.26100.4652]

(c) Microsoft Corporation. ALl rights reserved.

C:\Users\AdeleVance>dsregcmd /status

Session cookie replay

Using Cookie Bite PoC by Varonis

Device Name

DESKTOP—-1NS51H1

Deviceld : 7e27c2f6—-3f52-4d90-ac8c—-35ad1998dce7
Thumbprint : 1322844BF6D2509EFAF743CC9D8UBD70BEBALEOE
DeviceCertificateValidity : [ 2025-07-16 08:18:39.000 UTC —— 2035-07-16 08:48:39.000 UTC ]
KeyContainerId : 976b97a2-30a5-U4c85-89e3-209b8cOcbuf0
KeyProvider : Microsoft Platform Crypto Provider

TpmProtected : YES
DeviceAuthStatus : SUCCESS

TenantName : CU4A8 Ando

TenantId : 19e6ldac—-ecff-U27a-9UcO-dfU9ff2+2331
AuthCodeUrl : https://login.microsoftonline.com/19e6ldac—ecff-uU27a-9U4cO-dfU9ff2f2331/0auth2/authorize

16°C h
Teilw. sonnig

L

.
-
D

_e@06 @Y m

At

&

ENG
DE

L7 % 22/07

08:34
/2025




O - Administrator: C:\Windows\sy X + v & I|I|] clpen2.eastus2.clouda...

Microsoft Windows [Version 10.0.26100.4656]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Thomas>dsregcmd /status

Session cookie replay

Using Cookie Bite PoC by Varonis Attacker

Device Name clpen2-vm

NgcSet : NO
WorkplaceJdoined : NO
WamDefaultSet : NO

AzureAdPrt : NO
AzureAdPrtAuthority : NO
EnterprisePrt : NO
EnterprisePrtAuthority : NO

| IE Proxy Config for Current User |

LT <)

718 AM

DE

1/22/2025
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Sign-in logs from victim vs attacker

AppDisplayName
ClientAppUsed
BrowserDetalls
Location
DeviceTrustType
IsCompliant

IPAddress

UserAgent

OfficeHome OfficeHome

Browser Browser

Chrome 138.0.0 Chrome 138.0.0

DE US

Azure AD joined Azure AD joined

true true

Mozilla/5.0 (Windows NT 10.0; Win64; x64) Mozilla/5.0 (Windows NT 10.0; Win64; x64)
Grant Controls T Result Ty Grant Controls Ty Result Ty
Require multifactor authentication Success Require multifactor authentication Success

Require compliant device Success Require compliant device Success
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Token acquisition using refresh token

1. Request Access Token using Refresh Token

2. Evaluate Conditional

3. Return Access Token Access Policies

Entra ID
Identity
Provider
CAE-
capable

Client

4. Client presents access token

5. Resource Access Granted

Resource
Provider
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Revoke issued AT (Continuous Access Evaluation)

6. Request new AT by RT

CAE-
capable
Client

7. Conditional Access Failure ¢

Strong Authentication

No User Risk
Trusted Network

Entra ID
Identity
Provider

2. Change of :
condition and CAE :
supported trigger :
event :

1. Exfiltrate token

4. Revocation or location
change event (Shared signal
and events)

Attacker

3. Attacker replays token and present token g
5. Resource Access Blocked with 401+ claim challenge -

Resource
Provider
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365/Internet/Private channel

— Global Secure Access \

" (GSA)

Client with
GSA Client

\

Adaptive Access

with |IP Restoration

and signaling

network location details

Entra ID Identity
Provider

Apply CA before accessing GSA,
Universal CAE allows re-auth &
block further network access

Mitigation by compliant network (GSA) signal

Resource Provider/
Published Resource
via Private Network

Connector
Condition of

Compliant
Network
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Mitigation by compliant network (GSA) signal

@
M365/Internet/Private channel S
Client with Global Secure Access -
(GSA) Resource Provider/

GSA Client Published Resource
via Private Network
Connector

1. Exfiltrate token

2. Request AT by exfiltrated RT
3. CA Blocked, non-compliant network
Entra ID Identity
Provider
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Abusing privileges of
OAuth applications
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Change in user consent as part of Microsoft
Secure Future Initiative (SFl)

Users allowing third-party apps to access file and site content can
lead to overexposure of an organization’s content. Requiring admins
to consent to this access can help reduce overexposure. With this
change, Microsoft managed App Consent Policies will be enabled,

and users will be unable to consent to third party applications

Require admin accessing their files and sites by default. Instead, they can request
consent for third-  administrators to consent on their behalf. To configure admin consent,
party apps accessing follow instructions here: Configuring the Admin Consent workflow.
files and sites Customers who have already blocked user consent, turned on our

previously recommended consent settings, or applied custom user
consent settings will not be affected by this change.
Admins can also configure granular app access policies, such as

limiting user access to the application for specific users or groups.
Learn more here.
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Who has admin consent permissions?

Granting tenant-wide admin consent requires you to sign in as a user that is authorized to consent on behalf

of the organization.
To grant tenant-wide admin consent, you need:

e A Microsoft Entra user account with one of the following roles:

o Privileged Role Administrator, for granting consent for apps requesting any permission, for any API.

Cloud Application Administrator or Application Administrator,

requesting any permission|for any API, except Microsoft Graph app roles (application permissions).

O for granting consent for apps

o A custom directory role that includes the permission to grant permissions to applications, for the

permissions required by the application.



) =. Microsoft Advertising courses - T X -+

< © Notsecure | https;//clpen2.eastus2.cloudapp.azure.com A -

=l M iCI"OSOft Home About Us Contact Us

OAuth2 delegated permissions

Using 0365 Stealer Victim
vicrosoft Advertising Certification study guide

Get started with your Microsoft Advertising training by selecting a topic below. If you are
a premium channel partner, tool provider or strategic agency, you can access Bing PPC
courses for beginners and advanced practitioners in the Microsoft Advertising Learning
Lab.

Read More

v

ENG 08:56
» c
N~ R DE 7 % 23/07/2025




5% 365-Stealer Management X & New Tab R il clpen2.eastus2.clouda... — m) X = m] X

& | & © Notsecure hitps://localhost:8443/365-Stealer/yourVictims/?dir= ) 5 i} [a ®

365-STEALER Home JWT Decoder root @v

Using 0365 Stealer Attacker

=,
IES-STEALER

Turn On Auto Refresh 365-Stealer Configuration Run 365-Stealer Shutdown 365-Stealer

Index

Folders (1)

y _@Altered Security 365-Stealer

= ENG 6:59 AM
= ~ & R s
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Disruption of malicious OAuth app created by user

Compromised user account used to create a malicious OAuth application (attack ... @ Copilot . Manage incident (g, Tasks
mEE High @ Resolved 2 u2330@ash.alpineskihouse.co
@ Attention! Attack disruption initiated a disable app action on a rogue OAuth app. For more details go to the Action center. X

Attack story  Alerts (12)  Assets (4) Investigations (0) Evidence and Response (17) Summary  Similar incidents (0)

> Play attack story Unpin all Showall < Incident graph $a Layout Vv e Group similar nodes NV >
@ ~ug2220257:42AM @ Resolved —
Malicious OAuth application O o ) )
. . . , AN Activity Profile: OAuth apps used in BEC and
registration by a compromised user Microsoft Exchange Onli — ohishing
ne

K Abbi Montf... & M1cr0soft-Conf... &> R — 18 g
Impacted assets

. Aug 22, 2025 7:42 AM @ Resolved
Suspicious OAuth app registered
through Azure CLI or PowerShell

Q. Abbi Montfulleda £OR

View threat analytics report

pallil Threat Overview Profile: Cloud identity abuse

()

. Aug 22, 2025 7:42 AM @ Resolved

. i 29 impacted assets
Suspicious OAuth app registration @ 20.190.151.101
L Abbi Montfulleda u6584@ash.alpineski;ous - View threat analytics report
ﬁ 7“'&:\ e.co R N

. Aug 22, 2025 7:42 AM @ Resolved
Risky user updated an app that

accessed Email and performed Email ) ) a Incident details N
activity through Graph API ! " P! (ce)
Q  Abbi Montfulleda PN ! ‘\\ 2a0c:934[::a?|$0:51:0:0:0 Assigned to Incident ID
s A u2330@ash.alpinesk 18046
@ ug2220257:45AM @ Resolved ‘ ' 4
Suspicious inbox rule created by an ®) ‘ ©) ihouse.co
OAuth app 2001:67¢:289c¢::20

L Abbi Montfulleda PN M1cr0soft-ConfigApp 2 IPs Classification Categories
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Mitigation
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User
Mitigation

Stronger AD
password policy

Restrict use of
device code flow

Risk-based
Conditional Access
Policies

Restrict user
consent and enable
admin approval

Require device state
or compliance in CA
baseline

Banned password

Restrict access from
unmanaged devices

No location-based

Avoid delegation of
Application Admin

Require TPM for
Windows Hello and

passwordless
authentication

Apps in combination
with Edge MAM

condition in CA and
take benefit of
Universal CAE

In Exposure
Management

protection by Session Policy CA exclusions and Ownership Secure Enclave for
macOS
Implement compliant
. Track exposed token
Adoption of Defender for Cloud network checks as and session cookies Enable Defender

EDR capabilities

Require phishing-
resistant
authentication

Implement
authentication
context for sensitive
actions

Access to cloud
apps and on-
premises resources
by Global Secure
Access

Adopt detection and
hunting for unusual
activities in post-
authentication

Device compliance
In combination with
requiring low
machine risk score

User doesn’t know
their password
(SCRIL in AD)

Implement Token
Protection for
applicable cloud
applications

Enable strict
enforcement of CAE
for applicable
applications

Automated incident
response playbook
to revoke tokens for
compromised
identities

Windows Enroliment
attestation and
monitor browser

extension in
Defender TVM
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User
Mitigation

Foundational

Stronger AD
password policy

Banned password

Restrict use of
device code flow

Risk-based
Conditional Access
Policies

Restrict user
consent and enable
admin approval

Require device state
or compliance in CA
baseline

Restrict access from
unmanaged devices

No location-based

Avoid delegation of
Application Admin

Require TPM for
Windows Hello and
Secure Enclave for

protection . . CA exclusions .
by Session Policy and Ownership MacOS
Implement compliant
. Track exposed token
Adoption of Defender for Cloud network checks as and session cookies Enable Defender

passwordless
authentication

Apps in combination
with Edge MAM

condition in CA and
take benefit of
Universal CAE

In Exposure
Management

EDR capabilities

Require phishing-
resistant
authentication

Implement
authentication
context for sensitive
actions

Access to cloud
apps and on-
premises resources
by Global Secure
Access

Adopt detection and
hunting for unusual
activities in post-
authentication

Device compliance
In combination with
requiring low
machine risk score

User doesn’t know
their password
(SCRIL in AD)

Implement Token
Protection for
applicable cloud
applications

Enable strict
enforcement of CAE
for applicable
applications

Automated incident
response playbook
to revoke tokens for
compromised
identities

Windows Enrollment
attestation and
monitor browser

extension in

Defender TVM
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User
Mitigation

Intermediate

Authentication
methods and
credentials

Stronger AD
password policy

Banned password
protection

Adoption of
passwordless
authentication

Advanced policies to
protect sensitive
access

Restrict use of
device code flow

Restrict access from
unmanaged devices
by Session Policy

Zero Trust signals

Risk-based
Conditional Access
Policies

ITDR and identity
security posture

Restrict user
consent and enable
admin approval

Avoid delegation of
Application Admin
and Ownership

Device compliance
and endpoint
security

Require device state
or compliance in CA
baseline

Require TPM for
Windows Hello and

Secure Enclave for
macOS

Enable Defender
EDR capabilities

Device compliance
In combination with
requiring low
machine risk score



14 ;E d} HYBRID
L n IDENTITY

PROTECTION

. =i n conf25
CHARLESTON

User
Mitigation

Mature

Authentication
methods and
credentials

Stronger AD
password policy

Banned password
protection

Adoption of
passwordless
authentication

Require phishing-
resistant
authentication

Advanced policies to
protect sensitive
access

Restrict use of
device code flow

Restrict access from
unmanaged devices
by Session Policy

Defender for Cloud
Apps in combination
with Edge MAM

Implement
authentication
context for sensitive
actions

Zero Trust signals

Risk-based
Conditional Access
Policies

No location-based
CA exclusions

Implement compliant
network checks as
condition in CA and

take benefit of
Universal CAE

ITDR and identity
security posture

Restrict user
consent and enable
admin approval

Avoid delegation of
Application Admin
and Ownership

Track exposed token
and session cookies
iIn Exposure
Management

Device compliance
and endpoint
security

Require device state
or compliance in CA
baseline

Require TPM for
Windows Hello and

Secure Enclave for
macOS

Enable Defender
EDR capabilities

Device compliance
In combination with
requiring low
machine risk score
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User
Mitigation

Progressive

Authentication
methods and
credentials

Stronger AD
password policy

Banned password
protection

Adoption of
passwordless
authentication

Require phishing-
resistant
authentication

User doesn’t know
their password
(SCRIL in AD)

Advanced policies to
protect sensitive
access

Restrict use of
device code flow

Restrict access from
unmanaged devices
by Session Policy

Defender for Cloud
Apps in combination
with Edge MAM

Implement
authentication
context for sensitive
actions

Implement Token
Protection for
applicable cloud
applications

Zero Trust signals

Risk-based
Conditional Access
Policies

No location-based
CA exclusions

Implement compliant
network checks as
condition in CA and

take benefit of
Universal CAE

Access to cloud
apps and on-
premises resources
by Global Secure
Access

Enable strict
enforcement of CAE
for applicable
applications

ITDR and identity
security posture

Restrict user
consent and enable
admin approval

Avoid delegation of
Application Admin
and Ownership

Track exposed token
and session cookies
In Exposure
Management

Adopt detection and
hunting for unusual
activities in post-
authentication

Automated incident
response playbook
to revoke tokens for
compromised
identities

Device compliance
and endpoint
security

Require device state
or compliance in CA
baseline

Require TPM for
Windows Hello and
Secure Enclave for

macOS

Enable Defender
EDR capabilities

Device compliance
In combination with
requiring low
machine risk score

Windows Enroliment
attestation and
monitor browser

extension in
Defender TVM



|
HYBRID
@ o~ - A IDENTITY

N PROTECTION
N e conf25
CHARLESTON

Questions?
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