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Identity is (still) under attack…

600 million

identity attacks 

per day…

Microsoft Entra data,

Microsoft Digital Defense Report 

2024

99%

are password 

attacks. 

Microsoft Entra data,

Microsoft Digital Defense Report 

2024

111%

increase in token 

replay attacks.

Microsoft Entra data, How to 

break the token theft cyber attack 

chain, 2024 

146%

rise in AiTM 

phishing attacks.

Microsoft Entra data,

Microsoft Digital Defense Report 

2024

https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftechcommunity.microsoft.com%2Ft5%2Fmicrosoft-entra-blog%2Fhow-to-break-the-token-theft-cyber-attack-chain%2Fba-p%2F4062700&data=05%7C02%7Cnichole.peterson%40microsoft.com%7C26304618c9a04da3b50108dcc3d0e3db%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638600549143332743%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=VTGCEPf0I3eAKWBew1CppISL28NlHyeWeOMJSvQoJZw%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftechcommunity.microsoft.com%2Ft5%2Fmicrosoft-entra-blog%2Fhow-to-break-the-token-theft-cyber-attack-chain%2Fba-p%2F4062700&data=05%7C02%7Cnichole.peterson%40microsoft.com%7C26304618c9a04da3b50108dcc3d0e3db%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638600549143332743%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=VTGCEPf0I3eAKWBew1CppISL28NlHyeWeOMJSvQoJZw%3D&reserved=0
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• Password-based attacks

• Token theft & replay

• Abusing privileges of OAuth2 applications 

• Mitigation

Agenda 



Password-based
attacks



Overview of password spray attacks

Entra ID

HIPConf2025!

HIPConf2025!

T@ylorSw1ft4EVR

My passphrase is my password.

Guid0Gr1ll3nm3!eR

C00k!eM0nst3r



Password spray attack



• Exclusion for (trusted) locations

• Service accounts and service principals

• SaaS applications

•Local user accounts

•Multiple identity providers

Always MFA? Find your single factor auth…



Are password spray attacks still a risk?

Source: HackerNews, Image Source: Proofpoint

https://thehackernews.com/2025/06/over-80000-microsoft-entra-id-accounts.html


Password spray in Entra ID Protection



Token theft & replay



Overview of attacker-in-the-middle (AiTM)

1 User opens malicious email 

with link to phishing site

2 User enters password into 

phishing site

3 Phishing site proxies request 

to Entra ID

4 Entra ID prompts for MFA5 Phishing site proxies MFA 

request screen

6 User inputs MFA response 7 Phishing site proxies MFA to 

Entra ID 

8 Entra ID returns tokens9 Phishing site proxies user 

traffic or redirects to different 

site

Malicious proxy 

server

10 Threat actor has tokens 

necessary to impersonate user

Entra ID



Attacker-in-the-middle (AiTM)



AiTM attack disruption in Microsoft Defender XDR



Exfiltrate token from Entra ID-joined device

Primary Refresh Token

Refresh Token

Access Token

Malware, code execution,

or memory dump



Real world story: Akira Stealer

Source: Inside Akira Stealer: A full technical analysis of a modular stealer

https://www.glueckkanja.com/en/posts/2025-06-16-quiet-breach


Mitigation by token binding (proof-of-possession) 

1. Client presents public key and proof of possession to Entra

Client

Resource 

Provider

2. Entra binds client owned 

cryptographic keys to token
3. Entra returns Sender Constrained Access and Refresh Token

5. Client presents fresh proof of possession
6. Validate token

for proof of possession7. Resource access granted

4. Client generates

fresh proofs

Entra ID 

Identity 

Provider



Mitigation by token binding (proof-of-possession) 

Attacker

1. Exfiltrate token

2. Attacker replays token and presents token without PoP 3. Validate token

for proof of possession
4. Resource access blocked

Client

Entra ID 

Identity 

Provider

Resource 

Provider



... did you say cookies?



VictimUsing Cookie Bite PoC by Varonis

Session cookie replay



AttackerUsing Cookie Bite PoC by Varonis

Session cookie replay



Sign-in logs from victim vs attacker



Token acquisition using refresh token
1. Request Access Token using Refresh Token

CAE-

capable

Client

Resource 

Provider

Entra ID 

Identity 

Provider

2. Evaluate Conditional 

Access Policies
3. Return Access Token

4. Client presents access token

5. Resource Access Granted



Revoke issued AT (Continuous Access Evaluation)

CAE-

capable

Client

1. Exfiltrate token

3. Attacker replays token and present token

5. Resource Access Blocked with 401+ claim challenge

2. Change of

condition and CAE

supported trigger 

event

Trusted Network

No User Risk

Strong Authentication

4. Revocation or location 

change event (Shared signal 

and events)

6. Request new AT by RT

7. Conditional Access Failure

Entra ID 

Identity 

Provider

Attacker

Resource 

Provider



Mitigation by compliant network (GSA) signal

Global Secure Access

(GSA)

Client with

GSA Client

M365/Internet/Private channel

Adaptive Access 

with IP Restoration

and signaling

network location details

Apply CA before accessing GSA,

Universal CAE allows re-auth & 

block further network access

Condition of 

Compliant 

Network

Entra ID Identity 

Provider

Resource Provider/

Published Resource 

via Private Network 

Connector



Mitigation by compliant network (GSA) signal

Entra ID Identity 

Provider

Global Secure Access

(GSA)

M365/Internet/Private channel

2. Request AT by exfiltrated RT

1. Exfiltrate token

3. CA Blocked, non-compliant network

Resource Provider/

Published Resource 

via Private Network 

Connector

Client with

GSA Client



Abusing privileges of 
OAuth applications 



Change in user consent as part of Microsoft 
Secure Future Initiative (SFI) 



Who has admin consent permissions?



VictimUsing O365 Stealer

OAuth2 delegated permissions



AttackerUsing O365 Stealer

OAuth2 delegated permissions



Disruption of malicious OAuth app created by user



Mitigation



Authentication 
methods and 
credentials

Advanced policies to 
protect sensitive 

access
Zero Trust signals

ITDR and identity 
security posture

Device compliance 
and endpoint 

security

Stronger AD 
password policy

Restrict use of 
device code flow

Risk-based 
Conditional Access 

Policies

Restrict user 
consent and enable 

admin approval

Require device state 
or compliance in CA 

baseline

Banned password 
protection

Restrict access from 
unmanaged devices 

by Session Policy

No location-based 
CA exclusions

Avoid delegation of 
Application Admin 

and Ownership

Require TPM for 
Windows Hello and 
Secure Enclave for 

macOS

Adoption of 
passwordless 
authentication

Defender for Cloud 
Apps in combination 

with Edge MAM

Implement compliant 
network checks as 
condition in CA and 

take benefit of 
Universal CAE

Track exposed token 
and session cookies 

in Exposure 
Management

Enable Defender 
EDR capabilities

Require phishing-
resistant 

authentication

Implement 
authentication 

context for sensitive 
actions

Access to cloud 
apps and on-

premises resources 
by Global Secure 

Access

Adopt detection and 
hunting for unusual 
activities in post-

authentication

Device compliance 
in combination with 

requiring low 
machine risk score

User doesn’t know 
their password 
(SCRIL in AD)

Implement Token 
Protection for 

applicable cloud 
applications

Enable strict 
enforcement of CAE 

for applicable 
applications

Automated incident 
response playbook 
to revoke tokens for 

compromised 
identities

Windows Enrollment 
attestation and 

monitor browser 
extension in 

Defender TVM 

User

Mitigation



Authentication 
methods and 
credentials

Advanced policies to 
protect sensitive 

access
Zero Trust signals

ITDR and identity 
security posture

Device compliance 
and endpoint 

security

Stronger AD 
password policy

Restrict use of 
device code flow

Risk-based 
Conditional Access 

Policies

Restrict user 
consent and enable 

admin approval

Require device state 
or compliance in CA 

baseline

Banned password 
protection

Restrict access from 
unmanaged devices 

by Session Policy

No location-based 
CA exclusions

Avoid delegation of 
Application Admin 

and Ownership

Require TPM for 
Windows Hello and 
Secure Enclave for 

macOS

Adoption of 
passwordless 
authentication

Defender for Cloud 
Apps in combination 

with Edge MAM

Implement compliant 
network checks as 
condition in CA and 

take benefit of 
Universal CAE

Track exposed token 
and session cookies 

in Exposure 
Management

Enable Defender 
EDR capabilities

Require phishing-
resistant 

authentication

Implement 
authentication 

context for sensitive 
actions

Access to cloud 
apps and on-

premises resources 
by Global Secure 

Access

Adopt detection and 
hunting for unusual 
activities in post-

authentication

Device compliance 
in combination with 

requiring low 
machine risk score

User doesn’t know 
their password 
(SCRIL in AD)

Implement Token 
Protection for 

applicable cloud 
applications

Enable strict 
enforcement of CAE 

for applicable 
applications

Automated incident 
response playbook 
to revoke tokens for 

compromised 
identities

Windows Enrollment 
attestation and 

monitor browser 
extension in 

Defender TVM 

User

Mitigation

Foundational

Stronger AD 
password policy

Restrict use of 
device code flow

Restrict user 
consent and enable 

admin approval

Require device state 
or compliance in CA 

baseline

Banned password 
protection



Authentication 
methods and 
credentials

Advanced policies to 
protect sensitive 

access
Zero Trust signals

ITDR and identity 
security posture

Device compliance 
and endpoint 

security

Stronger AD 
password policy

Restrict use of 
device code flow

Risk-based 
Conditional Access 

Policies

Restrict user 
consent and enable 

admin approval

Require device state 
or compliance in CA 

baseline

Banned password 
protection

Restrict access from 
unmanaged devices 

by Session Policy

No location-based 
CA exclusions

Avoid delegation of 
Application Admin 

and Ownership

Require TPM for 
Windows Hello and 
Secure Enclave for 

macOS

Adoption of 
Passwordless 
Authentication

Defender for Cloud 
Apps in combination 

with Edge MAM

Implement compliant 
network checks as 
condition in CA and 

take benefit of 
Universal CAE

Track exposed token 
and session cookies 

in Exposure 
Management

Enable Defender 
EDR capabilities

Require phishing-
resistant 

authentication

Implement 
authentication 

context for sensitive 
actions

Access to cloud 
apps and on-

premises resources 
by Global Secure 

Access

Adopt detection and 
hunting for unusual 
activities in post-

authentication

Device compliance 
in combination with 

requiring low 
machine risk score

User doesn’t know 
their password 
(SCRIL in AD)

Implement Token 
Protection for 

applicable cloud 
applications

Enable strict 
enforcement of CAE 

for applicable 
applications

Automated incident 
response playbook 
to revoke tokens for 

compromised 
identities

Windows Enrollment 
attestation and 

monitor browser 
extension in 

Defender TVM 

User

Mitigation

Intermediate

Risk-based 
Conditional Access 

Policies

Restrict access from 
unmanaged devices 

by Session Policy

Avoid delegation of 
Application Admin 

and Ownership

Require TPM for 
Windows Hello and 
Secure Enclave for 

macOS

Adoption of 
passwordless 
authentication

Enable Defender 
EDR capabilities

Device compliance 
in combination with 

requiring low 
machine risk score



Authentication 
methods and 
credentials

Advanced policies to 
protect sensitive 

access
Zero Trust signals

ITDR and identity 
security posture

Device compliance 
and endpoint 

security

Stronger AD 
password policy

Restrict use of 
device code flow

Risk-based 
Conditional Access 

Policies

Restrict user 
consent and enable 

admin approval

Require device state 
or compliance in CA 

baseline

Banned password 
protection

Restrict access from 
unmanaged devices 

by Session Policy

No Location-based 
CA Exclusions

Avoid delegation of 
Application Admin 

and Ownership

Require TPM for 
Windows Hello and 
Secure Enclave for 

macOS

Adoption of 
passwordless 
authentication

Defender for Cloud 
Apps in combination 

with Edge MAM

Implement compliant 
network checks as 
condition in CA and 

take benefit of 
Universal CAE

Track exposed token 
and session cookies 

in Exposure 
Management

Enable Defender 
EDR capabilities

Require Phishing-
resistant 

Authentication

Implement 
authentication 

context for sensitive 
actions

Access to cloud 
apps and on-

premises resources 
by Global Secure 

Access

Adopt detection and 
hunting for unusual 
activities in post-

authentication

Device compliance 
in combination with 

requiring low 
machine risk score

User doesn’t know 
their password 
(SCRIL in AD)

Implement Token 
Protection for 

applicable cloud 
applications

Enable strict 
enforcement of CAE 

for applicable 
applications

Automated incident 
response playbook 
to revoke tokens for 

compromised 
identities

Windows Enrollment 
attestation and 

monitor browser 
extension in 

Defender TVM 

User

Mitigation

Mature

No location-based 
CA exclusions

Defender for Cloud 
Apps in combination 

with Edge MAM

Implement compliant 
network checks as 
condition in CA and 

take benefit of 
Universal CAE

Track exposed token 
and session cookies 

in Exposure 
Management

Require phishing-
resistant 

authentication

Implement 
authentication 

context for sensitive 
actions



Authentication 
methods and 
credentials

Advanced policies to 
protect sensitive 

access
Zero Trust signals

ITDR and identity 
security posture

Device compliance 
and endpoint 

security

Stronger AD 
password policy

Restrict use of 
device code flow

Risk-based 
Conditional Access 

Policies

Restrict user 
consent and enable 

admin approval

Require device state 
or compliance in CA 

baseline

Banned password 
protection

Restrict access from 
unmanaged devices 

by Session Policy

No location-based 
CA exclusions

Avoid delegation of 
Application Admin 

and Ownership

Require TPM for 
Windows Hello and 
Secure Enclave for 

macOS

Adoption of 
passwordless 
authentication

Defender for Cloud 
Apps in combination 

with Edge MAM

Implement compliant 
network checks as 
condition in CA and 

take benefit of 
Universal CAE

Track exposed token 
and session cookies 

in Exposure 
Management

Enable Defender 
EDR capabilities

Require phishing-
resistant 

authentication

Implement 
authentication 

context for sensitive 
actions

Access to Cloud 
Apps and On-

Premises Resources 
by Global Secure 

Access

Adopt detection and 
hunting for unusual 
activities in post-

authentication

Device compliance 
in combination with 

requiring low 
machine risk score

User doesn’t know 
their password 
(SCRIL in AD)

Implement Token 
Protection for 

applicable cloud 
applications

Enable strictly 
enforcement of CAE 

for applicable 
applications

Automated incident 
response playbook 
to revoke tokens for 

compromised 
identities

Windows Enrollment 
attestation and 

monitor browser 
extension in 

Defender TVM 

User

Mitigation

Progressive

Access to cloud 
apps and on-

premises resources 
by Global Secure 

Access

Adopt detection and 
hunting for unusual 
activities in post-

authentication

User doesn’t know 
their password 
(SCRIL in AD)

Implement Token 
Protection for 

applicable cloud 
applications

Enable strict 
enforcement of CAE 

for applicable 
applications

Automated incident 
response playbook 
to revoke tokens for 

compromised 
identities

Windows Enrollment 
attestation and 

monitor browser 
extension in 

Defender TVM 



Questions?
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