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Identities are the 

new security 

perimeter 



The challenge of securing access 

continues to intensify
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Passwords attacks 
per second
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Increased advanced 
attacks

Over 300B identities across humans and machines

Speed Scale Sophistication

1 Microsoft Digital Defense Report 2023, 2024​
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Attacker paths 

surveying potential attack paths
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Modern identity security requires a partnership
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Foundational IAM and Modern Auth
Empowering AI for Security

Real-time adaptive access 
fueled by insights
Enhanced threat intelligence and response 
actions between identity and SOC teams

The future of protection
Extending protection to non-human 
identities, AI agents, and workloads 

Identity 
admins



Modern authentication starts with Microsoft Entra ID,  
the first layer to any identity security practice

Microsoft Entra ID supports a broad range of multifactor authentication 
options and external auth methods
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Unify conditional access policies across your identity fabric

Build on threat-informed workflows in SIEM and XDR
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• Problem
Admins struggle to identify security gaps 
because of the scale and complexity of their 
organization and resulting Conditional 
Access policy set

• How the CA Agent helps
The CA optimization agent will automatically 
identify new objects (users/apps/devices) 
creation; analyze CA policies to identify gaps 
where new objects are not protected by CA

• How the Agent increases efficiency
The CA optimization agent will recommend 
next steps to close gaps; provide a one-click 
action to apply the recommendation in 
report-only mode

Conditional Access Policy optimization agent



Extending Security Copilot to make remediating users 

faster 

RBCA
Sign-in risk User risk



Zero Trust policy engine for agentic AI
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SOC 
teams 

Comprehensive coverage
Dedicated sensors and connectors provide 
protection across your unique identity fabric 

Enriched visibility 
Correlating identities and relevant 
data for greater visibility and insights

Security context
Identity posture, alerts and response 
actions in the context of SOC operations 



Comprehensive coverage

Dedicated sensors and connectors extend protections across 

your unique identity fabric
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Identity-centric security
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Enriched visibility into your unique identity 

fabric
Any identity: Enriched with:
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• Identity-specific posture 
recommendations (ISPM) 
consistently surfaced across 
experiences

• Dedicated identity posture initiative 
groups ISPM’s for more focused 
inspection

• Cross-domain attack path mapping 
highlights potential vulnerabilities 
and lateral movement paths

Holistic posture



Incident-level visibility

• Identity alerts are automatically 
correlated with data from across 
security domains to help the SOC 
easily understand how the attacker 
went from compromise to target 

• Cross-domain threat hunting 
experience allows users to 
seamlessly query security data for 
deeper analysis into an attack or to 
spot underlying threats

• AI-powered insights and 
recommendations accelerate 
investigation and remediation



Automatic attack disruption
Built-in self-defense to automatically shutdown cyberattacks

• Respond to identity threats directly 
from the SOC experience. Disable a 
user, mark a user as compromised or 
even rotate a password in a PAM 
solution.

• Automatic attack disruption stops 
advanced multi-stage, multi-domain 
attacks by identifying the 
compromised assets and containing 
them in near real-time





 Questions?
Thank you!
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