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Jared Ross
Principal Product Architect, Entra |ID, Microsoft

Jared Ross is a Product Architect at Microsoft
focused on Identity Security and ITDR —
enabling the evolution of the identity enabled
SOC. Jared enjoys engaging deeply with
customers and partners to build products that
bridge technical and organizational divides.
He previously led product areas across Azure
from the early days of cloud. He lives in
Seattle area and enjoys great sushi and his
dog, Owen.
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Sharon Chahal

Principal Product Manager, Entra |D

Sharon Chahal is a Principal Product Manager at
Microsoft, in the MS Security Customer Experience
Engineering team supporting Microsoft Entra. With over 25
years in the tech industry, she brings deep expertise in
helping organizations design and architect secure identity
solutions. Her passion for identity, security, and customer
success drives her collaborative approach to problem-
solving and innovation. Sharon brings deep expertise
across |IAM, Zero Trust, GenAl, and cybersecurity.
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Identities are the
new security
perimeter




5ME en ... The challenge of securing access
FEPE=" conr2s : : :
GHARLESTON continues to intensify
Median time for an attacker to Passwords attacks Increased advanced
access private data from phishing per second attacks

1h12mins’ 60 seconds?

. +111%

2023 2024 2023 2024 increase in token theft in
just one year

T

Over 300B identities across humans and machines

1 Microsoft Digital Defense Report 2023, 2024
2 Verizon Data Breach Investigations report, 2024
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Woodgrove
User Group

. Storage_account
Phishing mail Fileshared

Woodgrove_PC1 groveuserl

subscriptionlD

Woodgrove_

MobileT
P Blob storage

account?2

Email & collaboration Endpoints Identities Workloads




(]
am ZIBS . Doy

CHARLESTON

Modern identity security requires a partnership

@,
admins -(p <O teams
e Different workflows

%

< )
Different tools e
Identity @, -
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Foundational IAM and Modern Auth

Empowering Al for Security

Real-time adaptive access

lde ntity fueled by insights

" Enhanced threat intelligence and response
a d Mmins actions between identity and SOC teams

The future of protection

Extending protection to non-human
identities, Al agents, and workloads
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Poor:
Password only

123456

admin

quertyuiop

P@ssword2024!

5%gHy*73xWcd#jQz89
cnpGo!17

25e o5 ..  Modern authentication starts with Microsoft Entra ID,

the first layer to any identity security practice

Fair: Better:

Best:

Password and... Password and... Phishing-resistant

Microsoft Authenticator
() ) sSMs o
push notifications
Voice Software Tokens OTP

Hardware Tokens OTP

9 ©0©

Better:

Passwordless

) (m)

Microsoft Authenticator
phone sign-in

Microsoft Entra ID supports a broad range of multifactor authentication
options and external auth methods

Windows Hello
for Business

FIDO2 security key

Certificate-based
authentication

(multifactor)

Passkey in
Microsoft Authenticator

(device-bound)

Platform credential
for macOS
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CHARLESTON Anywhere
Machine
learning
Verify every
access attempt
Identities Cloud
Allow access
: Zero Trust . Applications
<5< ,b policy enforcement ‘ Require MFA
Network Real-time 8
Ugl'if(':?:ls evaluation Limit access
P engine
-J . Data
E M'C."?SOft Entra Password reset
Conditional Access
Endpoints

Monitor access

Applications Effective
policy

Build on threat-informed workflows in SIEM and XDR

Restrict access
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Problem Microsoft Entra admin center Sources, senvi 0 & @ R ggeltowoodgovens @
Admins struggle to identify security gaps " Sacurty Copliotagents.
because of the scale and complexity of their B o o ot o oty el ot e ety
organization and resulting Conditional  [———
Access policy set & o
How the CA Agent helps A gt
The CA optimization agent will automatically N —
identify new objects (users/apps/devices) , More agents coming soon
creation; analyze CA policies to identify gaps = v .
where new objects are not protected by CA : —'
How the Agent increases efficiency i i bk o ety Gkt st s A ol i ks
The CA optimization agent will recommend
next steps to close gaps; provide a one-click
action to apply the recommendation in
report-only mode - !




T Extending Security Copilot to make remediating users
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Microsoft Entra admin center 0 Search resources, services, and docs (G+/) alkh68@woodgrove.ms
WOODGROVE (WOODGROVE MS)
y ‘ i Home » Connectors and sensors > Identity Protection | Dashboard > Security | Risky users >
‘.\J ' Home
: w Identity Protection | Dashboard - X
& Agents
|)-'3 Search | ‘ =
J Favoritas P [> Play tour — Export dashboard @@ Share
& Dashboard
Number of attacks blocked Mumber of users protected
& EntralD N @ Risk policy impact analysis
& Tutorials 2,933 rasti2months ¥ Down 86% in the last 30 days 295 cat1zmonths ¥ Down 50% in the last 30 days
[ ] . . - . .
My K e et 25 im0 hies i ki MNumber of attacks blocked by ID Protection. Number of users in this tenant whose risk state is "Remediated” or
“Dismissed”.
I @  Dashboard Protect
120 B3
[ Risk-based Conditional Access O Conditional Access EEL
) 4 &1 44
aa Userrisk policy
S8  Risky users
Sign-in risk paolicy 0 o
<8 Risky workload identities I 2 ek 07/24 09724 11724 01725 03/25 05/25 07/25 07/24 09/24 11724 01/25 03/28 05/25 07/25
@ Multifactor authentication ) '
registration policy
DG N View attacks View users protected
: Report
Risky users
R B CA B Verified ID hd ) ) N Mean time to remediate high risk users Mumber of high risk users
Risky waorkload identities
[ J [ J [ J [ ] s 3 Ri ign-i
I n I n rI S k U S e r rI S k B Permissions Management =i Risky sign-ins 27,690 hours eastimomn Mo change in the last 30 days D1 rastitmonths ¥ Down 50% in the last 30 days
|
S A\ Risk detections
g Average time for the high risk users’ risk state to change from “At risk” to Number of risky users with risk level “High".
@ Global Secure Access ~ ] “Remediated”.
Settings
28k ) 4
() Dashboard BN Users at risk detected alerts
£ 14k 2
%) Applications o~ 1 weekly digest | V\_
Settings ) )
Quick Access 0 v
07/24 09724 124 01725 03/25 05/25 07/25 07/24 09/24 1724 01/25 03/25 05/25 07/25
o Troubleshooting + Support
Application discovery
New support reguest View remediated users View high risk users
Enterprise applications
Insights & Analytics
° - n Recommendations
)
& Connect e
- 1 top recommendations based on your risk exposure
> Traffic forwarding
—
@ Client download ID Protection detected at least 20 users with leaked credentials in your tenant.
v
O Request a secure password reset on these users and enable password strength policies.
L4
v

Request secure password reset



.. Zero Trust policy engine for agentic Al
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LESTON Anywhere
Machine
learning

Verify every
access attempt

Identities g5€SSMme
('\s\‘a ntalyo, Allow access
o\)‘) Q(/l
& %, L
é} Zero Trust 5. Applications
(5< >2> X policy enforcement ’% ‘ Require MFA
Network Real-time 8
- -ti
Ugllifclz?gs N evaluation Limit access
P engine
—
J . . Data
= 5 Microsoft Entra Password reset
Conditional Access
Endpoi
points );5"
Qo . :
lnte”igence and Monitor access
Restrict access
Applications Effective

policy

Build on threat-informed workflows in SIEM and XDR
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Comprehensive coverage

Dedicated sensors and connectors provide
protection across your unique identity fabric

Enriched visibility

Correlating identities and relevant
data for greater visibility and insights

Security context

ldentity posture, alerts and response
actions in the context of SOC operations



X" .- ... Comprehensive coverage
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& B &=" coni2s Dedicated sensors and connectors extend protections across
your unique identity fabric

CHARLESTON

identity ! -+ @
| O
° ‘ "
§ o o ~ . .
Any ’ - -
environment Active Microsoft Okta Saa$
Directory Entra identities o O o
N
Any = e\ ‘
Domain ADFS ADCS Entra Apps and PAM

component Controller Connect accounts
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John

IT administrator

Department

Enterprise IT and security

Location
New York, USA

ldentity-centric security

<

john@acme.com

@

Microsoft 365

>

john@acme.com

O

John Doe
(Identity)

o

Microsoft 365

s

john_admin@acme.com

Misconfigured

N
(7]
o
&
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A
m

Salesfo
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0O
@

@

O
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=
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GA MFA

john@acme.com

0

=
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°

o
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op

salesforce
N f
V4

Salesforce

adminl_@acme.com

& 5SSO Bypass

W
a1
AR

'«d

Admin_snf@acme.com




EMEen. visibility into your unique identity

Y prOTECTION

—
A &
o~ !- conf25

CHARLESTON fa b ri c

Any identity: i : .
o
®
¢ o ([ (g
Other identity systems
Privileged Identity e ' eg& o
access governance . -\ Apps-and
management administration o accounts o
®Roles and
o
: groups o

HR systems g

Organizational 4

Workday | Success Factors | context

APl Management r D- l

® Devices |
Line of business applications P X
Non-human . a 4
SAP | ECC | Oracle Database ) %
o
@ Sersitive
¢ 9 data
: o - -
Enterprise Saa$S apps Settings .
~. ® = o
Non-human

AR
>

identities
(] O

N

~
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| ® Home Home

|dentity-specific posture —
recommendations (ISPM) o

Initiatives 1 incident requires your action In the last 30 days, Defender Experts resolved 99% of your incidents.

consistently surfaced across

Incident name Severity Impacted assets Pending actions
Vulnerability management v 242 3 24 1 9 1 03 5 1 3 84

[ ]
ef0b1804-ac3c-403a-924a-3d1defe282fe_alert EEE Medium 14
Attack surface N

Map

o Defender Experts Was this helpful? & &2

Attack paths

Dedicated identity posture initiative e

Secure score

g r O u p S I S P M ! S f O r m O r e f O C u S e d Data connectors 0 Guidedtour ~¥ % What'snew? % Community — Add cards
° . @ Investigation & response v
inspection

&) Threat intelligence v
SOC optimization Microsoft Sentinel automation Microsoft Sentinel data connectors ITDR Deployment Health

) [ ]
C I’OSS-d omain attack path ma ppl ng o ) N 14 automation rules 2 data connectors T M R S

Your optimization data S Y,
Microsoft Sentinel v i
h ° h | ° h t t t ° I | |: ° | ° t ° (‘Io ed ir Time saved formed 1|I0d to fetch Inhealthy connectors Defender for Identity Deployment
I g I g S p O e n I a V u n e ra I I I e S Optimization status I N/A | 0 | 1/2 Sensors deployment on domain controllers 1/1
Identities v
: ; - Actions performed (0)
d I t | I r l r Y ‘ t t h Active In progress Completed Ti by type (144K) g e
a n a e ra Ove e n p a S Eo‘ Endpoints v 2 5 0 1 40 B Severity (0) [ Status (0) Wl Comments (0) [l Owner (0) I | S
P g File jURL g Domain g Email B ov B vedum [ High  1more
Dismissed (13K) (97K) (2.2K) (32K) (186)
1 Email & collaboration v 0 Gaiisa
Data received
I Defender for Identity
&  Cloud apps N e I —

I Entra ID Protection
© Cloud infrastructure i | Entra Workload Conditional Access Y
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Incident-level visibility

Microsoft Defender

Identity alerts are automatically — -

M | & Home H
correlated with data from across : ome
. . & B N r Experts as this helpful? & §
security domains to help the SOC o D e i
ea Si |y u n d e rsta n d h OW th e attac ke r 1 incident requires your action In the last 30 days, Defender Experts resolved 99% of your incidents.
S e s - Incidents investigated Resolved Resolved directly Resolved with your help
. 2423 2419 1035 1384
We nt fro m Co m p ro m I Se to ta rg et e - i ef0b1804-ac3c-403a-924a-3d1defe282fe_alert mmE Medium 1 >

@ Microsoft Sentinel v

Cross-domain threat hunting e . —
experience allows users to : P S P
seamlessly query security data for .

& Cloud apps v

I I L4 ® t tt k t SOC optimization Microsoft Sentinel automation Microsoft Sentinel data connectors ITDR Deployment Health
eeper ana ySIS In O an a aC Or O © Cloud infrastructure v
. Protect your Identities and Identity Infrastructure with
° Your Optimization data 14 aUtomatlon ru'es 2 data conneCtors Microsoft Defender for Identity an,a Entra ID Protection.
24 s D 2 ars ©
spot underlying threats £ -
Closed incidents Time saved Actions performed Failed to fetch Unhealthy connectors Defender for Identlty Deployment
Z. SOC optimization Optimization status 0 | N/A | 0 X | 1 /2 Sensors deployment on domain controllers 1/1
)
e ° k2 Reports , ' ) Actions performed (0)
- owe re I n S I S a n Active | In progress Completed B R — Tl by type (144K) Health alerts
|
% Learning hub 25 0 140 B Severity (0) W Status (0) [l Comments © I Owner (0) Y (S B 0
. g P 1 File 1 Domain i URL 7 Email B Low B Medium M High 1 more
recommendations accelerate i 0 o
0 License
® Mor

I Defender for Identity

investigation and remediation e — || [P e

| Entra Workload Conditional Access Y

£33
b
o
3
<



HYBRID

=5 Automatic attack disruption

Built-in self-defense to automatically shutdown cyberattacks

I m Home l%me

Respond to identity threats directly e [ ...

)  Investigation & response v

fro m th e SOC expe rie nce. D i Sa b | e a 1 incident requires your action In the last 30 days, Defender Experts resolved 99% of your incidents.

# Threat intelligence v ) ) . s
Incidents investigated Resolved Resolved directly Resolved with your help

user, mark a user as compromised or o ne : 2423 2419|1035 1384
even rotate a password in a PAM O Mooohioiod  ~
solution. Jin :

Automatic attack disruption stops o emtnctorsin

& Cloud apps v

° ° °
a d Va n C e d I I l u | t I — St a g e I I I u | t I — d O l I l a I n SOC optimization Microsoft Sentinel automation Microsoft Sentinel data connectors ITDR Deployment Health
I

© Cloud infrastructure v
[ J [ ] [ ] . Protect your Identities and |dentity Infrastructure with
T 14 automation rules 2 data connectors it sl E
a tta C kS by I d e n t I fy I n g t h e o c Your optlmlzat|°n data Last 24 hours © Last 24 hours © MRy T XS B0 Yot
Cases O 0
° ° ° . Closed incidents Time saved Actions performed Failed to fetch Unhealthy connectors Defender for ldentlty Deployme“‘
C o p ro I S e d a S S ets a n d C O n ta I n I n g #.  SOC optimization Optimization status 0 | N/A 0 X | 1/2 Sensors deployment on domain controllers 1/1
k" Reports o s TS Actions performed (0) ,
R . ctive n progress Complete A O, —_— Tl by type (144K) Health alerts
h m I n n r r | _ I m %  Leaming hub 25 0 140 Bseverity 0) B Status (0) [l Commen ts(0) 1 Owner (0) S S— 1
0 1] [ File lDomain 1 URL 7 Email B Low B vedum [ Hgh  1more
8 Trials Disiiiisaid (126 " (97K) (32K) 2.2K) (186)
0 License

@ More resources Data received

I Defender for Identity
e ]

of System v | Entra D Protection
| Entra Workload Conditional Access v

£03
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Microsoft Entra admin center

Horme

Agents

Favorites M
Sign-in logs *
Monitoring & health = Audit +*
logs

1D Protection > Dashboard *
Rizk-based Conditional Access n
konitoring & health = *
‘Woarkbooks

Privileged Identity

Management *
Conditional Access *
Entra ID Lot
Charview

Users

Eroups

Devices

Enterprise apps W
App registrations

Roles B admins

Delegated admin partners

Diesrnain services

Conditional Access *

rultifactor authentication

bele -r:,- SECure Seane

authentication methods

Pasowond redet

Custom security attributes

Certificate authorties

External ldentities

Crass-tenant synchromization

Entra Connect

1

Home Conditional Access | Owverview

~ y =
£ Search resources, services, and docs (G+/]

Mew

(i | Conditional Access | Overview

Kicrosoft Endra 10

e

Cverview

i

Palicies

il

Insights and reporting

#. Diagnose and salve problems

Manage

MNamed locations

Custam controls (Preview)
wa  Terms of use
VPN connectiity
Authentication contaxts
D authentication strengths

i= Classic policies
Monitoring

5] Sign-in logs

W Audit logs
Troubleshooting + Support

ik MNew support request

Create new policy Create new policy from templates | Refresh

Getting started Overview Coverage Tutorials

Palicy Summary

o Got feedback?

Palicy Snapshat

48 enabled 24 Report-only 9 of

pall policie

Mamed Locations
dicrosoft Entra ID now supports IPvG! Uipdate
Mamed locations with [PvE ranges.

LEdl oreg L=

1 D policies have a Mamead Location candition

Conditional Acceds Optimization Agent ::
w
D 1104 SE it '
Jiew suggestion
BEE appications
mmm 7P
BB  fiowse a list of applications that are not protected by
vaur policies.
imw to acted a
What's new
1 = |
' The "'FF_'”:' vied clignt app grant in Conditiona Fa.
H Access 15 retining in March 2026.
This control will no Ir:'u'_;r'r be enforced after March
2026, Updat ¥ to stay up to date
Learn my
éﬁi Upcoming Microsoft-managed policies
enablemant
Microsoft-managed pelicies in report-only state will
ke automatically turned on with advance
notifications
Learn mare
4 policies have been created by Microsoft
Security Alerts (Preview)
Dascriptian
il I'_E'I 1]} L it il 1] Ere bk 1} ar
eCent sign-ins with medium or above sign-in risk e last 7 days. Learn more =
if & 5 lack muftifactor authentxation requirement in the lagt 1a B

- Userd
— 182 users signed in during the last T days without
d -]
any policy coverage

See all unprotected sig 5
o Conditianal Access Insider Risk palicy
your F & (Conditional Access now offers Adaptive Pratection

risk profiles to minimize risky activity

Laain maore Lo

Suggested Palicy Templates

eate policy to require multifactor authentis n for all user:
]

_reate policy to require multifactor authentication for risky sigr

eate palicy to require multifactar authentica far all users

3§

Davicasd

"1':”:'“-" o o lhm lasy T ol s ey
A0 OF sign-ins in the last 7 days \werne no

unmanaged or mon-compliant devices

JEE d 1M CEMEI L CEVILES

2=t all ‘Uriiralo .-'..I LS WL =S

Review poalicies with device filters

Review palicies that use the "Filter for devices'
condition. Learn more about Microsoft's
recommendations

—Ed rAre Lo

1 palicies use filters for devices

dibo10@woodgrove.ms
WOODGROVE MO DDGROVE MS)
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Thank you!
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