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» Air Traffic Controller (past life)
* Pen-tester in the 00s

* CISO until 2013

» 3-time entrepreneur

* Owner of 2 teenage dogs

* Father of 2 teenage girls
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1990s — 2000s Today -> Future
Perimeter -> Credentials Autonomous Al-Driven Attacks
From Firewalls & IDS evasion Agentic Al enables adaptive,
to stolen passwords and phishing multi-stage identity breaches
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2010s - today

Cloud & Identity Exploits

OAuth abuse, SSO/AD misconfigurations,
MFA fatigue
“Identity is the new perimeter”
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Agentic Al — GPT with a Purpose

Language:
LLM (Large Language Model)
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Agentic Al — GPT with a Purpose

Knowledge:
RAG (Retrieval Augmented Generation)

Language:
LLM (Large Language Model)




J

e (]

P %A\“ HYBRID
~ = .-:?’ IID??%%EYHON
& P =™’ conf25
CHARLESTON

Agentic Al — GPT with a Purpose

Agency:
Al Agents

Knowledge:
RAG (Retrieval Augmented Generation)

Language:
LLM (Large Language Model)
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Agentic Al — GPT with a Purpose

Autonomous System:
Agentic Al

Agency:
Al Agents

Knowledge:
RAG (Retrieval Augmented Generation)

Language:
LLM (Large Language Model)
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Before Al:
Human-Led Attacks

Slow & manual
*  Phishing campaigns required human setup

Static playbooks
« Credential stuffing, brute force, known
exploits

Limited adaptability

 Failures = abandoned attempts
Example: Password spraying attacks that lock
accounts after a few tries

The Identity Attack Surface

Common Targets

Before & After Al

After Al:
Agentic Al-Driven Attacks

Fast & autonomous
« Al executes attacks 24/7 at machine speed
Adaptive playbooks
 Dynamically switches from phishing — MFA
fatigue — token replay
Continuous learning
« Adjusts tactics based on defenses, never
gives up
Very low cost of entry
Example: MFA push fatigue (Uber breach), Al-driven
OAuth abuse, automated privilege escalation
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How an autonomous agent runs an identity breach, step by step.
Initial . . Defense . . .
Recon — — Execution — Persistence — : — Discovery — EXxfiltration
Access Evasion
&) &) &) ¢ &) &)
Adapt & Retry Adapt & Retry Adapt & Retry Adapt & Retry Adapt & Retry Adapt & Retry

\ Multi-agent coordination I

* Low-and-slow vs burst

« Agent decides between stealthy long campaigns or fast multi-vector strikes based on detected defenses
 |dentity is ideal

« Tokens, OAuth consents, and service principals allow quiet, high-value access — perfect for agentic workflows
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Access

Deep Dive
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Multi-Stage Al Attack (Agentic Workflow)

Evaluating Large Language Models’ Capability to Launch Fully Automated Spear
Phishing Campaigns: Validated on Human Subjects

Fred Heiding*, Simon [ennenﬁ, Andrew Kao*, Bruce Schneier*, Arun Vishwanath*
THarvard Kennedy School

§Independem
fAvant Research Group

Abstract—In this paper, we evaluate the capability of large
language models to conduct personalized phishing attacks and
compare their performance with human experts and Al models
from last year. We include four email groups with a combined
total of 101 participants: A control group of arbitrary phishing
emails, which received a click-through rate (recipient pressed a
link in the email) of 12%, emails generated by human experts

(54% click-through), fully Al-automated emails 54% (click-

through), and Al emails utilizing a human-in-the-loop (56 %
click-through). Thus, the Al-automated attacks performed on
par with human experts and 350% better than the control
group. The results are a significant improvement from similar
studies conducted last year, highlighting the increased deceptive

model-powered Al assistants like ChatGPT' and Claude’
have become commonplace in everyday activities worldwide.
By January 2023, ChatGPT had become the fastest-growing
consumer software application in history, gaining over 100
million users in two months®.

Many cyberattacks start by exploiting human users or
include some element of social engineering. The Sony
Pictures hack [13]. [14] and the $100 million MGM casino
breach [15] are good examples. Some researchers claim
that over 70-80% of cyberattacks involve social engineering
techniques [7], [16]. Thus, phishing attacks are a significant
national security concern,* and they are rapidly becoming
more frequent. FBI's Internet Crime Complaint Center [17],
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— Discovery —
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—  EXfiltration
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How an autonomous agent runs an identity breach, step by step.
. Initial _, : . . _,  Defense . . . A
Recon AcCCess Execution Persistence Evasion Discovery Exfiltration

* Speed + Adaptation = Scale

* Al compresses reconnaissance-to-impact timelines
* ldentity is the enabler

* Tokens, OAuth consents, and service principals are high-value lifelines attackers exploit
 Signal, correlate, respond

* Single events are weak signals; chain correlation is where detection wins
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cHnLEsTon Stop Agentic Identity Attacks

* Audit & Reduce Blast Radius
* Inventory apps, service principals, privileged groups

» Enforce Least Privilege & JIT
e Short-lived elevation for admin tasks

Automate Audit
* Phishing-Resistant MFA
» FIDO2 / passkeys; disable legacy/OTP where possible @ @
 Harden App Consent & Service Accounts
* Block risky OAuth consent; require admin attestation Detect | imit
 Behavioral Detection on Identity Telemetry V

» Baseline Graph/API, token, and consent patterns

 Automated Response Playbooks
* Revoke tokens, quarantine apps, rotate creds
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Identity Is the New
Last Line of Defense

Agentic Al changes the game — but strong
Identity defenses changes the outcomes.

Ran Harel

ranh@semperis.com

Connect on LinkedIn:
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