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A Quarter Century,
a Quarter Million Breaches:

AD Security & Incident
Response in 2025
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Labeled by employees as dinosaur *
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MICROSOFT REPORTS (2024 DIGITAL DEFENSE REPORT)

1 1 h Being the median time for attackers to compromise AD from
O u rs initial access (though being as low as several minutes)



A little history...

1970’s 1994 1996 1999 AV 0K 2008 2009 2012 2013 2015 2016 2021 2023 2025




Delivery

Reconnaissance
Social Media / Repos

Exploitation

Attachment(s) Execution  Vulnerability Compromise Evasion Phone Home (C2)

Firewall(s)
External Endpoints

Website Credential / MFA

@ Catching
Dominance Priv. Escalation Lateral Move Attack Path Recon

\

Attacker \\

Teams

3rd-party or
partner org.

Sensitive Data Data Theft



Shortened Kill Chaln

Exploitation

&

Targeted Appliance Vulnerability Compromise

e.g. Service Account
w/ Domain Admin

Dominance

Sensitive Data Data Theft
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OverPass-the-
Hash

Pass-the-Hash




Extended Attack Surface
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Live Response

EID Connect
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Active Directory Security — It's a journey
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Incident Response




Incident Response steps

Containment

Preparation |dentification

Eradication

Post-Incident Review Recovery




Goal: remove any and all
presence from the
environment *




ldentification

DO
NOT

jump to conclusions
and start resetting
random stuff...

Understand the
scope of the
breach

Check what logs
you have available

Check for (other)
unusual activity

Collect (and
document)
evidence

WHY?

IDENTIFY
CONTROL PATHS




LIMIT TIER-0 ACROSS
THE DOMAIN

Deploy a GPO that limits
what systems Domain
Admins can logon to.




REMOVE CONTROL PATHS

__

Goal: remove any and all
presence from the
environment *
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Post-breach activities




A multi-layered approach




Cybersecurity
Framework




1 . Increase Visibility through monitoring (ITDR)

— 2 . Collect logs, establish a baseline of ‘regular’ operations

Framework

3 . Regularly check configuration drift (e.g. Purple Knight)




1 . Secure Privileged Access

Cybersecurity 2 . Secure Configuration & Best Practices

Framework

3 . Account Security (e.g. Non-Human ldentities (NHI))




=== Admin Remote Access, Jumpservers,
Session Management, Proxies, etc.

Privileged Access 2= M =

1 1 LERR] mmnd
IT Admins and High Impact Roles Privileged Accounts Privileged Devices

(and PIM/PAM Systems) & Workstations Intermediary(ies)

Control Plane

+ Unified Strategy and Policy - Centralize and align access control policy
D
Access Control for Assets

+ ldentity is primary control — Prefer identity controls when available
(because of rich context into access requests).
+ Distributed Enforcement via identity, network, apps, data, and other

N I S T (zero trust pOhCy enforcement) controls provide critical policy enforcement / granularity.

Cybersecurity Management Plane EH'I Y/ aws

Asset Management, monitoring and Security

Framework

(!’\:;cjhme Learning ‘ sl Ad m I n I St rat I O n

App Access (Internal)

! Data/Workload Plane o _ Tier 1 - General (platform)

Remote Access, Proxies,
Virtual Desktop, etc.

User Access = AL ! App Access (External)

Employee and Partner/Outsourcer . Customer and Partner
User Accounts User Devices

& Workstations

Public Access (unauthenticated)




____________________________

Endpoint

@

NIST

Cybersecurity
Framework

“Trust but verify”.
Explicit verification
of trust anchors.

____________________________

Trust anchors



1 . ITDR + EDR = Where the magic happens

Cybersecurity 2 . Ensure sufficient logging, auditing (and retention thereof)

Framework

3 ., Gethelp where needed ©




1 ., Establish BCP and resulting DRP

— 2 . lake backups and store securely

Framework

3 . Regularly test backups and recovery strategy




1 . Establish a forward-looking IAM policy (ground rules)

c[\b"S-IIy 2 . Stick to the policy and process!

Framework

3 . Review innovations, understand their use and implications;
implement if useful.
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1

Preparation is (more
than) half of the
work. A solid

governance process
will reduce the risk
significantly and
drive down the
MTTR for an

Incident.

2

Understanding the
correct scope of an
incident is primordial
as it shapes the
response strategy
and actions.

3

ldentity Security is a
multi-layered
approach. Even with

a solid configuration,
3rd-party tools and
automation(s) are
critical elements in
your protection
strategy.
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