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Motivation



Typical Windows Firewall Configuration



Protocol Vulnerabilities (CVE- 2019-0708)

Image Source: https://pentest-tools.com/blog/bluekeep-exploit-metasploit



Protocol Vulnerabilities (CVE-2025-29969)



Remote Code Execution



Coercion Attacks and NTLM Relay



Desired State (Hard to Maintain)



Host-Based vs. Network Firewalls



Protocol Classification Question 1:

How should we classify the RDP protocol?

a) Client Traffic (Workstations, Servers)

b) Management Traffic (PAWs / Tier Zero Jump Servers)



Protocol Classification Question 2:

How should the LDAP protocol be classified?

a) Client Traffic (Workstations, Servers)

b) Management Traffic (PAWs / Tier Zero Jump Servers / ITDR)



Note: Domain Controller Security Hardening

• Firewall + Network Segmentation

• SMB Signing

• LDAP Signing

• IIS Extended Protection for Authentication

• App Allowlisting

• Windows Server Core

• Limit NTLM

• Kerberos Armoring

• Tiered Admin Model

• AV + EDR + ITDR

• Windows Update

…



Note: Identity-Centric Security and Zero Trust

Image Source: Microsoft



Domain Controller
Firewall Project



Goal: Scripted GPO Management



Goal: Infrastructure as Code (IaC) 



DEMO:
Domain Controller Firewall Project



Custom Rules Sample



Network Service Discovery: TCP and UDP Listeners



Troubleshooting



Whitepaper



Outbound Traffic



Outbound Traffic Filtering: Motivation

• Block NTLM relay to workstations

• Prevent lateral movement

• Breaking malware C2 channels

• Mitigate the risk of data breaches



Services Impersonating Users



Custom Scheduled Task Handlers



Azure Arc Agent Components



Azure Arc Agent Default Firewall Rule



Microsoft Defender (Identity + Endpoint)

• Endpoint name resolution and lateral movement detection (SMB, DCOM, NBNS, RDP)

• Cloud connectivity from multiple binaries



Idea: Black Hole WinHTTP Proxy



WinHTTP Proxy Configuration Issues



Windows Firewall Dynamic Keywords Feature

• Incompatible with GPO firewall rules (but supports Intune)

• Needs FQDN rule prehydration

• Requires Microsoft Defender AV

• DNS over HTTPS (DoH) must be disabled



Microsoft Zero Trust DNS (Preview)

Image Source: https://techcommunity.microsoft.com/blog/networkingblog/announcing-zero-trust-dns-private-preview/4110366



Conclusion: Do NOT Block Outbound Traffic in Windows



HTTP Proxy Servers

Image Source: https://server-essentials.com/support/fix-isa-server-update-status-on-sbs-management-console



Defender Exploit Guard Network Protection



DCE/RPC Traffic



DCE/RPC Documentation

“Explanations by alien hybrids for robot lawyers,
 which contain no understandable information at all.”

Ned Pyle, Microsoft

Image Source: DeepAI



Static RPC Ports – Custom ADMX Template



SMB and RPC Over Named Pipes



RPC Filter for \PIPE\svcctl Named Pipe



RPC Filters Blocking RCE Over SMB Named Pipes
add rule layer=um actiontype=block filterkey=d0c7640c-9355-4e52-8335-c12835559c10

add condition field=protocol matchtype=equal data=ncacn_np

add condition field=if_uuid matchtype=equal data=367ABB81-9844-35F1-AD32-98F038001003

add filter

add rule layer=um actiontype=block filterkey=a43b9dd2-0866-4476-89dc-2e9b200762af

add condition field=protocol matchtype=equal data=ncacn_np

add condition field=if_uuid matchtype=equal data=86D35949-83C9-4044-B424-DB363231FD0C

add filter

add rule layer=um actiontype=block filterkey=13518c11-e3d8-4f62-9461-eda11beb540a

add condition field=if_uuid matchtype=equal data=1FF70682-0A51-30E8-076D-740BE8CEE98B

add filter

add rule layer=um actiontype=block filterkey=1c079a18-e91f-4698-9868-68a121490636

add condition field=if_uuid matchtype=equal data=378E52B0-C0A9-11CF-822D-00AA0051E40F

add filter



RPC Filters Blocking Coercion Attacks
add rule layer=um actiontype=block filterkey=dedffabf-db89-4177-be77-1954aa2c0b95

add condition field=protocol matchtype=equal data=ncacn_np

add condition field=if_uuid matchtype=equal data=f6beaff7-1e19-4fbb-9f8f-b89e2018337c

add filter

add rule layer=um actiontype=block filterkey=f7f68868-5f50-4cda-a18c-6a7a549652e7

add condition field=if_uuid matchtype=equal data=82273FDC-E32A-18C3-3F78-827929DC23EA

add filter

add rule layer=um actiontype=block filterkey=7966512a-f2f4-4cb1-812d-d967ab83d28a

add condition field=protocol matchtype=equal data=ncacn_np

add condition field=if_uuid matchtype=equal data=12345678-1234-ABCD-EF00-0123456789AB

add filter

add rule layer=um actiontype=permit filterkey=d71d00db-3eef-4935-bedf-20cf628abd9e

add condition field=if_uuid matchtype=equal data=c681d488-d850-11d0-8c52-00c04fd90f7e

add condition field=auth_type matchtype=equal data=16

add condition field=auth_level matchtype=equal data=6

add filter

add rule layer=um actiontype=block filterkey=3a4cce27-a7fa-4248-b8b8-ef6439a2c0ff

add condition field=if_uuid matchtype=equal data=c681d488-d850-11d0-8c52-00c04fd90f7e

add filter

add rule layer=um actiontype=permit filterkey=c5cf8020-c83c-4803-9241-8c7f3b10171f

add condition field=if_uuid matchtype=equal data=df1941c5-fe89-4e79-bf10-463657acf44d

add condition field=auth_type matchtype=equal data=16

add condition field=auth_level matchtype=equal data=6

add filter

add rule layer=um actiontype=block filterkey=9ad23a91-085d-4f99-ae15-85e0ad801278

add condition field=if_uuid matchtype=equal data=df1941c5-fe89-4e79-bf10-463657acf44d

add filter

add rule layer=um actiontype=permit filterkey=43873c58-e130-4ffb-8858-d259a673a917

add condition field=if_uuid matchtype=equal data=4FC742E0-4A10-11CF-8273-00AA004AE673

add condition field=remote_user_token matchtype=equal data=D:(A;;CC;;;DA)

add filter

add rule layer=um actiontype=block filterkey=0a239867-73db-45e6-b287-d006fe3c8b18

add condition field=if_uuid matchtype=equal data=4FC742E0-4A10-11CF-8273-00AA004AE673

add filter



Blocking DCSync Attack (MS-DRSR)



MS-DRSR Protocol Mixed Classification Problem

• IDL_DRSGetNCChanges (Opnum 3)

…

• IDL_DRSReplicaAdd (Opnum 5)

…

• IDL_DRSAddSidHistory (Opnum 20)

• IDL_DRSAddCloneDC (Opnum 28)

…

• IDL_DRSCrackNames (Opnum 12)

• IDL_DRSBind (Opnum 0)



Windows Server 2025 OpNum Filter Condition
C:\> netsh rpc filter show filter
Listing all RPC Filters.
---------------------------------
filterKey: e57a9749-7fcf-4bae-99fe-0f46e15ba118
displayData.name: DCSync-Allow-DC01
displayData.description: Allow AD replication from DC01
filterId: 0x10751
layerKey: um
weight: Type: FWP_EMPTY Value: Empty
action.type: permit
Audit: Enable
numFilterConditions: 3

filterCondition[0]
        fieldKey: if_uuid
        matchType: FWP_MATCH_EQUAL
        conditionValue: Type: FWP_BYTE_ARRAY16_TYPE Value: e3514235 11d14b06 c00004ab d2dcc24f
filterCondition[1]
        fieldKey: opnum
        matchType: FWP_MATCH_EQUAL
        conditionValue: Type: FWP_UINT16 Value: 3
filterCondition[2]
        fieldKey: remote_addr_v4
        matchType: FWP_MATCH_EQUAL
        conditionValue: Type: FWP_UINT32 Value: 0x300d50a



Windows Server 2025 OpNum Filter Condition
---------------------------------
filterKey: ea37937f-e962-4458-9e4b-44131e4b3a34
displayData.name: DCSync-Block
displayData.description: Block AD replication by default
filterId: 0x10752
layerKey: um
weight: Type: FWP_EMPTY Value: Empty
action.type: block
Audit: Enable
numFilterConditions: 2

filterCondition[0]
        fieldKey: if_uuid
        matchType: FWP_MATCH_EQUAL
        conditionValue: Type: FWP_BYTE_ARRAY16_TYPE Value: e3514235 11d14b06 c00004ab d2dcc24f

filterCondition[1]
        fieldKey: opnum
        matchType: FWP_MATCH_EQUAL
        conditionValue: Type: FWP_UINT16 Value: 3



RPC Filter Audit Events



DSInternals.RpcFilters PowerShell Module



DSInternals.RpcFilters PowerShell Module



DSInternals.RpcFilters PowerShell Module



Trust: Deterministic Builds and Signed Artifacts



Domain Controller Firewall Project

firewall.dsinternals.com



Questions?
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