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CYBERPSYCHOLOGY



THREE LAYERS OF CYBERSPACE

Cybersecurity Cyber Safety
Hacktivists & activists Physical Network SO o RS eaan

State sponsored actors

State condoned actors
Sophisticated threat actors
Cybercriminals (OCGs)
Targeted Violence

& Terrorism (TVT)

Cyber espionage

Insider threats

Perpetrators of abuse, fraud,
harassment & extortion




HUMANS IN
CYBERSPACE

Anonymity (oinson, 2009)

Online Disinhibition Effect (suler,2004)

Online Syndication (aiken,2016)

Impulsivity (Aiken et al,2016)
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ONLINE DISINHIBITION

More aggressive phishing

. M X
% Attacker Behavior: MPEORATon

Manipulative attacks
thrive

Oversharing/careless

User Behavior: clicks

Reduced caution

Simulated phishing -

mimics disinhibition triggers
Defense Siraiegy: Security nudges &

reminders - critical login
points



HYBRID IDENTITY:
CYBERPSYCHOLOGICAL
BATTLEFIELD

* Attackers weaponize cyberpsychological
vulnerabilities

e Users take shortcuts & risks

* Defenders must build psychologically
resilient systems

* Trustworthy, transparent, low-friction
authentication

* Human-aware defenses




MIND OVER MACHINE

* |dentity - as much psychological
as technical

* Hybrid identity environments
succeed or fail on security &
infrastructure AND how people
trust, perceive & interact

* Attackers know - target human
error, fatigue, and biases more
than firewalls or encryption




Al IS
CHANGING THE
PSYCHOLOGY
OF ATTACKS

Al-driven phishing
attacks now
adapt inreal fime
- feel more
authentic to the
victim

Attacks don’t just
trick systems - trick
minds



TRUST & FATIGUE
ARE THE NEW
BATTLEGROUNDS

L

MFA fatigue
attacks succeed
not because MFA

is weak - but
because humans

are overloaded

P

|dentity defenses
must consider
cognitive load
and security
fatigue



CYBER
BEHAVIORAL
SCIENCE
OFFERS
SOLUTIONS

Adaptive
authentication:
fair, fransparent &
low-friction
iIncreases
compliance

Training that
addresses
cyberpsychological
triggers (urgency,
authority, fear) more
effective than 'don’t
click’
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« Success means building systems
that people trust, understand &

accept culturally - not just
THE FUTURE IS [o0obl SHiuraly =notd
PSYCHOLOGICALLY
RESILIENT SYSTEMS

« Next-gen identity systems must
counter learned helplessness &
monitoring anxiety



CYBER
BEHAVIORAL
ATTACKVECTORS
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Authority heuristic - when an
attacker impersonates

Scarcity/urgency heuristic - “Your
(I') EXPLOITING account will be locked in 24 hours”

COGNITIVE
SHORTCUTS

Familiarity heuristic - Fake login

portals - users click because it looks
right



Confirmation bias - Users expect
MFA push notifications, so they

approve them without checking
the source (MFA fatigue attacks)

Overconfidence bias - “I'd never
fall for phishing” - less vigilance

(2) EXPLOITING

COGNITIVE . . | .
BIASES Automation bias - Blind trust in

“secure-looking” login systems or
prompts

Availability bias - Recent news of
breaches may heighten fear (easy
to exploit with fear-based phishing)
or desensitize users
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Time pressure - Urgent MFA

requests, fake IT helpdesk calls
demanding “immediate login”

Information overload - Flooding

(3) EXPLOITING users with repeated MFA push
DECISION requests unfil they approve one

MAKING
UNDER Stress & fatigue — cognitive

overload - end-of-day/high-
PRESSURE workload phishing attacks when
vigilance is lowest

Social pressure - Messages framed
as “your boss needs this now”
exploit authority + urgency
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Towards a Safer Nation:

The United States

‘Safety Tech’ Market

RESEARCH COMMISSIONED 8Y PALADIN CAPITAL GROUP

A )

International
State of Safe
Tech 2023

RESEARCH COMMISSIONED BY PALADIN CAPITAL GROU

CYBER SAFETY & “SAFETY TECH”

Parspoct Universityol (O]

Safer technology, safer users:
The UK as a world-leader

International
State of Safety
Tech 2024

OEPARTMENT FOR DIOITAL, CULTURE, MEDIA & SPORT
UK ONLINE SAFETY TECHNOLOGY SECTORAL ANALYSIS




CYBER
RESILIENCE

HUMAN
RESILIENCE



THE TRUST PARADOX



Active online recruitment

(OCGs)

“Insider Threat-as-a-Service”
UWEEN)

Online syndication

Not an anomaly — prototype

Agentic Insiders




Employees around the
world - hired via Zoom

Pre-Hire Psychometrics

Cyber Psychometric
testing & monitoring!?

N

FACTORING HUMAN RISK




ADVANCED BIOMETRICS

Security Innovation:
Optic Nerve Head
(ONH)

A New Smartphone Optic Nerve Head Biometric for
Verification and Change Detection (Coleman et al, 2021)



. Naval Information
Human attributes of cyber Warfare Center

. attackers are not currently A /
Unknown = considered by defenses.
Attributes PACIFIC

Measure, induce, and In collaboration with the
exploit Cognitive Intelligence Advanced Research Projects Activity

“ vulnerabilities @

Attacker .* | A R P A
|

Successful Cyber Attack Attempted Cyber Attack

TARGET 1 TARGET 2

[
Traditional defenses have no insight into - F = ReSCIND interactions impact cyber

attacker atfributes limiting the versatility of attacker performance and success by
impact on attack success . focusing on innate human attributes .

Figure 1: Notional graphic of cyber defense with and without ReSCIND




THE EXPLOIT: WEAPON OF CHOICE

By way of example, Table 1 below lists cyberattacks,
hypothetical cyberattacker vulnerabilities, and (subject
to testing) programmed HackBot responses.

Cyberattack Cyberattacker

Phishing

Malware-
Spyware

Malware-
Ransomware

Table 1.

Vulnerability

Need to build
trust

Paraphilic type
state: Voyeurism

Dark Tetrad traits

HackBot Response

Engage & extract intel
i building
ge - use to
k

Engage & leverage
paranoia - imply
traceability and
attribution

for instant gratification

Cyberattack and HackBot response
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RORSCHACH
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PASSIVE DEFENSE

Criminal justice systems
worldwide function on the
premise of consequerice,,
punishment & deterrepcz' s

— Except in Cyberspaee 3
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INDUSTRY-LED
Active Cyber Defense

“THE ENTERPRISE STRIKES BACK”
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Reversing Social Engineering in the Cyber
Defense Context (Lundie et al, 2024)



Q: “AREN’T HYBRID
IDENTITY
ENVIRONMENTS
JUST ATECHNICAL
PROBLEM FOR IT
TEAMS? WHY BRING
PSYCHOLOGY
INTO IT?”

|dentity not just about servers and
protocols - it’s about people.



Q: “Al IS
EVERYWHERE RIGHT
NOW. HOW REAL IS
THE THREAT OF Al-
DRIVEN ATTACKS,
OR IS IT JUST HYPE?”

It’s not hype - it’'s happening.



Q:“IF USERS ARE THE
WEAKEST LINK, DOES
THAT MEAN PEOPLE  People are not the weakest link —
WILL ALWAYS BETHE  but the most targeted link.
PROBLEM IN
CYBERSECURITY?”



TAKEAWAYS

Al doesn’t just hack machines
it hacks minds

Security fatigue - silent
vulnerability in every hybrid
identity environment

Hybrid identity isn’t just
technical - it’s psychological
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CSI:CYBER
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CSI Reboots Its Franchise With Cybercrime Show



CYBER
CRISIS

ERIC COLE

CHRIS FRUEH, PhD
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