
Exposing Hidden 
Attack Paths: 
How Threats Get 
Past Your Best 
Defenses

Justin Kohler

Chief Product Officer



A Quick Shoutout to Dirk-Jan Mollema

https://dirkjanm.io/obtaining-global-admin-in-every-entra-id-tenant-with-actor-tokens/
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“We Did Everything Right…”

• Built a security-aware culture

• Aligned to NIST, MITRE, Zero Trust

• Implemented best-in-class tools

PAM

EDR

PKI

IGA

CIEM

NHI

ITDR



“….So Why Are We Still Getting Breached?”

275%

increase in human-

operated ransomware

71%

of detections were 

malware-free,

80%

of organizations have 

attack paths that expose 

critical assets

Sources: Microsoft Digital Defense Report 2024 and CrowdStrike 2025 Global Threat Report

Even with modern tooling, attackers are succeeding.

https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/Microsoft%20Digital%20Defense%20Report%202024%20%281%29.pdf
https://go.crowdstrike.com/rs/281-OBQ-266/images/CrowdStrikeGlobalThreatReport2025.pdf?version=0
https://go.crowdstrike.com/rs/281-OBQ-266/images/CrowdStrikeGlobalThreatReport2025.pdf?version=0


Attackers don’t go 

through your tools.

They go around.

PAM

EDR

PKI

IGA

CIEM

NHI

ITDR

These tools are 

good at what they do.

The problem is what 

they don’t do. 



Attack Paths are chains of abusable privileges and user behaviors 

that create connections between identities and resources.



Attack Paths pivot through hybrid environments

Source: Storm-0501’s evolving techniques lead to cloud-based ransomware

https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/


Attack Paths pivot through hybrid environments

Source: Storm-0501’s evolving techniques lead to cloud-based ransomware

https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/


Salesloft Breach Attack Path

Source: Widespread Data Theft Targets Salesforce Instances via Salesloft Drift 

Initial 

Access

Salesloft GitHub Salesloft AWS Salesforce

Repository

Access Keys Privilege Role

OAuth Tokens

Rubrik

Tenable

Zscaler

https://cloud.google.com/blog/topics/threat-intelligence/data-theft-salesforce-instances-via-salesloft-drift


How 

Attack Paths 

Bypass Controls

The Scale of 

Attack Paths 
Attack Path 

Management



PAM

EDR

PKI

IGA

CIEM

NHI

ITDR

How 

Attack Paths 

Bypass Controls



Identity Governance and Administration

IGA



Identity Governance and Administration

Identities are analyzed in silos

Jane controls 

IT

Bob controls 

Finance

Alice controls 

HR



Identity Governance and Administration

Access Graphs

Direct

Delegated

Bob controls 

Finance



Identity Governance and Administration

Alice

Access Collision



Identity Governance and Administration

Attack Graph

Bob controls everything



Individual access decisions appear benign



…but form access collisions invisible to IGA



Which form Attack Paths 
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• IGA is great for provisioning access at scale
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Identity Governance and Administration

• IGA is great for provisioning access at scale

• Assigned Access ≠ Effective Access

• Access Collisions create Attack Paths for adversaries



Privileged Access Management

PAM



Privileged Access Management

Identity At Rest Identity In Transit
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A pre-authentication account 

with a credential

Sessions, Tokens, Processes.  

Created post authentication.



Privileged Access Management

Identity At Rest Identity In Transit

Definition
A pre-authentication account 

with a credential

Sessions, Tokens, Processes.  

Created post authentication.

Attacks
Password Dumping, Brute 

Forcing

Token Impersonation, Session 

hijacking, process injection, 

Cookie Theft, Pass-the-Ticket



Identity States during Authentication Flow



Case Study:  2024 Snowflake Attack

According to Mandiant, these victims’ Snowflake identities were 

compromised via a contractor’s laptop also used for personal activities.

Snowflake and Mandiant recommendations:

1.  Enforce Multi-Factor Authentication on all accounts

2.  Set up Network Policy Rules to allow authorized users & locations

3.  Reset and rotate Snowflake credentials



Recommendations in the Authentication Flow

Nothing for the In Transit identity = I can still pivot



But we use Conditional Access!



Identity In Transit attacks & Conditional Access

• Bob logs in 

• Satisfies Conditional Access + MFA

• Bearer token / JWT created on host

• Attacker harvests token

• Attacker uses token from their host

• Attacker is Bob



But we use Conditional Access with Continuous 
Access Evaluation

BOB’s Workstation Azure

CAE



BOB’s Workstation Azure

CAE

But we use Conditional Access with Continuous 
Access Evaluation

I’ll just use your host



I’ll just use your host

I’m Bob

Hi Bob!

But we use Conditional Access with Continuous 
Access Evaluation



Privileged Access Management

• PAM / JIT / CAP are all powerful tools that should be used
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Privileged Access Management

• PAM / JIT / CAP are all powerful tools that should be used

• User login sessions create artifacts that can be abused

• Attackers don’t need the password, they steal sessions

• PAM secures Identities At Rest, not what happens next



EDRITDR

Endpoint & Identity Detection Response



Endpoint & Identity Detection and Response

Anonymous Login

Process InjectionThese tools 

observe what 

happens. 



Endpoint & Identity Detection and Response

These tools 

observe what 

happens. 

Not what is 

possible



Endpoint & Identity Detection and Response

They detect the symptom, not the condition.



Case Study:  Red Team Engagement

•  Advanced organization, modern controls, strong defense
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Case Study:  Red Team Engagement

•  Advanced organization, modern controls, strong defense

•  How about Command and Control (C2) in Perl?

•  Attackers are now only limited by their creativity



Nation state attacker tradecraft, for everyone!

Yesterday’s Attacker:

Manual 

Expensive 

Repeatable TTPs

Today’s Attacker:

Agentic

Cheap

Customized



Endpoint & Identity Detection and Response

I don’t need to beat the E/ITDR, I just need to beat you



Endpoint & Identity Detection and Response

• E/ITDR monitor systems & behaviors – often miss structure
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Endpoint & Identity Detection and Response

• E/ITDR monitor systems & behaviors – often miss structure

• Lateral movement can look legitimate and go undetected

• AI/LLMs are lowering the bar for advanced attacks

• Even once detected, attacker may have moved on



How 

Attack Paths 

Bypass Controls

The Scale of 
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Attack Path 

Management



How can we quantify this problem? 

The count of unique attack paths… 

using any available abuseable relationship…

 between any identity to a destination





Attack Path 

Count: 

1



Attack Path 

Count: 

2



Attack Path 

Count: 

3



Attack Path 

Count: 

4



Attack Path 

Count: 

5



Attack Path 

Count: 

6



Attack Path 

Count: 

7



Attack Path 

Count: 

8



5M

22M

75M

752M

5k

10k

20k

40k

More 
Attack Paths

More 
Identities

Average unique Attack Path count to Privileged Identities/Resources in Microsoft AD / Entra ID  



And like all problems, worse with AI

Sources: CyberArk State of Machine Identity Report and 2024 ESG NHI Report

Every AI agent needs an identity

NHIs outnumber Humans 20-to-1

Growth in NHIs this year

20:1

150%

https://www.cyberark.com/state-of-machine-identity-security-report/
https://www.appviewx.com/blogs/key-takeaways-from-the-2024-esg-report-on-non-human-identity-nhi-management/


How Attack Paths 

Bypass Controls

The Scale of 

Attack Paths 
Attack Path 

Management



Attack Path 

Management

The continuous discovery, 

mapping, and risk assessment 

of Attack Path Choke Points. 



Getting started with Attack Path Management

1. Understand that “Attack path” is not a red team buzzword
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Getting started with Attack Path Management

1. Understand that “Attack path” is not a red team buzzword

2. Use BloodHound (FREE) to visualize attack paths

3. Identify and prioritize attack path choke points

4. Once established, address hybrid attack path risk

5. Track and report Key Performance Indicators (KPIs)



“Implement least-privilege 

access principles.” 
CrowdStrike 2025 Global Threat Report

“Restrict Administrator 

Privileges to Dedicated 

Administrator Accounts” 
Verizon 2025 DBIR

“Govern permissions to ensure 

identities have only the 

privileges they need.” 
Microsoft 2024 Digital Defense Report



HIPAA PCI



HIPAA PCI

Attack Paths are violations/vulnerabilities of privilege boundaries

1. “Attack Path” is not a red team buzzword 



2. Use BloodHound to visualize Attack Paths



Active Directory

Azure Entra ID

2. Use BloodHound to visualize Attack Paths



OpenGraph



3. Identify and Prioritize Attack Path Choke Points

Choke Point



Attack Paths 

Removed: 

8

3. Identify and Prioritize Attack Path Choke Points



Attack Paths 

Removed: 

13

3. Identify and Prioritize Attack Path Choke Points



Attack Paths 

Removed: 

16

3. Identify and Prioritize Attack Path Choke Points



3. Identify and Prioritize Attack Path Choke Points

Destination Choke Points:

Privileges over critical identities 

and resources

Initial Access Choke Points:

Privileges held by large groups



3. Identify and Prioritize Attack Path Choke Points



3. Identify and Prioritize Attack Path Choke Points

“But we can’t do that! 

That delegation is by 

design!”



3. Identify and Prioritize Attack Path Choke Points

Also



4.  Once Established, Address Hybrid Attack Path Risk



4.  Once Established, Address Hybrid Attack Path Risk



6.  Track Key Performance Indicators (KPIs)

Baseline Remediations Scope

• # of attack paths to 

privileged identities

•  # of Choke Points (findings)

•  # of resolved choke points 

•  # of resolved attack paths 

•  Remediation cycle time

•  # of identities

•  # of privileged identities 

•  # of relationships  



Attackers see a map, do you?

“How did this happen?” “How did this [take so long to] happen?”



1.  Attackers bypass tools, not break them.
Even the strongest security stack (MFA, Conditional Access, EDR, PAM) can be 

sidestepped through identity attack paths across hybrid environments.

2.  Identity Attack paths are the real risk surface.
Individual access or privilege decisions may look safe in isolation but combined they 

create invisible collisions that attackers exploit like the SalesLoft Breach

3.  Attack Path Management is essential.
Treat attack paths as measurable, trackable risks. Use BloodHound Community 

Edition to get started visualizing attack paths, BloodHound Enterprise to 

automatically identify choke points and remediate continuously.  What you can 

see, you can control. 



Exposing Hidden 
Attack Paths: 
How Threats Get Past 
Your Best Defenses

Questions?
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