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A Quick Shoutout to Dirk-Jan Mollema

A Pinned
i Dirk-jan
By @ dirkjan

I've been researching the Microsoft cloud for almost 7 years
now. A few months ago that research resulted in the most
impactful vulnerability | will probably ever find: a token
validation flaw allowing me to get Global Adminin any Entra ID

tenant. Blog:
dirkjanm.io
One Token to rule them all - obtaining Global Ad...
While preparing for my Black Hat and DEF CON

talks in July of this year, | found the most ...

6:20 AM - Sep 17, 2025 - 424.3K Views
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https://dirkjanm.io/obtaining-global-admin-in-every-entra-id-tenant-with-actor-tokens/
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Justin Kohler
Chief Product Officer @ @ SPSCTZROPS

» Leads development for BloodHound Community
Edition and BloodHound Enterprise

* Former Network Forensics, Detection and
Response

 Air Force SIGINT Veteran

* \arious speaking engagements, podcasts, etc




“We Did Everything Right...”

 Built a security-aware culture
» Aligned to NIST, MITRE, Zero Trust

* Implemented best-in-class tools




“....590 Why Are We Still Getting Breached?”

increase in human- of detections were of organizations have
operated attack paths that expose

Even with modern tooling, attackers are succeeding.

Sources: Microsoft Digital Defense Report 2024 and CrowdStrike 2025 Global Threat Report



https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/Microsoft%20Digital%20Defense%20Report%202024%20%281%29.pdf
https://go.crowdstrike.com/rs/281-OBQ-266/images/CrowdStrikeGlobalThreatReport2025.pdf?version=0
https://go.crowdstrike.com/rs/281-OBQ-266/images/CrowdStrikeGlobalThreatReport2025.pdf?version=0

Attackers don't go
through your tools.

These tools are
good at what they do.

The problem is what
they




Attack Paths are chains of abusable priviieges and user behaviors
that create connections between identities and resources.

® @ @ @ ® @




Attack Paths pivot through hybrid environments

9

Storm-0501

E

Achieved domain
admin privileges;
targeted devices not
onboarded to
Defender

Tenant 1

On-premises

B

Performed DCSync
attack to extract
credentials.

'\

85

Moved laterally
using Evil-WinRM,
leveraging
compromised Entra
Connect Sync server

24
Attempts to sign in
to Entra ID using a
Global Admin user

were blocked by

conditional access
and MFA

Reconnaissance
using AzureHound
to enumerate users,
roles, and Azure
resources

Compromised a
second Entra
Connect server.
Repeat
reconnaissance
process

85

Traversed Active
Directory domains

Tenant 2

Ly

Accessed Azure
portal as a Global
Admin account

Moved laterally until
they found a hybrid
joined device to
satisfy conditional
access

Identified a non-
human synced
identity with Global
Admin role. Reset
password, assign
MFA

Storm-0501's
evolving techniques
lead to cloud-
based ransomware

By Microsoft Threat Intelligence

Source: Storm-0501’s evolving techniques lead to cloud-based ransomware



https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/

Attack Paths pivot through hybrid environments

Storm-0501's
evolving techniques
lead to cloud-
based ransomware

By Microsoft Threat Intelligence

®

Storm-0501

Extorted victim
organization

2

Accessed Azure
portal as a Global
Admin account

On-premises
compromise

Performed cloud-
based encryption of
data and resources
they couldn’t delete

Created a backdoor
via maliciously

added federated
domains

Mass-deleted data
stores and backup
resources

Elevated access to all

Azure resources, and

was assigned Owner
Azure role

Exfiltrated data from
Azure Storage
accounts

Exposed the data
stores to certain
addresses to prepare
for exfiltration



https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/
https://www.microsoft.com/en-us/security/blog/2025/08/27/storm-0501s-evolving-techniques-lead-to-cloud-based-ransomware/

Salesloft Breach Attack Path

Access Keys Privilege Role

l

-

Repository

OAuth Tokens

Salesloft GitHub

Salesloft AWS Salesforce

Source: Widespread Data Theft Targets Salesforce Instances via Salesloft Drift



https://cloud.google.com/blog/topics/threat-intelligence/data-theft-salesforce-instances-via-salesloft-drift
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ldentity Governance and Administration



ldentity Governance and Administration

ldentities are analyzed In silos

O O
) )
200 209,
Bob controls Alice controls
Finance HR

Jane controls
T




ldentity Governance and Administration
Access Graphs

Bob controls
Finance




ldentity Governance and Administration

Access Collision




ldentity Governance and Administration
Attack Graph
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Bob controls



Individual access decisions appear benign
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...but form access collisions invisible to IGA




Which form Attack Paths




ldentity Governance and Administration

* | GA Is great for provisioning access at scale



ldentity Governance and Administration

» Assigned Access # Effective Access



ldentity Governance and Administration

 Access Collisions create Attack Paths for adversaries



Privileged Access Management



Privileged Access Management

ldentity At Rest Identity In Transit




Privileged Access Management

ldentity At Rest Identity In Transit

A pre-authentication account Sessions, Tokens, Processes.

Definition with a credential Created post authentication.




Privileged Access Management

Definition

Attacks

Identity At Rest

Identity In Transit

A pre-authentication account
with a credential

Sessions, Tokens, Processes.
Created post authentication.

Password Dumping, Brute
Forcing

Token Impersonation, Session
hijacking, process injection,
Cookie Theft, Pass-the-Ticket



ldentity States during Authentication Flow

Enter Password=——»




Case Study: 2024 Snowflake Attack

Snowflake and Mandiant recommendations:

1. Enforce Multi-Factor Authentication on all accounts
2. Set up Network Policy Rules to allow authorized users & locations

3. Reset and rotate Snowflake credentials



Recommendations in the Authentication Flow

In TroansiT

User dccount Enter Possworol——

Intervention 2;
Network F‘c:-h-::n,r

El..l!E.S

Access I}LEJ"-:F_-::;EJ




But we use Conditional Access!

Storm-0501

B

Achieved domain
admin privileges;
targeted devices not
onboarded to
Defender

Tenant 1

2
Attempts to sign in
to Entra ID using a
Global Admin user

were blocked by

conditional access
and MFA

Cloud

On-premises

B

Performed DCSync
attack to extract
credentials.

5

Moved laterally
using Evil-WinRM,
leveraging
compromised Entra
Connect Sync server

— Reconnaissance
using AzureHound
to enumerate users,
roles, and Azure
resources

Compromised a
second Entra
Connect server.
Repeat
reconnaissance
process

|
8

Traversed Active
Directory domains

Tenant 2

Accessed Azure
portal as a Global
Admin account

Moved laterally until
they found a hybrid
joined device to
satisfy conditional
access

|dentified a non-
human synced
identity with Global
Admin role. Reset
password, assign
MFA




Identity In Transit attacks & Conditional Access

<" CONDITIONAIACCESS & MFA -

* Bob logs In

» Satisfies Conditional Access + MFA / 4 A

» Bearer token / JWT created on host ,,j " N

* Attacker harvests token | A5 -

» Attacker uses token from their host ﬁ 2_ ‘., 2»/ " 2 |

y YOU HAVE NO Pﬂwiillﬁﬂi




But we use Conditional Access with Continuous
Access Evaluation

BOB’s Workstation Azure




But we use Conditional Access with Continuous
Access Evaluation

BOB’s Workstation Azure

(@)

CAE

I'll jJust use your host



But we use Conditional Access with Continuous
Access Evaluation

I’'m Bob

Hi Bob!

I'll jJust use your host



Privileged Access Management

 PAM / JIT / CAP are all powerful tools that should be used



Privileged Access Management

» User login sessions create artifacts that can be abused



Privileged Access Management

 Attackers don't need the password, they steal sessions



Privileged Access Management

 PAM secures ldentities At Rest, not what happens next



Endpoint & Identity Detection Response



Endpoint & Identity Detection and Response

Anonymous Login

. g Process Injection




Endpoint & Identity Detection and Response

o—oLNéo

These tools
observe what
happens.




Endpoint & Identity Detection and Response

o
O—O:—N;‘—O

They detect the symptom, not the condition.




Case Study:

» Advanced organization, modern controls, strong defense



Case Study:

» How about Command and Control (C2) in Perl?



Case Study:

» Attackers are now only limited by their creativity



Nation state attacker tradecraft, for everyone!

&

Yesterday’s Attacker:

Manual
Expensive

Repeatable TTPs



Endpoint & Identity Detection and Response

| don't need to beat the E/ITDR, | just need to beat



Endpoint & Identity Detection and Response

* E/ITDR monitor systems & behaviors — often miss structure



Endpoint & Identity Detection and Response

 Lateral movement can look legitimate and go undetected



Endpoint & Identity Detection and Response

* Al/LLMs are lowering the bar for advanced attacks



Endpoint & Identity Detection and Response

* Even once detected, attacker may have moved on



° = 79
How

Attack Paths
Bypass Controls

The Scale of Attack Path
Attack Paths Management




How can we quantify this problem?

The count of unique attack paths...
using any available abuseable relationship...

between any identity to a destination
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More Wore
ldentities Attack Paths

oK
10K
20K

40k 752N

Average unique Attack Path count to Privileged Identities/Resources in Microsoft AD / Entra ID




And like all problems, worse with Al

Every Al agent needs an identity

NHIs outhumber Humans 20-to-1

Growth in NHIs this year

Sources: CyberArk State of Machine Identity Report and 2024 ESG NHI Report



https://www.cyberark.com/state-of-machine-identity-security-report/
https://www.appviewx.com/blogs/key-takeaways-from-the-2024-esg-report-on-non-human-identity-nhi-management/
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. . L
The continuous discovery, T

mapping, and risk assessment
of Attack Path Choke Points.

Attack Path
Management




Getting started with Attack Path Management

1. Understand that “Attack path” is not a red team buzzword



Getting started with Attack Path Management

2. Use BloodHound to visualize attack paths



Getting started with Attack Path Management

3. ldentify and prioritize attack path choke points



Getting started with Attack Path Management

4. Once established, address hybrid attack path risk



Getting started with Attack Path Management

5. Track and report Key Performance Indicators (KPIs)
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E 2025 Data Breach
ini Investigations Report

== Microsoft
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CROWDSTRIKE

‘Implement least-privilege

access principles.”
CrowdStrike 2025 Global Threat Report

"‘Restrict Administrator
Privileges to Dedicated

Administrator Accounts”
Verizon 2025 DBIR

“Govern permissions to ensure
Identities have only the

privileges they need.”
Microsoft 2024 Digital Defense Report



|||||||||

IIIIIIIII

..........




1. “Attack Path” is not a red team buzzword

Attack Paths are violations/vulnerabilities of privilege boundaries



. Use BloodHound to visualize Attack Paths

Search Q SEARCH © PATHFINDING </> CYPHER X e JASON@PHANTOM.CORP
® © JASON@PHANTOM.CORP — Object Information
| i "
& DOMAIN ADMINS@PHANTOM.CORP Hace Type: L
Display Name: jason
Object ID:
S$-1-5-21-2697957641-2271029196-387917394-2249
ACL Inheritance Denied: TRUE
_ _ HasSession | Allows Unconstrained Delegation: FALSE
DCO1.PHANTOM.CORP
- = —p N a Created: 2023-11-07 01:03 PST (GMT-0800)
o .
ADMINISTRATORS @PHANTOM.CORP - MemberOf Distinguished Name:
v - WriteDad! CN=DCO01.PHANTOM.CORPCN=USERS,DC=PHANTOM,DC=C...
CoerceAndRelayNTLMToSMB P, = _
: GeneroWrite : Do Not Require Pre-Authentication: FALSE
AdminTo HasSession WriteOwner 7 f
PAYMENTO1.PHANTOM.CORP —— HasSession “» SVC_PAYADMIN@PHANTOM.CORP — AddMember % DOMAIN ADMINS@PHANTOM.CORP Damein EQDs: EHANIOM.CORER
I Ed
; v
~___ AdminTo U Domain SID:  S-1-5-21-2697957641-2271029196-387917394
DOMAIN USERS@PHANTOM.CORP — MemberOf -» AUTHENTICATED USERS@PHA_NTOM.CORP MemberOf
= . Enabled: TRUE
: e Q
o . -
ALICE-LAPTOP.PHANTOM.CORP  HasSassion! — » ADMINISTRATOR@PHANTOM.CORP MemberOf Last Logon (Replicated): 2024-02-21 01:32 PST (GMT-0800)
v
AdminTo v , U
8 Last Logon: 2024-02-21 01:34 PST (GMT-0800)
, HasSession
MemberOf ~ = Last Seen by BloodHound:
e " 2025-04-26 11:15 PDT (GMT-0700)
AM-WIN10-DEV02.PHANTOM.CORP -HasSession ——» ANDY@PHANTOM.CORP
Marked Sensitive: FALSE
Y Owner SID:
JASON@PWOM-CORP S$-1-5-21-2697957641-2271029196-387917394-512
Password Last Set: 2023-11-07 09:03 PST (GMT-0800)
Password Never Expires: TRUE
Password Not Required: FALSE
SAM Account Name: jason
Trusted For Constrained Delegation: FALSE

»



2. Use BloodHound to visualize Attack Paths

- Q SEARCH € PATHFINDING </> CYPHER

® & AUTHENTICATED USERS@PHANTOM.C

©) GLOBAL ADMINISTRATOR@PHANTOM(

| Azure Entra ID

X (O) GLOBAL ADMINISTRATOR@PHANTOMC.. A
I I L I I L I I L I

— Object Information

Node Type: AZRole
Display Name: Global Administrator
oD
GLOBAL ADMINISTRATOR@PHANTOMCORP Object ID:
=_ 62E90394-69F5-4237-9190-012177145E10@7Y67V8G4-G4DD-
6Y87-8764-8S23KJRE9834
Description:

Can manage all aspects of Microsoft Entra ID and Microsoft
services that use Microsoft Entra identities.

AZHasﬂole

Enabled: TRUE
Is Built In: TRUE

Last Seen by BloodHound:  2025-04-26 11:15 PDT (GMT-0700)
RHADMIN_PHANTOMCORP.ONMICROSOFT.COM#EXT#@PHANTOMCORP.ONMICROSOFT.COM

o’

Role Template ID: 62e90394-69f5-4237-9190-012177145e10

' I EaN § IS O S O S R Mg SincadToEntaUsery 5

B DCO1.PHANTOM.CORP - MemberOf —» ADMINISTRATORS @PH

A4

b4

4 »

I |
CoerceAndRelayNTLMToSMB

|

I AUTHENTICATED USERS@PHANTOM.CORP

A Tenant ID: 7Y67V8G4-GADD-6Y87-8764-8S23KJRES834
] [ ] ] ] BN | . ] [ ] ] ]
—— ’ + Active Assignments 29
____———WiriteDacl ————— = AA
——
ORP RHADMIN@PHANTOM.CORP + Approvers 0
—
————— GenericWrite . 4
~ WriteOwner — -

Active Directory =
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3. Ildentify and Prioritize Attack Path Choke Points

N

Choke Point



3. Identify and Prioritize Attack Path Choke Points

Attack Paths

. Removed:
8




3. Ildentify and Prioritize Attack Path Choke Points

Attack Paths

. Removed:
13




3. Ildentify and Prioritize Attack Path Choke Points

Attack Paths

. Removed:
16




3. Identify and Prioritize Attac

v Saved Queries

- CDEDO

Platforms
Active Directory - Categories b Source

Active Directory
Servers where Domain Users can RDP

Active Directory, Dangerous Privileges

Dangerous privileges for Domain Users groups
Active Directory, Dangerous Privileges

Domain Admins logons to non-Domain Controllers
Active Directory, Dangerous Privileges

Kerberoastable members of Tier Zero / High Value groups
Active Directory, Kerberos Interaction

All Kerberoastable users
Active Directory, Kerberos Interaction

Kerberoastable users with most admin privileges
Active Directory, Kerberos Interaction

AS-REP Roastable users (DontReqPreAuth)

Active Directory, Kerberos Interaction

Shortest paths to systems trusted for unconstrained delegation

Active Directorv. Shortest Paths

RPATTON@TITANCORP.LOCAL
4

GanaricAll
TITANCORPCVG14.TITANCORP.LOCAL
_ Adminfu_ ——__ AdminTo——— AdminTo -

)

DOMAIN USERS@TITANCORP. LOCAL — AdminTo — TITANCORPCVGOS. TITANCORP.LOCAL -

= AdminTo——— AdminTo_——— AdminTo

(

)

. —————
AdminTe  TITANCORPCVGO4.TITANCORP.LOCAL:

) ¢

A I
TITANCORPCVG18.TITANCORP.LOCAL

(

Initial Access Choke Points:
Privileges held by large groups

k Path Choke Points

= Q SEARCH © PATHFINDING </> CYPHER

A Saved Queries

1 MATCH p = (n:U
2 WHERE c.isdc = True
3 RETURN p

SVC_DOMAINJOIN@PHANTOM.CORP

Owns

[J Auto-run selected query

-:Computer)

» DCO01.PHANTOM.CORP

Destination Choke Points:
Privileges over critical identities
and resources



3. Ildentify and Prioritize Attack Path Choke Points




3. Ildentify and Prioritize Attack Path Choke Points

_______q




3. Ildentify and Prioritize Attack Path Choke Points




4. Once Established, Address Hybrid Attack Path Risk

Storm-0501's . .
evolving techniques Ensure separate user accounts and mail forwarding
lead to cloud- for Global Administrator accounts

based ransomware

LR Personal email accounts are regularly phished by cyber attackers, a risk that

makes personal email addresses unacceptable for Global Administrator
N @3 accounts. To help separate internet risks from administrative privileges, create

(‘) wenws Dungs [ receseticret R dedicated accounts for each user with administrative privileges.

Global Admin user portal as a Global

Storm-0501 were blocked by Admin account
conditional access

and MFA

e Be sure to create separate accounts for users to do Global Administrator

tasks.
Dcsyne Reconnaissance C;)enggrr‘on;izfga — Moved laterally until . . | - :
B i o s e feund e Make sure that your Global Administrators don't accidentally open emails
dec Blak roles, and Azure reconiF;ieszgnce satisfy conditional
poces _ or run programs with their administrator accounts.

|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
I
|
|
|
|
|
|

|
E &5 & | &

. ldentified a non-

e Be sure those accounts have their email forwarded to a working mailbox.

Global Administrator (and other privileged groups) accounts should be

Achieved domain —— Moved laterally :
admin privileges; using Evil-WinRM, Traversed Active
targeted devices not leveraging Directory domains
onboarded to compromised Entra
Defender Connect Sync server

human synced
identity with Global
Admin role. Reset
password, assign
MFA

cloud-only accounts with no ties to on-premises Active Directory.

Tenant 1 Tenant 2



4. Once Established, Address Hybrid Attack Path Risk

v Saved Queries

. @€ O

Platforms
Azure v Categories v Source v

Azure

AZure, Lross riatrorim Amack rFains

On-Prem Users synced to Entra Users with Entra Admin Roles (direct)
Azure, Cross Platform Attack Paths

On-Prem Users synced to Entra Users with Entra Admin Roles (group
delegated)

Azure, Cross Platform Attack Paths

On-Prem Users synced to Entra Users with Azure RM Roles (direct)
Azure, Cross Platform Attack Paths

On-Prem Users synced to Entra Users with Azure RM Roles (group
delegated)

Azure, Cross Platform Attack Paths

On-Prem Users synced to Entra Users that Own Entra Objects
Azure, Cross Platform Attack Paths

On-Prem Users synced to Entra Users with Entra Group Membership
Azure, Cross Platform Attack Paths

JACK@PHANTOM.CORP —— SyncedToEntraUser — » JMILLER@PHANTOMCORP.ONMICROSOFT.COM

U U _— " AZHasRole

GLOBAL;ADGINISTRATOR@ PHANTOMCORP

AZHasRole
GARRET@PHANTOM.CORP — SyncedToEntraUser —» GMILLER@ PHANTOMCORP.ONMICROSOFT.COM
APPLICAT'ON DEVELOPER@PHANTOMCORP
 AZHasRole =y v
DAN@PHANTOM.CORP —— SyncedToEntraUser —» DWILLIAMS@PHANTOMCORP.ONMICROSOFT.COM
V U ) " AZHasRole

SECURITY ADMINISTRATOR@PHANTOMCORP

TREVOR@PHANTOM.CORP — SyncedToEntraUser - » TCOLLINS@ PHANTOMCORP.ONMICROSOFT.COM AZHasRole — » GLOBAL READER@PHANTOMCORP

A 4 o/ A4



6. Track Key Performance Indicators (KPIs)

Baseline Remediations Scope
» # of attack paths to * # of resolved choke points * # of identities
privileged identities - # of resolved attack paths . # of privileged identities

« # of Choke Points (findings) * Remediation cycle time « # of relationships




Attackers see a map, do you?

MGM Resorts to Pay $45M to Settle Data |
Breach Lawsuit A HIPAA

Become HIPAA Compliant HIPAA Checklist HIPAA News HIPAA Breach News Cybersecurity News HIPAA

Compliance Pros Hub Small Practices Hub Business Associate Hub Health Tech Vendors HIPAA Training

Change Healthcare Increases Ransomware
Victim Count to 192.7 Million Individuals

Microsoft | MSRC Reportanissue «»  Customer guidance ~  Engage ~ Who we ar

, Dark Reading

Blog / 2024 / 03 / update on microsoft actions following attack by nation state actor midnight blizzar

Update on Microsoft Actions Following Attack by
Nation State Actor Midnight Blizzard v

MSRC / By MSRC / March 8, 2024 WVAVAS 5
_— . - - > > > W \
Q CYBERSECURITYDIVE  Deep Dive Library Events Press Releases Topics v ttack that was detected by the Microsoft / ~

»n January 19, the security team detected
nediately activated our response process.

What we knOW about the SnOWﬂake itified the threat actor as Midnight
customer attacks own as NOBELIUM.

Analysts and threat hunters warn more companies are confronting significant

exposure from the identity-based attacks, and damages are spreading.

m Matt Kapko

<




Even the strongest security stack (MFA, Conditional Access, EDR, PAM) can be
sidestepped through identity attack paths across hybrid environments.

Individual access or privilege decisions may look safe in isolation but combined they
create invisible collisions that attackers exploit like the SalesLoft Breach

Treat attack paths as measurable, trackable risks. Use BloodHound Community
Edition to get started visualizing attack paths, BloodHound Enterprise to
automatically identify choke points and remediate continuously. What you can
see, you can control.



A B¢
q
q
(] .
( ,
o
( — A —
B ’
- | |
52 B () L « -
. - T 65
"= . \AA»“. _
. = ad
- = =5
e -
® |



	Blank Slide Template
	Slide 1: Exposing Hidden Attack Paths:  How Threats Get Past Your Best Defenses
	Slide 2: A Quick Shoutout to Dirk-Jan Mollema
	Slide 3
	Slide 4: “We Did Everything Right…”
	Slide 5: “….So Why Are We Still Getting Breached?”
	Slide 6
	Slide 7
	Slide 8: Attack Paths pivot through hybrid environments
	Slide 9: Attack Paths pivot through hybrid environments
	Slide 10: Salesloft Breach Attack Path
	Slide 11
	Slide 12
	Slide 13: Identity Governance and Administration
	Slide 14: Identity Governance and Administration
	Slide 15: Identity Governance and Administration
	Slide 16: Identity Governance and Administration
	Slide 17: Identity Governance and Administration
	Slide 18: Individual access decisions appear benign
	Slide 19: …but form access collisions invisible to IGA
	Slide 20: Which form Attack Paths 
	Slide 21: Identity Governance and Administration
	Slide 22: Identity Governance and Administration
	Slide 23: Identity Governance and Administration
	Slide 24: Privileged Access Management
	Slide 25: Privileged Access Management
	Slide 26: Privileged Access Management
	Slide 27: Privileged Access Management
	Slide 28: Identity States during Authentication Flow
	Slide 29: Case Study:  2024 Snowflake Attack
	Slide 30: Recommendations in the Authentication Flow
	Slide 31: But we use Conditional Access!
	Slide 32: Identity In Transit attacks & Conditional Access
	Slide 33: But we use Conditional Access with Continuous Access Evaluation
	Slide 34: But we use Conditional Access with Continuous Access Evaluation
	Slide 35: But we use Conditional Access with Continuous Access Evaluation
	Slide 36: Privileged Access Management
	Slide 37: Privileged Access Management
	Slide 38: Privileged Access Management
	Slide 39: Privileged Access Management
	Slide 40: Endpoint & Identity Detection Response
	Slide 41: Endpoint & Identity Detection and Response
	Slide 42: Endpoint & Identity Detection and Response
	Slide 43: Endpoint & Identity Detection and Response
	Slide 44: Case Study:  Red Team Engagement
	Slide 45: Case Study:  Red Team Engagement
	Slide 46: Case Study:  Red Team Engagement
	Slide 47: Nation state attacker tradecraft, for everyone!
	Slide 48: Endpoint & Identity Detection and Response
	Slide 49: Endpoint & Identity Detection and Response
	Slide 50: Endpoint & Identity Detection and Response
	Slide 51: Endpoint & Identity Detection and Response
	Slide 52: Endpoint & Identity Detection and Response
	Slide 53
	Slide 54: How can we quantify this problem? 
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65: And like all problems, worse with AI
	Slide 66
	Slide 67
	Slide 68: Getting started with Attack Path Management
	Slide 69: Getting started with Attack Path Management
	Slide 70: Getting started with Attack Path Management
	Slide 71: Getting started with Attack Path Management
	Slide 72: Getting started with Attack Path Management
	Slide 73
	Slide 74
	Slide 75: 1. “Attack Path” is not a red team buzzword 
	Slide 76: 2. Use BloodHound to visualize Attack Paths
	Slide 77: 2. Use BloodHound to visualize Attack Paths
	Slide 78
	Slide 79: 3. Identify and Prioritize Attack Path Choke Points
	Slide 80: 3. Identify and Prioritize Attack Path Choke Points
	Slide 81: 3. Identify and Prioritize Attack Path Choke Points
	Slide 82: 3. Identify and Prioritize Attack Path Choke Points
	Slide 83: 3. Identify and Prioritize Attack Path Choke Points
	Slide 84: 3. Identify and Prioritize Attack Path Choke Points
	Slide 85: 3. Identify and Prioritize Attack Path Choke Points
	Slide 86: 3. Identify and Prioritize Attack Path Choke Points
	Slide 87: 4.  Once Established, Address Hybrid Attack Path Risk
	Slide 88: 4.  Once Established, Address Hybrid Attack Path Risk
	Slide 89: 6.  Track Key Performance Indicators (KPIs)
	Slide 90: Attackers see a map, do you?
	Slide 91
	Slide 92: Exposing Hidden Attack Paths:  How Threats Get Past Your Best Defenses


