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A Quick Overview of 
Active Directory 
Certificate Services
Security



aka “AD CS”



aka “a baroque disaster”



AD CS Overview

•A very Microsoft implementation of

Public Key Infrastructure (PKI)

•Available since Server 2000

•Simplifies & standardizes common PKI tasks

•Tightly integrated with Active Directory

•Enables Certificate-Based Authentication

•Just enough configuration available to shoot 

yourself directly in the foot
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AD CS Overview

•A very Microsoft implementation of

Public Key Infrastructure (PKI)

•Available since Server 2000

•Simplifies & standardizes common PKI tasks

•Tightly integrated with Active Directory

•Enables Certificate-Based Authentication

•Just enough configuration available to ensure 

you step on at least one rake
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A Watershed Moment…

Active Directory Certificate 

Services-based Privilege 

Escalation Attacks Targeting 

Templates, Certification 

Authorities, and other PKI-

related objects

…a mouthful.
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Hindsight is Always 20/20

•Early 2016: KeyFactor – ESC6

•Fall 2016: Benjamin Delpy

•Summer 2019: Elkement – ESC4

•Summer 2020: Elkement – ESC1

•Fall 2019: Christoph Falta – ESC1 & ESC4

•Fall 2020: Maciej Kosz & Mike Jankowski-Lorek – ESC1 & ESC6

•Fall 2020: Carl Sörqvist – ESC1

•Fall 2020: Ceri Coburn



Hindsight is Always 20/20

•Early 2016: KeyFactor – ESC6

•Fall 2016: Benjamin Delpy

•Summer 2019: Elkement – ESC4

•Summer 2020: Elkement – ESC1

•Fall 2019: Christoph Falta – ESC1 & ESC4

•Fall 2020: Maciej Kosz & Mike Jankowski-Lorek – ESC1 & ESC6

•Fall 2020: Carl Sörqvist – ESC1

•Fall 2020: Ceri Coburn
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•Certifried + Eight new ESCs

•Red Team/Pentesters LOVE ESCs

•APT29 used ESC1 in early 2022

•Strong Enforcement mode & other fixes

•Oliver Lyak, Institut for Cyber Risk

•Sylvain Heineger, Compass Security

•Hans-Joachim Knobloch, m2trust

•Jonas Bülow Knudsen, SpecterOps

•Justin Bollinger, TrustedSec
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•Popular Free AD CS-specific Tools that 

dig a bit deeper:

•Certify

•Certipy

•PSPKIAudit

•Locksmith (shameless, I know)



Common ESCs



Domain Escalation 4 aka ESC4

•Description: Vulnerable access controls

•Impacted Objects: Certificate templates

•Risk: Info-Critical 

•Remediation: Principle of Least Privilege



Domain Escalation 5 aka ESC5

•Description: Vulnerable access controls

•Impacted Objects: Any other PKI object

•Risk: Info-Critical 

•Remediation: Principle of Least Privilege



Domain Escalation 1 aka ESC1

•Description:

•Template usable for Client Authentication

•Subject Alternative Name (SAN) allowed

•”Manager Approval” not required

•Enabled for enrollment 

•Low-privileged principals can enroll

•Risk: Low-Critical 

•Remediation: Very situation-specific



Other Common Vulnerabilities

•ESC2 – SubCA/Any Purpose

•Common in virtualized environments

•ESC6 – SAN on Everything!

•Common in MDM environments

•Mostly neutered by Strong Mapping

•ESC8 – NTLM Relay to Enrollment Endpoints

•extremely common in older AD CS 

deployments 
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•ESC2 – SubCA/Any Purpose

•Common in virtualized environments

•ESC6 – SAN on Everything!

•Common in MDM environments

•Mostly neutered by Strong Mapping

•ESC8 – NTLM Relay to Enrollment Endpoints

•extremely common in older AD CS 

deployments 

PS C:\> certutil -getreg Policy\EditFlags
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services
\
CertSvc\Configuration\LabRootCA1\PolicyModules\
CertificateAuthority_MicrosoftDefault.Policy\
EditFlags:

  EditFlags REG_DWORD = 150146 (1376582)
    EDITF_REQUESTEXTENSIONLIST -- 2
    EDITF_DISABLEEXTENSIONLIST -- 4
    EDITF_BASICCONSTRAINTSCRITICAL -- 40 (64)
    EDITF_ENABLEAKIKEYID -- 100 (256)
    EDITF_ENABLEDEFAULTSMIME -- 10000 (65536)
    EDITF_ATTRIBUTESUBJECTALTNAME2 -- 40000 (262144)
    EDITF_ENABLECHASECLIENTDC -- 100000 (1048576)
CertUtil: -getreg command completed successfully.



Other Common Vulnerabilities

•ESC2 – SubCA/Any Purpose

•Common in virtualized environments

•ESC6 – SAN on Everything!

•Common in MDM environments

•Mostly neutered by Strong Mapping

•ESC8 – Relay to HTTP/S Enrollment Endpoints

•Extremely common in older AD CS 

deployments 



Combinations &
Attack Paths



ESC4 → ESC1 

•Required Conditions:

•Low-privileged principals have Dangerous Rights 

on a Certificate Template object

•The Certificate Template is enabled for enrollment on 

one or more Certification Authorities (CA)

•Attacker Process:

•Modifies the vulnerable ESC4 template to match 

ESC1 conditions

•Requests a certificate containing the SAN of a Tier 0 

principal

•Authenticates as Tier 0 principal
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ESC4 → ESC1 

•Required Conditions:

•Low-privileged principals have Dangerous Rights on 

a Certificate Template object

•The Certificate Template is Enabled for enrollment on 

one or more Certification Authorities (CA)

•Attacker Process:

•Modifies the vulnerable ESC4 template to match 

ESC1 conditions

•Requests a certificate containing the SAN of a Tier 0 

principal

•Authenticates as Tier 0 principal

.\Rubeus.exe asktgt 
/user:Administrator 
/certificate:.\Demo1.pfx 
/aes256 /ptt



ESC4 + ESC5 = ESC1 

•Required Conditions:

•Low-privileged principals have Dangerous Rights on 

a Certificate Template object

•Low-privileged principals have Dangerous Rights 

on an Enrollment Services object (aka Issuing CA)

•Attacker Process:

•Modifies ESC4 template → ESC1 

•Modifies CA object to enable ESC1 template for 

enrollment

•Requests certificate as Tier 0 principal and 

Authenticates
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Limitations of
Popular
AD & AD CS
Security Tools



General AD Security Tools

•Purple Knight – Great for AD CS 

misconfigurations but not for attack paths

•Forest Druid – Great for attack paths! But no 

full AD CS coverage yet 

•BloodHound – Great for attack paths! Can be 

overwhelming for non-security folks

•PingCastle – Good for AD CS 

misconfigurations but not for attack paths
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AD CS-specific Security Tools

•Certify

•Individual vulnerabilities only

•No risk/severity ratings

•Requires manual compilation

•Certipy

•Individual vulnerabilities only (but with 

remarks when multiple vulnerabilities could 

interact)

•No risk/severity ratings

•Written in Python 

_____          _   _  __
  / ____|        | | (_)/ _|
 | |     ___ _ __| |_ _| |_ _   _
 | |    / _ \ '__| __| |  _| | | |
 | |___|  __/ |  | |_| | | | |_| |
  \_____\___|_|   \__|_|_|  \__, |
                             __/ |
                            |___./
  v2.0.0

certipy req \
    -u 'attacker@corp.local' -p 'Passw0rd!' \
    -dc-ip '10.0.0.100' -target 'CA.CORP.LOCAL' \
    -ca 'CORP-CA' -template 'VulnTemplate' \
    -upn 'administrator@corp.local' -sid '...-500'
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AD CS-specific Security Tools

•PSPKIAudit

•Individual vulnerabilities only

•No risk/severity ratings

•Only covers ESC1-8

•No longer maintained

•Locksmith

•No visualization of combo attacks

•Requires AD PowerShell module

_____   _____ _____  _  _______                   _ _ _
 |  __ \ / ____|  __ \| |/ /_   _|   /\            | (_) |
 | |__) | (___ | |__) | ' /  | |    /  \  _   _  __| |_| |_
 |  ___/ \___ \|  ___/|  <   | |   / /\ \| | | |/ `  | | __|
 | |     ____) | |    | . \ _| |_ / ____ \ |_| | (_| | | |_
 |_|    |_____/|_|    |_|\_\_____/_/    \_\__,_|\__,_|_|\__|
  v0.3.8

 _       _____  _______ _     _ _______ _______ _____ _______ _     _
 |      |     | |       |____/  |______ |  |  |   |      |    |_____|
 |_____ |_____| |_____  |    \_ ______| |  |  | __|__    |    |     |
     .--.                  .--.                  .--.
    /.-. '----------.     /.-. '----------.     /.-. '----------.
    \'-' .---'-''-'-'     \'-' .--'--''-'-'     \'-' .--'--'-''-'
     '--'                  '--'                  '--'
                                                       v2025.9.8.9
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Introducing:

ESCalator



“A tiny tool built
for identifying and 
abusing AD CS issue 
combinations that may not 
be readily obvious”



Demo 1

Finding Combinations

+ 

Attack Planning





Demo 2

ESC4 → ESC1 





Demo 3

ESC4 + ESC5 = ESC1





Demo 4

ESC5 + ESC5 = ESC1





Key Takeaways

•New AD CS attacks are continually being 

developed 

•AD CS is still very easy to misconfigure 

•Low- and Medium-priority issues can stack 

quickly and go unnoticed and undefended 

when automated
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Questions?
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