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Principal Security Consultant
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Husband, Dad, Recovering Sysadmin
25 years in Information Technology
Member of the Semperis BP & R Team
Microsoft MVP for Identity + PowerShell

Builder of Tools and Toys
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Certificate Services
Security




J

*ﬂ
HYBRID
@ A A IDENTITY

//Q// [ PROTECTION
| N conf25
CHARLESTON

aka “AD CS”
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aka “a baroque disaster”
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L5l certsry - [Certification Authority (CA)]

A very Microsoft implementation of Fle Action View Help

-=ti:§' 'Z{Z?f* HE N I] | B

Public Key Infrastructure (PKI) 5 Certication Authority (CA) | Name Descriptor

3;] LabRoctCAT1 Certification Authority

v o LabRootCA1
| Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests
| Certificate Templates
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e Available since Server 2000

AD CS Overview
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S Certificate Templates Console
File Action View Help

| | ]| 4 0 B

&l Certificate Templates (DC.horselab) || Tem plate Display Name

-,j Administrator

W& Authenticated Session

2] Basic EFS

-j CA Exchange

-_T| CEP Encryption

'j Code Signing

2] Com puter

-_il Cross Certification Authority

. " gn [ ',il Demol

*Simplifies & standardizes common PKI tasks T oeres

',il Demod

& Directory Email Replication

2 Domain Controller

15 Domain Controller Authentication

5] EFS Reco very Agent

1% Enroliment Agent

',il Enrollment Agent (Computer)

j Exchange Enrollment Agent (Offline reg

] Exc hange Signature Only

5 Exc hange User

] IPSec

] IPSec (Offline request)

j Kerberos Authentication

-j Key Recovery Agent

5] OCSP Response Signing

-,j RAS and |AS Server

£ >

Manages certificate templates that can be used by enterprise certification authorities (CAs)
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% ADSI Edit

File Action View Help
S |:lr . I_u l‘

2 ADSI Edit
v 5 Configuration [DC.horse.lab]
v | | CN=Configuration,DC=horse DC=lab
- CN=DisplaySpecifiers
| CN=Extended-Rights
- CM=ForestUpdates
| CM=LeostAndFoundConfig
| CN=NTD5 Quotas
| CMN=Partitions
| CM=Physical Locations
CM=5ervices
. CN=AuthN Pclicy Configuration
* Tightly integrated with Active Directory S
| CM=Group Key Distnbution Service
| CM=Microsoft 5PP
| CN=Msmagbervices
| CM=Nethervices
| CN=Public Key Services
| CN=AIA
| CHN=CDP
| CN=Certificate Templates
| CM=Certification Authorities
| CM=Enrollment Services
| CN=KRA
| CN=0ID
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user Properties

Published Cerificates Member Of Password Replication Dialin  Object
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Attribute Editor

General Address ACC Profile Telephones Ornganization

User logon name:

@horse b

User logon name (pre-Windows 2000):

Logon Hours... Log On To...
Demcl Properties
Unlock account _
[]Un y I Subject Mame lzsuance Requirements
. General Compatibiity Request Handling Cryptography Key Attestation

Account options: = . = _
phians Superseded Templates Extensions Secunty Server

[] Store password using reversible encryption

To modify an extension, select it, and then click Edit.

T ———————— Extensions included in this template:
[ o a5 W i L. ]

|:| Application Policies
| -

Account expires Basic Constraints

(@) Never Cerificate Template Information
() End of: Vednesday, October 15, 2025 Issuance Policies

b || Key Usage

[ LY

Enables Certificate-Based Authentication :

Description of Application Policies:

Any Purpose
Client Authentication
Smart Card Logon

Apply
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A very Microsoft implementation of

Public Key Infrastructure (PKI)
*Available since Server 2000
«Simplifies & standardizes common PKI tasks
* Tightly integrated with Active Directory
Enables Certificate-Based Authentication

*Just enough configuration available to ensure

you step on at least one rake
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Early 2016: KeyFactor

Hidden Dangers: Certificate Subject
Alternative Names (SANS)

January 7, 2016




*Fall 2016: Benjamin Delpy

AD CS Security Pre-History

. HHHHH .
HE D HH.
H# / \ ##
HH \ / ##
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Sizzle @ hackthebox — Unintended:
Getting a Logon Smartcard for the

Summer 2019: Elkement

Domain Admin!

Written by elkement in Control and IT, Cyber, punktwissen, Science and Technology on June 1, 2019
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Impersonating a Windows
Enterprise Admin with a

N e i Ccrtificate: Kerberos PKINIT from
Linux

Written by elkement in Control and IT, Cyber, punktwissen, Science and Technology on June 21, 2020
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1

[0 README Z[2 BSD-3-Clause license

PoshADCS

PoshADCS is the result of my current research in finding

*Fall 2019: Ch FIStOph Falta attack paths against an Active Dircetory Domain through

ADCS (Active Directory Certificate Services). The script is still
In a very beta-stage at the moment so use it only if you know

what you are doing.
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One of the commonly recommended solutions to increase the security of
user accounts in the on-premise Active Directory is to require two-factor
authentication using Smart Cards. Not everyone knows that Windows
Smart Card implementation has undergone a significant change years ago
that has not been clearly reflected in the publicly available documentation.

Since Public Key Infrastructure (PKI) security is not a typical piece of
knowledge, therefore many enterprises may be at risk.

September 15, 2020  Written by: CQURE Experts 10 min read

The tale of
-Fall 2020: Maciej Kosz & Mike Jankowski-Lorek  [{ NSl oEeToTet=Yo lC=YY

(mis)Usage
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Supply in the Request Shenanigans

Posted by

*Fall 2020: Carl Sorqvist
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Attacking Smart Card Based Active Directory Networks

Posted on

*Fall 2020: Ceri Coburn
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A Watershed Moment

Summer 2021:
Will Schroeder &

Lee Chagolla-Christensen
Released “Certified Pre-Owned”

Certified Pre-Owned

Abusing Active Directory Certificate Services
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A Watershed Moment

Summer 2021:
Will Schroeder &

Lee Chagolla-Christensen
Released “Certified Pre-Owned”

140 pages of gold:

Certified Pre-Owned

Abusing Active Directory Certificate Services
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A Watershed Moment

Summer 2021:
Will Schroeder &

Lee Chagolla-Christensen
Released “Certified Pre-Owned”

140 pages of gold:
Certlflcate Theft Certified Pre-Owned

Abusing Active Directory Certificate Services
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A Watershed Moment

Summer 2021:
Will Schroeder &

Lee Chagolla-Christensen
Released “Certified Pre-Owned”

140 pages of gold:
Certlflcate Theft Certified Pre-Owned

Abusing Active Directory Certificate Services

Persistence
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Summer 2021:
Will Schroeder &

Lee Chagolla-Christensen
Released “Certified Pre-Owned”

140 pages of gold:
Certificate Theft
Persistence

Privilege Escalation

A Watershed Moment

Certified Pre-Owned

Abusing Active Directory Certificate Services




! ) = A Watershed Moment

CHARLESTON

And this absolute banger...
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Active Directory Certificate
Services-based Privilege
Escalation Attacks Targeting
Templates, Certification
Authorities, and other PKI-
related objects



! ) = A Watershed Moment...
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Active Directory Certificate
Services-based Privilege
Escalation Attacks Targeting
Templates, Certification
Authorities, and other PKI-
related objects

...a mouthful.
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How about...

...In Marketing?
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How about...

ESC?
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Early 2016: KeyFactor
*Fall 2016: Benjamin Delpy
Summer 2019: Elkement
Summer 2020: Elkement
*Fall 2019: Christoph Falta

Fall 2020: Macie] Kosz & Mike Jankowski-Lorek
Fall 2020: Carl Sorqvist
*Fall 2020: Ceri Coburn
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Early 2016: KeyFactor — ESC6

Summer 2019: Elkement — ESC4
Summer 2020: Elkement — ESC1
Fall 2019: Christoph Falta — ESC1 & ESC4

Fall 2020: Macie] Kosz & Mike Jankowski-Lorek — ESC1 & ESC6
*Fall 2020: Carl Sorqvist — ESC1
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CHARLESTON

Certifried + Eight new ESCs

*Oliver Lyak, Institut for Cyber Risk
*Sylvain Heineger, Compass Security
*Hans-Joachim Knobloch, m2trust
«Jonas Bulow Knudsen, SpecterOps

*Justin Bollinger, TrustedSec



! ) Modern AD CS Security

CHARLESTON

Certifried + Eight new ESCs

*Oliver Lyak, Institut for Cyber Risk Certifried, ESC9, 10, 16
*Sylvain Heineger, Compass Security ESC11
*Hans-Joachim Knobloch, m2trust ESC12

«Jonas Bulow Knudsen, SpecterOps ESC13, 14
*Justin Bollinger, TrustedSec ESC15
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‘Red Team/Pentesters LOVE ESCs
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*APT29 used ESC1 in early 2022
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*Strong Enforcement mode & other fixes
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*Popular Free AD Security Tools that
analyze AD CS vulnerabilities:

*Purple Knight
*Forest Druid

*BloodHound
*PingCastle
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*Popular Free AD CS-specific Tools that
dig a bit deeper:
Certify
Certipy
*PSPKIAudit

Locksmith
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Got AD CS¢?

*Popular Free AD CS-specific Tools that

> dig a bit deeper:
o Certify

*Certipy
Invoke-Locksmith PSPKIAudit

*Locksmith (shameless, | know)
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Demel Properties
General Compatibiity PFeqguest Handling Cryptography  Key Attestation

Subject Mame lzsuance Requirements

Superseded Templates Extensions Security Server

42 Domain Admins (horse\Domain Admins)
22 Domain Users horse’\Domain Users)

2% Enterprise Admins (horse’\Enterprise Admins) ® D e S C ri pti O n : Vu I n e ra b I e a CCe S S CO n t rO I S

*Impacted Objects: Certificate templates

Bl
=

*Risk: Info-Critical

Autoenroll

(& &) &

Remediation: Principle of Least Privilege

For special pemmissions or advanced settings, click
Advanced.




- Domain Escalation 5 aka ESC5

CHARLESTON

CA Properties

(aeneral Operating System Member Of Delegation Fassword Replication
LAPS location ~ Managed By  Object  Securty  Dialin  Attrbute Editor

& Authenticated Users [ Descri ption : Vu I n era ble acceSS ContrOIS

52 SYSTEM
22 Domain Adminz (horse’\Domain Admins)
22 Cert Publishers fhorse*Cert Publishers)

*|mpacted Objects: Any other PKI object

*Risk: Info-Critical

Create all child objects
Delete all child objects

Allowed to authenticate

A& A E]

Remediation: Principle of Least Privilege

For special permissions or advanced settings, click Advanced. Bt

Cancel
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Demol Properties ? >

superseded Templates Extensions Security Server

| General C atibility Re Dermol Properties ? X - - L]
e Squ:E‘t I:-]Elqmje S ropere ¢ D eSCH ptl O n .
(®) Supply in the reques

Superseded Templates Extensions Securty Server

(General Compatibilty Regquest Handling Cryptography Key Attestation

— —_ *Template usable for Client Authentication

Require the following for enrollment :

() Build from this Active Dit § A centificate manager approval

e ot simps. | DT rumbeof sthorind st *Subject Alternative Name (SAN) allowed

t you require more than one signature, autoenrollment is not allowed.

*"Manager Approval” not required

Include this information ir

Enabled for enrollment

*_ow-privileged principals can enroll

Require the following for reenroliment :

*Risk: Low-Critical
" Control is disabled due to | I S " OW rl I Ca
Requires subject information to be provided within the cerificate

request.

Remediation: Very situation-specific

OK
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Demod Properties

Subject Name |zsuance Requirements
General Compatibility Request Handling Cryptography  Key Attestation
Superseded Templates Extensions Security Server

To modify an extension, select it, and then click Edit.

Extensions included in this template:

|:| Application Policies

Basic Constraints
Cerificate Template Information
lssuance Policies

¥ Key Usage

Description of Application Policies:

None|

Other Common Vulnerabilities

ESC2 — SubCA/Any Purpose

«Common in virtualized environments
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L] L Other Common Vulnerabilities

PS C:\> certutil -getreg Policy\EditFlags
HKEY LOCAL_ MACHINE\SYSTEM\CurrentControlSet\Services

\
CertSvc\Configuration\LabRootCAl1l\PolicyModules\ :
CertificateAuthority MicrosoftDefault.Policy\ .ESC6 I SAN on Everythlng'
EditFlags:

CditFlags REG_DWORD = 150146 (1376582) *Common in MDM environments

EDITF _REQUESTEXTENSIONLIST -- 2
EDITF _DISABLEEXTENSIONLIST -- 4

EDITF_BASICCONSTRAINTSCRITICAL -- 40 (64) .MOStly neUtered by StrOng Mapplng

EDITF_ENABLEAKIKEYID -- 100 (256)
EDITF_ENABLEDEFAULTSMIME -- 10000 (65536)

EDITF_ENABLECHASECLIENTDC -- 100000 (1048576)
CertUtil: -getreg command completed successfully.
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Select one or more roles to install on the selected server.
Roles Description

e

4 (M| Active Directory Certificate Services (1 of 6 installe Certification -ut_ oty -_"':t' .
| Certification Authority (Installed) Enroliment provides a simple Web
[ ] Certificate Enrollment Policy Web Service interface that allows users to

— perform tasks such as request and

[] Web Enml : renew certificates, retrieve certificate

revocation lists (CRLs), and enroll for
[ ] Online Responder smart card certificates
Active Directory Domain Services
Active Directory Federation Services

ctive Directory Lightweight Directory Services

1o=

Lo=

ctive Directory Rights Management Services

ealth Attestation

(&1}
LM
b

VEF

J

d Storage Services (1 of 12 installed)
';:l"-|

ESC8 — Relay to HTTP/S Enrollment Endpoints

"-].Et'.".-':::l'l-: Controller

m Wi

I T
(]
=
i

[]
[]
[]
[]
[]
[]
[]
[]
(]
[]
[]
[

—

* Extremely common in older AD CS

deployments
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* Required Conditions:

* Low-privileged principals have Dangerous Rights
on a Certificate Template object

ESC4 — ESC1

Dermol Properties

General Compatibiity Request Handling Cryptography  Eey Attestation
Subject Name lssuance Requirements
Superseded Templates Extensions Security Server

22 Domain Admins thorse'.Domain Admins)

22 Domain Users thorse'\Domain Users)
“® Enterprise Admins (horse'\Enterprize Admins)

Remove

Wite
Enrall

Autoenroll

For special pemissions or advanced settings, click

fi o =
.I"J:l Vdnce |:|
Advanced.

Cancel
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* Required Conditions:

* The Certificate Template is Enabled for enrollment on
one or more Certification Authorities (CA)

ESC4 — ESC1

] certsrv - [Certification Authornity (Local)\LabRootCAT.. — []

File Action View

L | I T

;JJ Certification Authernity (Local) Intended Purpose

v @i LabRootCAT L 5] Demo Client Authentication,
| Revoked Certificates _Tl Domain Contreller  Client Authentication,

| |ssued Certificates

| Pending Requests

| Failed Requests

| Certificate Templates
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* Required Conditions:

Atrbute Editor EiEll::lJl'i't']'

Aftributes:

Aftribute

adminDescription
adminDisplayName

* The Certificate Template is Enabled for enroliment on

cACerificate
one or more Certification Authorities (CA)

description
displayName
displayMame Printable
distinguishedMame
dNSHostMame
dSASignature
d5CorePropagationD...
enrollment Providers

L4

aul) ESC4 — ESC1

CMN=LabRootCA1 Properties

<not set
<ot set s

R L L ) EEI s O T [‘|".l-. A s n
ol LA UL % Vo VR AL R TR AL SRS S

LabRootCAT

<not set>

CMH=LabRootCAT1.CN=Enrollment Services,C
CAhorse lab

<not sets

226 AM Eastem Daylight Tim
W

>

Cancel
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» Attacker Process:

* Modifies the vulnerable ESC4 template to match
ESC1 conditions

ESC4 — ESC1

Demcl Properties

Superseded Templates Extensions Security
General Compatibility Re Demol F'r|:||;jer|:i|,=_-5.
Subject Name
. Superseded Templates Extensions Securty Server
\®) Supply in the request General Compatibilty Request Handling Cryptography Key Attestation

Subject Name lzsuance Reguirements

Require the following for enrollment :

() Build from this Active Dir [_]CA certificate manager approval

Select this option to enfol
simplify r:emf;i::: P —— [_] This number of authorized signatures:

you require more than one signature, autoenmoliment is not allowed.

Require the following for reenroliment :

" Control is disabled due to |
Requires subject information to be provided within the cerificate
request.
QK

* Control is disabled due to compatibility settings.

DK Cance _.ﬂup |:|||,|
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.\Certify.exe request
/ca:ca.horse.lab\LabRootCAl
/template:Demol
/altname:Administrator
/sid:[domain RID]-500

» Attacker Process:

*Requests a certificate containing the SAN of a Tier O
principal
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. \Rubeus.exe asktgt
/user:Administrator

/certificate:.\Demol.pfx
* Attacker Process: /aes256 /ptt

* Authenticates as Tier O principal
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CM=LabRootCA1 Properties

* Required Conditions:
Atribute Editor  Security
Group or user names:

*R A thenticated Users

* Low-privileged principals have Dangerous Rights
on an Enrollment Services object (aka Issuing CA)

Special pemissions

For special pemissions or advanced settings, click

i - -
Advanced
Advanced.

Cancel




B o ESC4 + ESC5 = ESC1

CHARLESTON

CMN=LabRootCA1 Properties
fitribute Editor  Security

Aftributes:

Aftribute

adminDescription cnot et
adminDisplayName <not sets

- AT =i ot e s OO MRS 1% T O TV s A iy s e an
I—-.”.'-—-':!rtlfll_"jtlj e L '.L:L.I B Bl '.EEI e L .UL'I Lt '.['I wf WL KL '.I.IL.I B

° Atta C ke I P rocess. :j :E.FEIEI:E:_IE LabRootCAT

displayMamePrintable  <not set:

distinguished Name CMN=LabRootCA1.CN=Enrollment Services,C
dNSHostName CAhorse lab

° M Od ifi es CA O bJ = Ct to ena b I € E S C 1 te m p | ate fo r Ell ;;;I:EIIE:'I:::Z;ati|:|r| D... ;In;lt"?[']f_f 9.22.26 AM Eastem Daylight Tim

enrollment Providers <not set> W

enrollment < 2
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.\Certify.exe request
/ca:ca.horse.lab\LabRootCAl
/template:Demol
/altname:Administrator
/sid:[domain RID]-500

» Attacker Process:
. \Rubeus.exe asktgt
/user:Administrator
/certificate:.\Demol.pftx

. _ . /aes256 /ptt
*Requests certificate as Tier O principal and

Authenticates
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CMN=Certificate Templates Properties

* Required Conditions:
Attribute Editor  Security

- Low-privileged principals can create new objects Group o user names:

28 Authenticated Users

in Certificate Templates container 42 SYSTEM

22 Domain Admins (horzeDomain Adming)

% Enterprise Admins (horse’\Enterprise Admins)

Remove

Pemissions for Authenticated Users Allow Deny

Full control
Read

Create all child objects

For special pemissions or advanced settings, click

fi - -
.I".I:I WdrCe |:|
Advanced.
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» Attacker Process:

*Creates ESC1 template
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.\Certify.exe request
/ca:ca.horse.lab\LabRootCAl
/template:Demol
/altname:Administrator
/sid:[domain RID]-500

» Attacker Process:
. \Rubeus.exe asktgt
/user:Administrator
/certificate:.\Demol.pftx

. _ . /aes256 /ptt
*Requests certificate as Tier O principal and

Authenticates
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CHARLESTON

*Purple Knight — Great for AD CS
misconfigurations but not for attack paths
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CHARLESTON

*Forest Druid — Great for attack paths but no
full AD CS coverage yet &
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CHARLESTON

*BloodHound — Great for attack paths but can
be overwhelming for non-security folks
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CHARLESTON

*PingCastle — Good for AD CS
misconfigurations but not for attack paths
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0 EE el AD CS-specific Security Tools
T O Certify

=T T -Individual vulnerabilities only
AT L \t; *No risk/severity ratings

2.0.0 | *Requires manual compilation
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AD CS-specific Security Tools
CHARLESTON
Certipy
Certiny ren |ndividual vulnerabilities only (but with
e et en o oAl remarks when multiple vulnerabilities could
-ca 'CORP-CA" -template 'VulnTemplate' \ .
-upn 'administrator@corp.local’ -sid '...-500" Ir]tEBr23(:t)

*No risk/severity ratings
*Written in Python
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AD CS-specific Security Tools

CHARLESTON

. ] e -PSPKIAudit
NS N N | () |

DN N e - Individual vulnerabilities only
| )| N/ N |_

J e R -No risk/severity ratings

*Only covers ESC1-8

*No longer maintained
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AD CS-specific Security Tools

CHARLESTON
|_ocksmith
/ - / *No visualization of combo attacks

*Requires AD PowerShell module
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Introducing:

ESCalator
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A tiny tool built

for identifying and
abusing AD CS issue
combinations that may not
be readily obvious”

7\
AA
A

V 9 Jy



Demo 1

Finding Combinations

4

Attack Planning
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New AD CS attacks are continually being
developed

*AD CS is still very easy to misconfigure
I

*Low- and Medium-priority issues can stack

quickly and go unnoticed and undefended
when automated
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Have identity security and resiliency
concerns? Visit semperis.com

[et’'s Connect!

For references, resources, and other
projects, visit jakehildreth.com
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