










































Manual Active Directory forest recovery steps

1. Pull the network cables 

from all DCs or otherwise 

disable network

2. Connect DCs to be 

restored to a private 

network (Oh yes -

establish a global 

private VLAN)

14. Invalidate the current RID 

pool for every DC

15. Reset the computer 

account of the root DC 

twice

16. Reset krbtgt

account twice

(You have a seed 

forest at this point)

17. Configure 
Windows Time

20. Take a backup of 

all DCs in the seed 

forest

21. Create an IFM 

package for each OS 

version, in each 

domain your DCs are 

running

12. Delete DNS SRV 

records of DCs that no 

longer exist

11. Delete DNS NS 

records of DCs that no 

longer exist

13. Raise the value of 

available RID pools by 

100K

22. Build out seed forest 

with additional DCs to 

support Tier 0 / Tier 1 

operations

27. Verify health of 
the full forest

28. Move restored 
forest to the 
corporate network

For each domain:

3. Nonauthoritative restore of first writeable 

DC

4. Auth restore of SYSVOL on that DC

5. Remediate malware

6. Reset all admin account passwords

7. Seize FSMOs

8. Metadata cleanup of all writeable DCs 

except for targeted seed forest DCs

9. Configure DNS on the forest root DC

10. Remove the global catalog from each 

DC. 

(Wait for global catalog to be removed)

29. Reboot all 

servers and clients 

to force 

communications 

with the new forest

19. Add GC to a DC for 

each OS version in each 

domain

(Wait for GCs to be 

created)

For each DC to be repromoted into 

the seed forest:

23. Clean up the (former) DC using 

/FORCEREMOVAL or rebuild OS

24. Send IFM package to server 

(wait…)

25. Take the DC off the public 

network and put it on the seed forest 

network.

26. Run a DCPROMO IFM

(Days pass while you clean and 

rebuild DCs)

(Now you have a large enough forest 

to support basic operations)

Manual recovery is error-

prone and often requires 

additional cycles to correct 

missteps, extending the timeline 

even further 

Important 

considerations

Required staff for manual 

AD forest recovery:

Core AD team, operators at 

every datacenter, plus other 

external support

(Estimated 10-15 IT support 

staffers in average 

enterprise)

General purpose 

backup only 

automates step 3, 

leaving the rest of the 

recovery process a 

mostly manual effort
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